3 Main Points

How vulnerable are Europe’s submarine cables to hybrid threats, and what does this mean for
maritime cybersecurity? The analysis shows that physical exposure, digital weaknesses and
governance gaps make cables key targets for state-linked actors. Protecting them requires

stronger monitoring, shared EU-NATO coordination and higher cybersecurity standards.
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Cybersecurity of the Seabed

Cybersecurity of the Seabed:

Why Submarine Cables Have Become a Central Target in Hybrid Conflicts

Increasing geopolitical tension and rapid digitalisation are turning maritime space into a
tangled security landscape. Physical infrastructure, digital systems and information flows are
increasingly intertwined, creating new points of vulnerability that extend far beyond the visible
surface. The stability of Europe’s underwater networks, however, has emerged as a key issue in

this regard, as disruptions carry immediate political, economic and strategic implications.

Submarine cables are some of the least visible but most strategically vital pieces of

infrastructure in the world today. Some 97 to 99 per cent of all international internet and data



traffic passes through these fibre optic cables very deep in the ocean floor (EU Digital Strategy
2024; ITU 2024). These cables are vital but very difficult to monitor since the cables are poorly
protected and mostly located in international waters where no clear jurisdiction exists (EUISS
2023). With the advent of digitalisation, the need for stable data connections increases,
meaning that even a single upheaval can have crippling consequences on the economy,
government and international security. State-linked actors have also shown interest in
submarine cables through sabotage, reconnaissance or digital access to control and monitoring
systems (ICPC 2022; NATO 2023). The susceptibility of deep-sea cables is no longer only a
technical issue but rather is becoming a security and political threat. Hence, an examination of
their vulnerabilities and protective mechanisms is crucial for future maritime security (EUISS

2024; Cattler 2024).

How Subsea Cables Work and Why They Matter

Each cable has multiple layers of protection around a thin fibre core that conducts data
through a series of light pulses. The undersea cable and terrestrial networks connect at both
ends via landing stations. Their operation relies on optical amplifiers, control software and
constant digital analysis with digital monitoring (ITU 2024; JRC 2025). There are three primary
reasons why subsea cables are at risk. First, they can be physically exposed: many cables run
unprotected for thousands of kilometres along the seafloor, making them receptive to damage
by sabotage, anchors or fishing (EUISS 2023). Second, landing stations, control software and
monitoring platforms can be attacked from cyberspace, given they are frequently privately
owned and often have varying security standards (ITU 2024). Third, there are ongoing gaps in
governance. International waters have very few means of legitimate enforcement, with no state
holding out clear authority to safeguard or supervise vast stretches of cable (EU Digital Strategy
2024). This conjunction of hazards makes deep-sea cables in particular susceptible to hybrid

attacks.



Technical, Cyber and Governance Vulnerabilities

Cybersecurity threats are spreading to various sectors of the sea. Ports and logistics
systems suffer attacks and can disrupt whole operations (ENISA 2020). Digitalisation also leaves
navigation systems and digital controls vulnerable; for example, altered software or networked
boards have a direct impact on ship handling (Kechagias 2022). Offshore energy installations are
also vulnerable, as their industrial control systems have become increasingly connected and

thus exposed to digital interference (Mohammed 2022).

Additionally, the growing importance of undersea networks cannot be dismissed. Their
landing stations and monitoring systems are considered particularly sensitive because they are
indispensable for global data traffic, and they can be targeted and attacked as well (European
Parliament 2022; ENISA 2023). Collectively, these findings show that a wide range of maritime

systems are increasingly facing serious cybersecurity challenges.

Recent Incidents and Windows of Cyber Exploitation

Cable failures are not isolated risks but common occurrences. Such is the case in the
Shetland and Faroe Islands, where fibre optic cables were destroyed in October 2022 in the
North Atlantic, leaving much of the population at least temporarily without stable internet and,
in some cases, without access to landlines. They called it a “major incident”, and restoration
took days (BBC 2022). Multiple fibre cables in southern France were also cut. Investigators
warned of deliberate destruction and opened an investigation into sabotage (Reuters 2022; RFI

2022; DataCenterDynamics 2022).

From a cybersecurity perspective, such incidents create a window of vulnerability. When

the network already is under pressure, it tends to be easier to disguise DDoS attacks: routing



manipulation like one involving BGP hijacking is easily overlooked, and overwhelmed
monitoring and incident response services react more slowly. Research into the threat situation
at sea shows that attackers take advantage of these stressful moments to infiltrate malware or

gain access to land stations and control systems (Cloudflare 2024).

Hybrid Threats: State Reconnaissance and Strategic Pressure

This leads directly to the discussion of hybrid threats, in which Russia is frequently
identified as a central actor (EUISS 2023; Hybrid CoE 2025; Foreign Affairs 2023). The Russian
navy and related “research” ships systematically survey underwater networks in Europe,
including cables, power lines and pipelines. Recent reports point to Russian vessels sailing
subsea cable routes and conducting reconnaissance in European waters (DataCenterDynamics
2025; WTOP 2025). Investigations also reveal Russian naval activity around the Nord Stream
explosion locations, a finding indicative of a broader trend of underwater intelligence activities

aligned with hybrid operations (Whit 2023).

Several policy analyses indicate Russia is realising that submarine cables are just another
strategic tool to apply pressure. These include covert reconnaissance, prepositioning targets and
plausible sabotage that can look like an accident (EPRS 2022; EUISS 2023; Hybrid CoE 2025).
Russia is conducting reconnaissance of underwater infrastructure through its “research vessels”,
e.g., the Yantar, and is developing a growing shadow fleet that blends military operations with
civil services (EUISS 2023; EPC 2024; Foreign Affairs 2023). Analysts outline scenarios where
Russia specifically damages individual cables in the North Atlantic or the Baltic Sea as well as
their vulnerability without crossing a threshold of open attack in order to bring uncertainty and

economic pressure and test NATO’s response (Hybrid CoE 2025; NATO Defence College 2023).



This kind of cyber-based prepositioning, the quiet building of access to digital control
systems, allows attackers to move rapidly and easily in case of an emergency. Espionage,
malware injection, or attempts to exploit vulnerabilities in remote access systems are common
targets (EPRS 2022; ENISA 2023) within ground stations and network operations centres. Such

activities rarely leave clear imprints and may not be detected until months or years later.

Real-life events underscore how closely physical and digital risks are connected. The
2022 Shetland cable outages and sabotage, including near Marseille, caused regional outages
and temporarily reduced digital monitoring of the affected routes (NYT 2022; Shetland News
2025; Shetland Times 2025; Heise 2023). Overloaded networks and broken monitoring systems
allow for easier disguise of DDoS attacks or route manipulation. This interaction is increasingly
seen as a central part of hybrid threats. Hybrid threats focus less on destruction and more on
strategic uncertainty (Hybrid CoE 2025; Foreign Affairs 2023). A single temporary halt in a
transatlantic cable could slow down communication between the European government and
the US Army and military institutions (EPRS 2022; EUISS 2023; Atlantic Council 2024). When
combined with disinformation, including presenting sabotage as a "technical error", this leads
to a lack of information that affects decision-making (Hybrid CoE 2025; Politico 2024; Forbes
2025).

Future threat activity is expected to concentrate in the North Atlantic, the North Sea and
the Baltic Sea, which are of high geopolitical tension with extensive cables (Atlantic Council
2024; EUISS 2023; EPC 2024). As Russia brings hybrid pressure on Europe, China is growing and
globalising its network of cables, operator structures and technology partners (EPRS 2022;

Foreign Affairs 2023; EPC 2024). Both trends provide increased likelihood that attacks by cyber



actors using submarine cables would become a new weapon in geopolitical competition (Hybrid

CoE 2025; EPRS 2022).

Strengthening Resilience: Priorities for the EU and NATO

To increase resilience, maritime surveillance, cyber security, and international cooperation must
become more interconnected (EUISS 2023; Hybrid CoE 2025; Atlantic Council 2024). Monitoring
the underwater space constantly is essential, as the current systems often have detection gaps
(European Union 2025). This encompasses sensor-based maritime reconnaissance and
satellite-ship traffic data integration (Hybrid CoE 2025). Another requirement is mandatory
cybersecurity standards for landing stations. The EU’s Recommendation (EU) 2024/779 lays out
minimum requirements for the operators of critical infrastructure, specifically tighter access
controls, regular security audits and consistent patch management (Commission
Recommendation 2024). These should be compulsory for cable operators and complemented

by joint CERT capacity (Cattler 2024).

Since the security of deep-sea cables crosses borders, the EU and NATO need a unified
permanent system that includes maritime situation reports, technical data, and cyber threat
analysis (Hybrid CoE 2025; Cattler 2024). Europe also needs to augment redundancy by making
more cable routes and alternative landing points. The European Commission cautions that too
few redundant connections represent a “structural risk” with “immediate economic
consequences” of its own (JRC 2025). Island areas in particular require more cables or more

robust satellite networks.

The protection of deep-sea cables is therefore not only a technical matter but a key

cybersecurity policy concern for the coming years.
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