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The world is in flux. The assumptions that shaped the past decades—on security, alliances, and stability—are being 

challenged by geopolitical tensions, military innovation, and economic realignments. As great power competition in-

tensifies and new security threats emerge, states, institutions, and individuals must constantly adapt. Whether in military 

doctrine, energy policy, or digital governance, strategic choices made today will shape the world for years to come.

This issue of EPIS Magazine explores these shifting dynamics. Malte Koppermann analyses state-led sabotage, re-

vealing how Cold War-era tactics persist in contemporary geopolitical competition. Dmytro Sochnyev challenges 

misconceptions about military obsolescence, demonstrating that technological and logistical factors—not battlefield 

survivability—determine the relevance of military systems. Nils A. Neubert examines the Sahel’s strategic realign-

ment, as Mali, Niger, and Burkina Faso move away from Western security partnerships towards new alliances with 

Russia and Turkey. Joschka Menge scrutinises Germany’s shift from Russian gas to LNG through the lens of European 

cooperation, energy security, and policy contradictions. Meanwhile, Zhala Mammadli delves into the vulnerabilities 

of digital democracy, highlighting the rising threats posed by cyberattacks, misinformation, and AI-driven manipula-

tion. Finally, Donát Oláh analyses the geopolitical contest in the Pacific, where China’s growing influence challenges 

Western alliances. Additionally, we are pleased to feature guest contributions from Dr. Markus Schiller, Mr. Ferdinand 

Gehringer, and Dr. Johann Schmid, alongside an interview with Marika Linntam, Estonian Ambassador to Germany, 

whose expertise provides further insight into the evolving nature of international security.

We extend our gratitude to our authors and our designer Cira Scherenberger for their dedication to this issue. and to 

the many members—new and old—of the EPIS Think Tank for their motivation and continued interest in foreign affairs 

and security policy. As we move into 2025, we do so with a keen awareness of the challenges ahead but also with 

confidence that informed discussion and rigorous analysis will help us navigate an increasingly complex world. We 

hope you enjoy this issue of EPIS Magazine

 

Theodor Himmel

Chairman of EPIS Think Tank

Alvin Karl Bürck
Editor of the EPIS Magazine
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such operations directly on each other’s territories, they 

were frequently carried out on the soil of their respective 

allies. Since the collapse of the Soviet Union, ideological 

motivations have made way for pragmatic considerations 

of national security. Transcending this shift in narratives is 

their persistent reliance on proxies to execute sabotage 

operations. Whether Operation Mongoose in the 1960s 

or hiring of saboteurs through social media, intelligence 

services would commit significant effort in order to eva-

de direct attribution. At the same time, state-led sabotage 

adapts to technological advancements. Sophisticated cy-

ber-enabled sabotage has given states the opportunity to 

disrupt critical infrastructure and military facilities remote-

ly, achieving greater plausible deniability. The critical ex-

amination of the extent to which contemporary state-led 

sabotage mirrors the Cold War-era sabotage doctrine 

reveals a significant continuation of its role in the pursuit 

of long-term strategic objectives. Due to the brevity of this 

essay, the analysis and comparison of state-led sabotage 

operations in light of Cold War-era sabotage doctrines is 

restricted to the United States and the Soviet Union, later 

the Russian Federation.

2. Cold War-era sabotage doctrines

Rovner (2023) defines sabotage as “the weaponization 

of friction.” Here, friction is understood as all negative 

effects on the routine performance of organisations, in-

cluding computer errors or mechanical defects. Sabota-

ge, then, seeks to exploit and exacerbate these frictions 

in order to make them unbearable for the organisation. 

In the military-political complex, targets for sabotage are 

military assets and facilities, information systems, com-

munication networks or intelligence agencies. It must be 

borne in mind that sabotage generally does not focus on 

short-term results. Rather, it “gradually increases friction in 

the service of long-term objectives” (Rovner, 2023). The 

U.S. Department of Defense defines sabotage in milita-

ry terms as “an act or acts with intent to injure, interfe-

re with, or obstruct the national defense of a country by  

1. Introduction

toolkit of influence. On the one hand, traditional tools of 

influence include imposing sanctions, military exercises, 

or public diplomacy. On the other hand, states may opt 

to employ non-traditional measures of influence that are 

widely regarded as illegitimate in order to enhance tradi-

tional measures of influence (Hoffman, 2018). One such 

measure is sabotage. This essay argues that contempo-

rary state-led sabotage mirrors Cold War-era sabotage 

doctrines. The persistence of sabotage operations since 

the end of World War Two demonstrates the centrality of 

this tool in the repertoire of statecraft to advance and pro-

tect national interests. Despite changes in the narratives 

that justify covert action and the means of conducting sa-

botage, the key objective of defending national interests 

has remained constant. The prevalence and significan-

ce of sabotage operations is reflected in contemporary 

media reporting, where Russian sabotage plots against 

the West have made repeated headlines. While Russian 

drones, bombs, and missiles continue to cause destruction 

across Ukraine, Russia is waging a non-lethal war against 

NATO. From weaponising migration to jamming the GPS 

signals vital to civilian aviation, Russia seeks to undermine 

and effectively halt Europe’s support for Ukraine. Additio-

nally, mysterious fires at arms manufacturing plants and 

severed or damaged undersea data cables in the Baltic 

Sea have been attributed to the Kremlin (Helsinki Com-

mission, 2024). This shows that sabotage is a frequently 

used covert action tool. Despite Russian sabotage being 

on the rise, it is not unique to Russia but has been emp-

loyed by the United States (U.S.) as well. During the Cold 

War, sabotage was embedded in the ideological struggle 

between the capitalist United States and the communist 

Soviet Union. Both superpowers have employed covert 

action to frustrate the policies, economies and military ca-

pabilities of their systemic opponent and their respective 

allies. At the same time, they attempted to uphold plausible 

deniability for their actions to avoid a direct military con-

frontation. Although both refrained from ever conducting 

advance and defend their national inter-

ests, states make use of the comprehensive 
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willfully injuring or destroying [...] any national defense or 

war materiel, premises, or utilities, to include human and 

natural resources” (2010, p. 209). Although this essay 

employs both definitions, it is restricted to those operati-

ons that cause or intend to cause physical harm to life and 

property. In the immediate aftermath of the Second World 

War, the Cold War quickly began to divide the world into 

the Eastern and Western blocs. As for the Soviet Union, 

Donnelly claimed that the USSR would use “any and eve-

ry political tool” (1980, p. 35) in order to destroy global 

capitalism. According to documents shared between the 

Soviet KGB and East German and Czechoslovak intelli-

gence agencies, Soviet sabotage pursued three objecti-

ves. It would aim to frustrate the Western bloc’s pursuit of 

policies the Kremlin viewed as hostile, firstly, in the domes-

tic context and, secondly, in the context of NATO. Thirdly, 

sabotage operations would try to downgrade the West’s 

economic basis and military capabilities. Importantly, the 

intensity and severity of 

these operations would de-

pend on the level of escala-

tion with the West (Richter-

ova, 2024). A special focus 

would be on sabotaging 

key military logistics hubs, airfields, and reserve forces in 

times of war (Sherfrey, 1987). Another key characteristic 

of the Soviet sabotage doctrine to amplify the fallout of 

sabotage activities by accompanying them with “active 

measures.” In order to maximise the disruptive potential 

of kinetic operations, information warfare tactics, such as 

propaganda and disinformation, would seek to escalate 

the fallout of sabotage (Richterova, 2024). This highlights 

that sabotage does not appear in a vacuum. Instead, it 

is embedded in wider covert action or “active measures.” 

On the other side of the Iron Curtain, on May 4, 1948, 

the U.S. Policy Planning Staff ushered in U.S.-led orga-

nised political warfare in order to pursue and protect 

national objectives using all means available. Ostensibly, 

it would serve as the answer to Soviet political warfare 

that had “become the most refined and effective of any in 

history” (Thorne & Patterson, 1996, p. 669). On the one 

hand, the realisation of this doctrine would rely on overt 

actions, meaning traditional statecraft such as diplomacy 

and economic tools. On the other hand, the United States 

would also engage in covert operations. The National 

Security Council Directive on Covert Action specified 

that “propaganda; economic warfare; preventive direct 

action, including sabotage [...]” (NSC 10/2, 1948) were 

permissible in order to fight “International Communism.” 

Crucially, these actions were to be conducted in a man-

ner that offered the U.S. Government plausible deniabi-

lity. This precaution was undertaken in order to avoid a 

direct military confrontation with the Soviet Union or its 

allies. The declassified 1976 Church Report found that the 

Central Intelligence Agency (CIA) had conducted 900 

major covert action projects between 1961 and 1976 

(Select Committee to Study Governmental Operations, 

1976). However, the report did not specify how many 

of these were sabotage. The analysis of both doctrines 

highlights that sabotage does not appear in a vacuum. 

Instead, it is embedded in 

a wider array of covert ac-

tions or “active measures.” 

An analysis of sabotage 

operations must appreciate 

the clandestine context in 

which sabotage operations in tandem with other covert 

actions are executed. Looked at individually, any one co-

vert action may have limited impact. However, as Rovner 

(2023) describes, sabotage is not a game-changer but 

a gradual exploitation of friction in service of long-term 

objectives. . Additionally, “when augmented with other 

coercive operations,” (Reed, 2021, p. 22), it can have a 

strategic impact. 

3. Same objective, different narrative

Although the narratives that legitimise sabotage have shif-

ted, the objectives have remained unchanged. The key 

motivation behind sabotage is to frustrate the opponent’s 

capabilities and resolve in order to defend and advance 

one’s own national interests. The Cold War was charac-

terised by a competition of ideologies. The capitalist Uni-

ted States was fighting communism while the communist 

Sabotage: 
Harming national defence by 

intentionally injuring or destroying 

personnel or materiel 
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Soviet Union wanted to dispose of the imperialist West. 

However, in the contemporary era, state-led sabotage 

has shifted from being embedded in a confrontation of 

ideological systems towards pragmatic considerations. 

The United States have leveraged strategic sabotage to 

advance their foreign policy objectives since the Direc-

tive on Covert Action. During the Vietnam War, the two 

superpowers were in a proxy war against each other. 

While the United States supported the South Vietnamese 

regime in its fight against communism in Vietnam, the So-

viet Union aided North Vietnam and the Viet Cong. In the 

1950s and 1960s, the CIA actively conducted sabotage 

operations behind enemy lines in North Vietnam. Targets 

included “trains, buses, contaminating fuel and oil, orga-

nizing two hundred Vietnamese commandos trained by 

the CIA, and burying weapons in the cemeteries of Hanoi” 

(Weiner, 2007, p. 211). More than four decades later, the 

United States was at war with Iraq in 2003. Here, the CIA 

organised and led a group of Iraqi paramilitaries - the 

Scorpions - to conduct sabotage missions around the start 

of the war (p. 492). The justifying narrative was no longer 

the fight against international communism but the alleged 

possession of weapons of mass destruction by the Iraqi 

regime and the global war on terrorism. The continued 

use of sabotage shows that it does not depend on ideo-

logical justifications. Instead, it is an available means in 

the toolkit of statecraft and warfare in order to disrupt go-

vernments and their policies that are seen as obstructive to 

United States strategic interests. In 1968, Chairman of the 

KGB, Yuri Andropov, issued the order “On tasks of State 

security agencies in combating ideological sabotage by 

the adversary” (Andrew, 1999, p. 7). The Soviet Union 

became obsessed with combating domestic dissent and 

foreign policies it perceived as antagonistic to the regime. 

Even human rights were perceived as a weapon of the im-

perialist West to subvert Moscow. This “ideological sub-

version” by the West was to serve as a narrative to justify 

Soviet kinetic operations. This twentieth-century narrative 

has largely made way to more generic justifications under 

President Putin. In 2023, he issued a new foreign policy 

against the “hostile” West that was supposedly waging 

a hybrid war against the Russian Federation (Bloomberg, 

2023). After the relative absence of sabotage post-Cold 

War, one may argue that the recent intensification of sa-

botage activities is a departure from the Soviet sabotage 

doctrine. Granted, since the full-scale invasion in Ukraine 

on February 24, 2022, there have been almost 150 Rus-

sian hybrid attacks on NATO territory, of which a third 

were sabotage operations targeting critical infrastructure 

(Helsinki Commission, 2024). However, as noted above, 

the intensity of sabotage operations was tied to the level 

of escalation (Richterova, 2024). As the war against Uk-

raine has continued and Western military, economic, and 

humanitarian aid has increased, so has Russian sabotage. 

Contrary to a departure from the Cold War, the intensifi-

cation of sabotage activities represents the continuation of 

Soviet sabotage doctrine into the modern-day Russian Fe-

deration. What is more, contemporary sabotage mirrors 

its Cold War predecessor because it is accompanied by 

information warfare. The increase in sabotage activities 

has been coupled with a large-scale propaganda and 

disinformation campaign. By relying on the penetration of 

social media platforms in Western societies, the Kremlin 

has been adamant about sowing discord and skewing 

the discourse on the war in Ukraine. While the European 

Union has banned Russian government outlets RT, former-

ly Russia Today, and Sputnik (Council of the EU, 2022), 

Russia has made ingenious use of social media, botnets, 

and fake websites to distribute its narratives. As the Atlan-

tic Council (2024) writes, although the Russian effort to 

justify the invasion of Ukraine has fallen short of expec-

tations, Western societies have been highly responsive to 

the narrative that blames NATO for the war in Ukraine.  

Hence, sabotage is about the protection of national in-

terests at the expense of the policies and capabilities 

of “hostile” governments. The shift in narratives from 

ideology to geostrategy notwithstanding, the objectives 

driving state-led sabotage have remained unchanged  

across decades. 

4. Persistent use of proxies

In order to avoid direct military confrontation with one 

another or their allies, the United States and Soviet Union  
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relied and continue to rely on proxies to conduct sabota-

ge. Both superpowers used their intelligence services to 

train, equip and direct foreigners to conduct clandestine 

operations on their behalf. On the one hand, as for the 

United States during the Cold War, arguably the most 

prominent operation that included sabotage was Ope-

ration Mongoose, authorised by President Kennedy in 

1961. One year before the Cuban missile crisis, President 

Kennedy was convicted to dispose of Cuba’s communist 

leader, Fidel Castro. There were many options to achie-

ve that goal. One such option would have been for the 

CIA to stage an attack on the U.S.-held Guantanamo Bay 

as a pretext to invade Cuba. However, the Kennedy Ad-

ministration discarded that idea as an outright escalation 

that may have resulted in nuclear war (Weiner, 2007, pp. 

192–193). The alternative was Operation Mongoose, the 

largest U.S. intelligence effort within a Communist state 

(Thorne et al., 1996, p. 666). Sabotage would play a 

crucial role in enhancing 

the efforts to recruit the lo-

cal population for guerilla 

warfare. A concrete sabo-

tage plot would have been 

to contaminate Cuban 

strategic assets such as petroleum, oil, and lubricants. Alt-

hough the United States would have been able to “libera-

te” Cuba in an amphibious invasion by itself, it preferred 

relying on Cubans (Lansdale, 2004, pp. 540–541). This 

had two benefits. While it provided the United States with 

some deniability, it also prevented a direct military con-

frontation with Cuba, or worse, the Soviet Union.

On the other hand, the Russian Federation, as did the So-

viet Union, relied on proxy forces for sabotage operations. 

During the Cold War, the Soviet Union hired “agent-exe-

cutioners” or “agents-saboteurs” from abroad to conduct 

a variety of sabotage activities (Richterova, 2024). Ho-

wever, two factors led to the departure from that practice. 

First, Russia has lost much of its personnel under diplom-

atic cover in Europe. Whereas 1,500 Soviet officials had 

been expelled from Western states between 1946 and 

1991, since the start of the Russian full-scale invasion of 

Ukraine in 2022, more than 700 diplomats have been 

asked to leave Europe and North America (Riehle, 2024, 

p. 1238). Second, recent developments in information 

communication technologies (ICT) have facilitated the 

hiring, handling, and payment of saboteurs. Taken toge-

ther, Richterova et al. (2024) argue that Russia has taken 

notes from the gig economy in the outsourcing of sabo-

tage operations. The ease of hiring saboteurs, the lack of 

direct connections to Russian intelligence services, and 

the anonymity in payments through cryptocurrencies at 

least partially offsets the sabotage potential lost through 

the expulsion of diplomats and agents under diplomatic 

cover. Richterova et al.’s (2024) argument is being cor-

roborated by recent acts of sabotage across Europe. For 

example, in 2024, Russia recruited around ten Estonian 

nationals via social media to conduct sabotage against 

government officials inside Estonia (Tucker, 2024). This 

demonstrates the persistent outsourcing of clandestine 

activities to gain (im)plausible deniability. Furthermore, 

those attacks were direct-

ly aimed at disrupting and 

degrading governments 

that pursued policies that 

were perceived as hostile 

to the United States or Rus-

sia. From a strategic standpoint, the two examples high-

light that sabotage itself is no silver bullet. Rather, they 

are embedded in a wider context, intended to support 

traditional military action or the suppression of policies by 

adversarial governments.

 

5. The growing toolkit of sabotage

The exploitation of both new technologies and vulnera-

bilities showcases the continuation of advancing natio-

nal interests by all means necessary. On the one hand, 

cyber- and cyber-enabled sabotage now constitute a 

central role in contemporary sabotage strategies. Unlike 

Cold War sabotage methods, cyber sabotage requires 

neither physical presence nor complex logistical and per-

sonnel arrangements. The contemporary interconnected 

world enables intelligence agencies to disrupt and even 

destroy critical infrastructure and military assets through  

Sabotage adapted to 
shifting narratives, strategic 
considerations, and 
technological advancement 
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Figure 1: Sabotage proposals during Operation Mongoose (Kennedy Administration vs. Castro‘s Cuba)
National Archives, JFK Assassination Records, Document No. 157-10004-10154. CIA, Marshall Carter, Memorandum for Special Group 
(Augmented), “Operation MONGOOSE/Sabotage Proposals,” October 16, 1962. https://nsarchive.gwu.edu/document/19628-natio-
nal-security-archive-doc-17-cia-marshall

https://nsarchive.gwu.edu/document/19628-national-security-archive-doc-17-cia-marshall
https://nsarchive.gwu.edu/document/19628-national-security-archive-doc-17-cia-marshall
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offensive cyber means. Regarding the United States, the 

most infamous example of cyber sabotage is the Stux-

net computer worm, targeting Iran’s nuclear program. 

Although there is no concrete evidence of who exactly 

perpetrated the attack, the biggest beneficiaries of dis-

rupted Iranian nuclear ambitions are the United States 

and Israel (Congressional Research Service, 2010, p. 

5). The way the worm operated was through sabotaging 

the routine Siemens industrial control process technology 

that manages the speed of the motors (Farwell & Roho-

zinski, 2011, p. 25). This sabotage attack demonstrates 

how cyber capabilities can be used to generate a high 

impact without risking direct military confrontation with 

Iran. A high-risk alternative would have been an airstrike 

on nuclear enrichment facilities. Instead, the United States 

were able to protect their strategic objectives in the region 

while at the same time upholding plausible deniability. As 

for the Russian Federation, cyber and cyber-enabled sa-

botage has been increasingly employed as part of the 

hybrid warfare campaign against the states providing 

aid to Ukraine. One example, the military intelligence 

(GRU) Unit 29155, is responsible for large-scale cyber 

sabotage operations, including the destruction of data 

and website defacements. U.S. authorities have obser-

ved more than 14,000 instances across 26 NATO and 

EU member states, where Unit 29155 has scanned do-

mains for potential vulnerabilities (Cybersecurity & Infras-

tructure Security Agency, 2024). The number of success-

ful cyber sabotage operations is not publicly available 

information. As for another example, in late 2024, Polish 

authorities discovered a network of Russian and Belarus-

sian-linked hackers. The group had been responsible for 

cyber sabotage activities against the Polish government, 

military, and economy (Antoniuk, 2024). Poland, one of 

the biggest military aid supporters to Ukraine, is a prime 

target for Russian subversive activities. As a member of 

NATO, Poland is not an attractive target for conventional 

attacks. In order to mediate the aggressive efforts to dis-

rupt Polish support for Ukraine while staying below the 

threshold of war, Russia is using sabotage operations to 

frustrate Polish resolve. However, these attacks have hit-

herto not effectively undermined Polish determination in  

Figure 2: Map of Europe (and the US): indication of Russian hybrid warfare attacks on critical national infrastructure
Commission on Security and Cooperation in Europe, U.S. Helsinki Commission. https://www.csce.gov/publications/spotlight-on-the-sha-
dow-war-inside-russias-attacks-on-nato-territory/

https://www.csce.gov/publications/spotlight-on-the-shadow-war-inside-russias-attacks-on-nato-territory/
https://www.csce.gov/publications/spotlight-on-the-shadow-war-inside-russias-attacks-on-nato-territory/


EPIS MAGAZINE ISSUE VI 15

supporting Ukraine. This example showcases that Russia 

will use any means at its disposal to stop policies it deems 

hostile towards its national interest. The same is true for the 

Stuxnet example. Taken together, the United States and 

Russia adapt their sabotage activities to technological 

advancements. In particular, cyber and cyber-enabled 

sabotage can be operated remotely. While United States 

saboteurs would have found it difficult to access Iranian 

nuclear enrichment facilities, Russia is facing increasing 

difficulty to keep its agents under diplomatic cover inside 

target countries. Where the recruitment of saboteurs fails, 

cyber sabotage offers a high-impact alternative that retains  

plausible deniability.

6. Concluding thoughts

State-led sabotage operations as a tool of statecraft have 

adapted to shifting political narratives, strategic conside-

rations, and technological advancements. Irrespective of 

the time period, the core objective of this clandestine ac-

tivity has remained consistent. It is used to advance and 

protect the national interest by frustrating, disrupting, and 

destroying the adversaries’ military and economic policies 

and capabilities. Whereas Cold War-era sabotage was 

justified by ideological competition between the United 

States and the Soviet Union, contemporary efforts show 

a shift towards calculated strategic motivations. Despite 

this change, the reliance on proxies, upholding plausible 

deniability, and the incremental accumulation of short-

term friction in the pursuit of long-term strategic objectives 

closely mirrors the Cold War-era sabotage doctrine. The 

recent intensification of sabotage by the Russian Federa-

tion underscores persistent use of sabotage in geopoliti-

cal competition. Since the operations must be understood 

in a wider context of political or hybrid warfare, there is 

a high probability of these attacks to continue. Future re-

search may benefit from investigating the actual impact of 

sabotage activities. Concretely, a comprehensive study of 

these operations has the potential to reveal their tactical, 

operational, and strategic value. Furthermore, it would be 

insightful to clearly distinguish between peace- and war-

time sabotage, not only to analyse the impact but also. 
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survivability that drives technological obsolescence. In-

stead, superior performance in the relevant battlefield 

role and sustained availability are the primary determin-

ants of technological obsolescence.  

2. Killing the Survivability Narrative

Understanding the intersectional complexities and nuan-

ces of modern warfare begins with tremendous effort and 

broad research, which is not always possible on all levels 

of debate. Making accurate statements about the battle-

field requires in-depth technical knowledge of a dizzying 

range of technologies, but also how they interact with va-

riables like tactics, environment, and quantity. Often, cer-

tain erroneous claims are driven by misconceptions about 

warfare, war economics, and even physics.

Many experts, for example, responded to Musk’s cri-

ticisms by explaining the basic economic and physics 

constraints that make it impossible for smaller drones to 

detect, chase, or engage modern aircraft. Others pointed 

out that modern air defence, like those employed by the 

Islamic Republic of Iran, was helpless against airstrikes 

launched by stealthy Israeli F-35Is back in October (Eps-

tein, 2024). Likewise, Ukrainian ground air defences have 

decimated the Russian Air Force, but have lacked the ran-

ge to prevent the relentless bombardment of glide bombs 

by Russian jets operating dozens of kilometres behind the 

front. Above all, the surest indicator of the fighter jet’s and 

any other weapons system’s continued relevance is to fol-

low the money. The dramatic reveal of two new Chinese 

next-generation aircraft (Jensen, 2025), four years after 

the first US Next-Generation Air Dominance prototype 

flight (Insinna, 2020), underscored how major militaries 

continue to believe that fighter jets and other large pilo-

ted aircraft will play a critical defence role in the next few 

decades at the very least. Certainly, even military officials 

with experience and technical expertise have made simi-

larly incorrect assessments. Consider, for example, some 

20th-century claims that put into question the future sur-

vivability of the aircraft carrier. After US Navy testing of 

1. Introduction

late November 2024, the mercurial oligarch Elon Musk 

took to X (Twitter) to severely criticise the “idiots” building 

the F-35, a multirole fighter jet developed and manu-

factured by Lockheed Martin (Hambling, 2024). As the 

chair of the incoming Department of Government Effi-

ciency tasked with slashing government spending, Musk 

did not just complain that the aircraft was overdesigned 

and overpriced. He also questioned the very necessity of 

fighter jets in the future. “Crewed fighter jets are an ineffi-

cient way to extend the range of missiles or drop bombs,” 

Musk posted. „A reusable drone can do so without all the 

overhead of a human pilot [...] Manned fighter jets are 

obsolete in the age of drones.“ He added that fighter jets 

are “laughably easy to take down” because their “stealth 

means nothing if you use elementary AI with lowlight sen-

sitivity cameras” and thus “will be shot down very quickly 

if the opposing force has sophisticated SAM or drones.” 

There is an increasingly common public perception, and 

even in some military commentary, that the inability of a 

weapons system itself or its user to survive on the batt-

lefield is the critical cause of its obsolescence. This ‘sur-

vivability’ narrative has driven charges of obsolescence 

against the full spectrum of military technology available, 

challenging us to reflect on whether the tools we have to 

fight the next major war with are sufficient. One article in 

March 2022 questioned if tanks were still worthwhile in-

vestments as endless footage of their destruction by anti-

tank missiles and drones was published (O’Brien, 2022). 

“Tanks, fighter jets, and warships are being pushed into 

obsolescence,” argued an Atlantic article in May 2022 

because drones and various missiles were causing signifi-

cant losses among those systems (Cumming, 2022). The-

se arguments, based on published footage and other me-

dia describing the loss of large and expensive equipment, 

seem so intuitive that it might be puzzling why many major 

militaries have and continue to procure similar equipment. 

This is because much of the public commentary is get-

ting a crucial fact about the battlefield incorrect. It is not  

makes a military tech-

nology obsolete? In 
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anti-ship bombers in 1925, for example, Lt. Commander 

G.B. Vroom claimed that the plane could only defeat the 

battleship through “too much publicity” and that “drop-

ping bombs on ships undefended by planes merely pro-

ves that V2 equals 2 Gs” (Vroom, 1925). In 1940, Nazi 

German naval leadership likewise believed that carrier-

launched combustion engine planes would eventually 

“not be usable in this war” and thus never seriously inves-

ted in carriers (Polmar, 2008, p. 418). Lt. General James 

H. Doolittle, who relied extensively on carriers in the Pa-

cific campaign against Imperial Japan, argued before a 

US Senate Committee that “the carrier has two attributes: 

one attribute is that it can move about; the other is that 

it can be sunk” (Polmar, 2008, p. 2). And yet, in 1993, 

former US President Bill Clinton would remark that the first 

reaction in Washington to an international crisis breaking 

out would be to ask whe-

re the nearest carrier was 

(Cohen, 2010). It is uncer-

tain why this narrative of 

survivability persists, but it 

has proliferated during the 

Russian full-scale invasion of Ukraine, as drone cameras 

reveal more than ever the attrition of modern equipment 

in large-scale peer-to-peer combat. At first glance, the 

narrative provides a palatable argument: if the multirole 

fighter jet is easily shot down by existing or anti-air and 

the aircraft carrier is easily sunk by submarines or anti-

ship cruise missiles, then these expensive systems provide 

minimal value since they cannot survive to deliver on their 

intended purpose. To continue using them would be to 

needlessly risk valuable human lives and capital. But war 

necessarily involves a varying risk of loss, after all, whet-

her it be by enemy or friendly fire (Lagrone, 2024). One 

might take the Kantian perspective, wherein the constitu-

ents of democratic societies are incentivised to prioritise 

survivability in the procurement of defence technologies 

in case they must consent to war. Perhaps, as a Chine-

se military document assesses regarding the US (Sullivan, 

2025), it is the “inherent nature of its bourgeois army” 

that creates a persistent fear of casualties in democracies. 

Maybe the argument is just logical enough in theory to be  

palatable to a wide audience. Whatever the reason, in 

practice the survivability narrative invariably fails to pre-

dict which kinds of military technologies persist or not. 

Consider how the lens of survivability views the relation-

ship between infantry and armour as an unsolvable cycle. 

In the era of mechanised armour, infantry are too slow to 

deploy to battlefields without transportation, putting pres-

sure on defence ministries to procure mechanised transport 

wherever possible. Yet the proliferation of automatic fire 

and artillery leaves infantry too vulnerable in unarmou-

red trucks and cars, so it follows that armoured personnel 

carriers are used instead. Still, the lack of significant arm-

ament on armoured personnel carriers could leave them 

dangerously defenceless, so perhaps an infantry fighting 

vehicle with an autocannon as its primary armament is 

better. Yet the thin armour still leaves infantry inside vulne-

rable to enemy mines and 

larger guns, so a tank’s 

increased armour and fi-

repower are imperative to 

maintain survivability. At 

each step, the additional 

weight from additional armour and ammunition decreases 

speed, affordability, and—most importantly—transport 

capacity. Such survivability-driven procurement leaves 

 the infantry trailing the tank on foot, seemingly beginning the  

cycle anew.  In the reality of mechanised assault, however, 

neither of these systems is considered in isolation but as 

part of a larger tactical approach that ideally involves the 

full spectrum of terrestrial and airborne systems. Instead, 

the task of the typical commander is to combine the capa-

bilities of systems at their disposal—such as mobility, pro-

tection, firepower, and disruption—to hide their respective 

deficiencies and complete the mission. The machine-gun-

laden and thinly armoured personal carrier is not made 

obsolete by the tank, for it contributes to a completely 

different tactical profile. In fact, the infantryman, owing 

to their inherent lack of natural protection against blades, 

bullets, and other dangerous battlefield implements, has 

long been rendered obsolete if survivability was the cruci-

al factor of obsolescence. In the past, the common soldier 

could rely upon worn or wielded armour, and some of 

Survivability myth:
The belief that a battlefield system is 

obsolete when itself or its user 

is vulnerable.
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the wealthier knights could equip themselves in full arm-

our suits that were virtually impenetrable to the crossbows 

and the guns of the time. Later, the proliferation and evo-

lution of gunpowder weapons left chainmail and metal 

armour—for those that could afford it—helpless against 

projectiles. As armies nationalised and began fielding 

their infantry in regular uniforms absent any substantial 

protection, the essential vulnerability of the infantryman 

was acquiesced to by modernising militaries around the 

world.  With the development and spread of shell artillery, 

this vulnerability has become horrifically acute over time. 

Infantry increasingly avoid direct combat with each other 

because their primary threat is now the artillery. During 

the American Civil War, around 12% of casualties came 

from artillery (McIntire, 2022), and in the First World 

War, the war of the ‘big guns’ pounding troops trapped 

in trenches, that figure rose to over sixty percent (Jones, 

2016). In the battlefields of Ukraine, however, every four 

out of five casualties (Watling, 2024) came from artille-

ry fires. Casualties among infantry are not only expected 

but even incorporated into strategies of relative attrition 

(Gady & Kofman, 2024). Infantry are less survivable than 

ever, yet are no less relevant than they have ever been. 

3. Good is Better than Bad, but Bad is 

Better than None

What makes these systems, like the infantryman or the 

armoured tank, persist in the modern army despite visu-

ally observed evidence of their vulnerabilities? There is 

indeed a much more accurate explanation: the lack of 

available superior alternatives. Superiority means that 

an alternative system either (1) fulfils the same battlefield 

role as the previous system but with better efficiency or 

performance, or (2) transforms or replaces the previous 

battlefield role by creating a new capability. For example, 

weapons systems whose evolution is measured in “gene-

rations” of systems, such as fighter jets or tanks, become 

superior through superior range of engagement, speed, 

armament, and/or numerous other capabilities. Gene-

rally speaking, the newer systems of newer generations 

dominate those of previous generations, such as when the 

US Air Force and allies decimated the hundreds of older 

aircraft of Saddam Hussein’s Iraqi regime during the Gulf 

War. Likewise, the carrier demonstrated its superiority 

over the battleship by replacing its gun-based fire support 

with air-based fire support. As a sophisticated platform for  

Figure 1: Despite the proliferation of drones, tanks like this Ukrainian T-64 have opted for improvised protective cages rather than disappear 
from frontline combat altogether. АрміяInform, CC 4.0

https://commons.wikimedia.org/wiki/File:UA_T-64_with_cope_cage_02.jpg
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naval aircraft, carriers exploited them to strike farther and 

with greater precision—even though they were no more 

survivable against the anti-ship weapons of the time than 

battleships. Simultaneously, the superior alternative must 

also be available. A military must be able to procure and 

maintain a weapons system, which is not possible under 

budget constraints, under sanctions regimes, or in the ab-

sence of infrastructure for it, such as sufficient replacement 

parts or ammunition. Yet if a weapons system is expensive 

enough, it cannot replace other systems that are inferior 

since even the wealthiest of militaries are limited by eco-

nomic constraints and budgetary pressures from other de-

partments. For example, a regular unguided munition is 

inferior in most characteristics, such as range and accura-

cy, to most modern precision missile systems. Nonetheless, 

their cost makes them prohibitively expensive for strikes 

against less-valuable but still important targets like trench 

defences and heavy equipment. In other cases, a wea-

pon system might, on paper, 

be superior to its peers but 

locally or fundamentally 

lack important supporting 

elements in sufficient quan-

tity, like a consistent supply 

of ammunition, fuel, or proprietary replacement parts. 

In other circumstances, a military simply does not have 

sufficient quantities of the most modern systems but still 

requires specific battlefield roles to be fulfilled. Nowhere 

is this more apparent today than in Ukraine. The Russian 

Armed Forces, for example, continue to require armour to 

protect assaults and transport infantry quickly, but stock-

piles of T-80 and T-72 series tanks have been severely 

attrited or emptied, and production and modernisation of 

newer armour have not kept pace with loss rates. As a 

result, the Russian Ministry of Defence continues to draw 

down equipment reserves for older tanks and artillery, 

even pieces better suited for museum exhibitions than 

frontline combat. Ukrainians, for their part, have relied 

extensively on underarmoured donations, like the myriad 

Humvees and Mine-Resistant Ambush Protected vehicles 

(Axe, 2023), leftover from decades of counterinsurgency 

warfare, for frontline assaults in the absence of sufficient 

donated or domestic armour. Likewise, some of the qua-

litative advantages of Western-donated artillery systems 

like the German Panzerhaubitze 2000 or the French 

Caesar self-propelled guns over older Soviet systems, in 

light of the paucity of 155mm artillery shells, could not 

be exploited as intended. In other circumstances, Russian 

units have used golf carts (Axe, 2024) and motorcycles 

(Segura, 2024)—which are completely devoid of any 

direct protection—to at least maximise the mobility of in-

fantry. That most of these systems lack survivability does 

not preclude their use, for even an older tank presents a 

threat. As commentators mock the “outdated” and “ob-

solete” systems in use by the Russians, they ignore that 

the same conditions of mass attrition cause similar equip-

ment problems for Ukrainians. Without alternatives, the 

standards for obsolescence fall dramatically. For a wea-

pons system to be truly obsolete, there evidently must be 

alternative systems that fulfil the same or a better tactical 

purpose, and they must 

be available in sustaina-

ble quantities. Certainly, 

some historical military 

technologies appear to 

have fallen into irrelevan-

ce because of their survivability. Defensive technologies, 

like castles and the intricate star forts that later replaced 

them, or steel armour and shields, are no longer surviva-

ble against modern explosive artillery and high-calibre 

ammunition. Yet in so far as their role was their survivabi-

lity—to be able to consistently repel the various contem-

porary projectile and melee threats of their time—and this 

was made generally impossible by the aforementioned 

weapons, their obsolescence was still distinctly caused 

by a change in their battlefield role, one that overlapped 

with survivability. This is not to argue that the bicycle or the 

early Cold War tank is not obsolete, but it reaffirms how 

much more nuanced the contribution of technology is to 

strategic planning than is presented within the neat vacu-

ums of academic debate. Although firearms immediately 

presented a kinetic advantage over bolts and arrows, it 

took centuries of improvements in fuse safety, barreling, 

and reload mechanism design for them to become the  

Infantry are less survivable 
than ever, yet are no 
less relevant than they 
have ever been. 
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universal weapon of the infantryman. Still today, some mi-

litaries employ modernised crossbows for niche situations 

where noise discipline is crucial. Likewise, even the wide-

spread proliferation of ranged weapons did not immedia-

tely spell the end of melee combat. Bayonets, knives, and 

clubs were common in the trenches of the First World War, 

and as late as 1945, Imperial Japanese defence procu-

rement insisted on bayonet lugs for the Type 96 and Type 

99 light machine guns and other main firearms.

Technology thus absolutely drives the development of 

new tactics, but tactical thought likewise influences the 

adoption of technology. Until advancements in artificial 

general intelligence facilitate human-machine teaming, 

or even machines by themselves capable of assaulting 

and occupying territory, militaries will continue to plan 

offensive action around infantry in mechanised armour 

supported by long-range fires and air support. This like-

ly means the persistence of many contemporary systems, 

like tanks or aircraft. Drones provide a tantalising, cost-

effective answer to fighter jets and their missiles in theory. 

But can you design a combat drone that can fly as far and 

as fast as a fighter jet, equip it with sufficiently strong sen-

sors to detect the jet, and carry capable enough ordinan-

ce to engage it without simply making another expensive 

aircraft whose decision-making is slowed down by remo-

te piloting or still unreliable algorithms? The anecdote of 

the Russian S-70 Okhotnik-B unmanned combat drone, 

which was shot down by friendly aircraft over Ukraini-

an territory after a catastrophic control failure (Newdick, 

2024), perhaps hints at why major militaries have not yet 

changed their tactical approach completely away from 

piloted combat aircraft.

4. Conclusion

Military procurement has long been seen as a distant re-

alm of government policy, more the target of disdainful lip 

service for its wastefulness in light of pressing civil and en-

vironmental needs than any meaningful debate. Indeed, 

the procurement of technologies and the construction of 

supply chains, conducted on a national level far away 

from constituents, do not synergise well with a transparen-

cy that can create sensitive vulnerabilities for armies. But 

if we are to have meaningful public debate on specific 

military procurement and the social opportunity costs of 

sixth-generation fighter jets and other systems, we have 

to understand the need for nuance, avoid reductive con-

ceptualisations with little external validity, and accept that 

Figure 2: Development Cycle of War Machinery
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the survivability lens oversimplifies the battlefield into a 

narrow, game-like mentality. Warfare is not a rock-pa-

per-scissors match wherein the existence of gaps in spe-

cifications and capabilities of certain weapons systems 

leads to catastrophically one-sided engagements. This 

may prove difficult in an era of pervasive social media 

that provides the user with an unprecedented access to 

both battlefield information and their political represen-

tatives. Some private citizens, influenced by public on-

line debates, even directly affect the outcome of national 

budget proposals (Gold et al., 2024). Musk and his like-

minded colleagues are certainly far from being authori-

tative experts on military affairs, but they might still have 

a wide public audience and access to key government 

actors. Some might even be investors in emerging miltech 

and Silicon Valley darling firms like Anduril, which sells 

drone prototypes to the US Department of Defence, and 

thus have clandestine motivations to influence the distri-

bution of billions of dollars in military contracts. Regard-

less, individuals with access to the internet are now privy 

to a wealth of readily available open-source information 

that intelligence agencies once expended a tremendous 

amount of resources and effort to obtain. Satellite ima-

gery lets users speculate on the rate of equipment loss 

and specifications of nuclear submarines, driving security 

analysis without relying on experts with insider informa-

tion or direct military publications. Telegram and other 

platforms publish endless streams of media from current 

conflicts, whose biased selection makes the vulnerabili-

ties of military technologies more visible than ever before. 

Occasionally, confidential specifications are leaked on-

line for sometimes the most trivial of reasons. Such a flood 

of information easily facilitates erroneous narratives and 

obscures the nuanced reality in military affairs as it does 

in other realms. Citizens certainly can and should expect 

their military officials to have more in-depth and accura-

te assessments necessary for strategic procurement. Yet 

the slow death of the Pax Americana and the return of 

conventional war require sustained increases in defence 

budget spending, which means sacrifices elsewhere. If 

citizens are to understand the necessity of procurement 

decisions in the coming future, they must understand that 

survivability does not necessarily drive obsolescence.
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Opération Serval, France supported the Malian govern-

ment in countering an offensive by militant Islamists from 

northern Mali’s Azawad region. Subsequently, from 2014 

onward, France contributed to combating transnational ji-

hadist terrorism and stabilising the region through Opéra-

tion Barkhane—albeit with limited success. Germany also 

took part in counterterrorism efforts in the Sahel through 

the UN stabilisation mission MINUSMA, first mandated in 

2013, and was, at times, the second-largest non-African 

troop-contributing country after Bangladesh (UN, 2020). 

Due to growing disagreements with the Malian military 

junta, which has been in power since 2020, France, pre-

viously involved in counterterrorism efforts in Mali through 

Opération Barkhane with up to 4,500 soldiers, withdrew 

its troops from the country as early as August 2022 (Spie-

gel, 2022). The junta’s differences with other nations par-

ticipating in the United Nations peacekeeping mission in 

Mali (MINUSMA), such as Germany also intensified, for 

instance through the denial of overflight rights by Malian 

authorities (Gebauer, 2022). While Germany had alrea-

dy decided in November 2022 to withdraw its troops by 

May 2024 (Monath, 2022), the Malian junta demanded 

in June 2023 the withdrawal of MINUSMA “without de-

lay” (Diop cit. in Al Jazeera, 2023), citing its perceived 

inefficiency. In response, the UN Security Council, two 

weeks later, mandated the immediate termination of the 

mission and its withdrawal by the end of the year (UNSC, 

2023). With Burkina Faso terminating its military coope-

ration agreement with France in February 2023 (Ndia-

ga, 2023), Niger also increasingly turned towards Russia, 

prompting French, American and German contingents to 

leave the country (Reuters, 2023; DW, 2024; Mackinnon, 

2024).  In July 2023, when the Nigerien military staged 

a coup against the incumbent president Bazoum, Niger 

became the third country in the Sahel, after Mali and 

Burkina Faso, to fall under the rule of a military junta. In 

response to the coup, the Economic Community of West 

African States (ECOWAS) announced plans to intervene 

in Niger to restore constitutional democratic order. Toge-

ther, the military juntas of Niger, Mali, and Burkina Faso 

1. Introduction

nal relations, the Sahel is by no means an exception. After 

years of more or less close alignment with the West, the 

last French troops have now left the region. In particu-

lar, the three countries of Mali, Niger, and Burkina Faso 

are strategically realigning, as they pursue membership in 

the BRICS within the framework of the Alliance des États 

du Sahel (AES) and are increasingly turning to partners 

such as Russia and Turkey for security cooperation. This 

alliance also aims to foster closer military collaboration 

among their members themselves, including the formation 

of a joint force. Given the deteriorating security situati-

on in Mali, Burkina Faso, and Niger – largely driven by 

a multitude of jihadist actors – the question arises as to 

whether the AES and its new partners have the potential 

to reshape security in the Sahel region. This essay argues 

that while the AES offers several operational advantages, 

the disadvantages currently outweigh these benefits. Alt-

hough the AES countries receive external support, par-

ticularly from Russian Wagner Group/Africa Corps, the 

exclusion and repression of significant portions of the 

population prevent the mitigation of security threats in the 

region. Unless current anti-terror strategies of AES states 

are complemented by political components, the situation 

is likely to remain precarious. Furthermore, self-defense 

militias often exacerbate existing ethnic tensions, thereby 

perpetuating the alignment of certain population groups 

with Islamist militias.  The relevance of this essay is derived 

primarily from the catastrophic security situation in the fo-

cal countries under analysis. Equally important, however, 

is the context of shifting geostrategic partnerships among 

African states, particularly in the security sector, and the 

ensuing implications thereof.

2. Breakup With the West -  

A Step Towards Genuine Sovereignty?

Traditionally, the former colonial power France has been 

deeply embedded in the region. In 2013, as part of 

an increasingly multipolar world where 

many states are diversifying their internatio-
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subsequently established the Alliance of Sahel States 

(AES) as a “mutual defense pact against external and in-

ternal threats, including terrorism” (Sow & Koné 2024). 

Although no intervention of ECOWAS ultimately occurred, 

the most significant security challenge currently facing the 

three Sahel countries remains the rampant threat of terro-

rism, particularly prevalent in the tri-border region of Lip-

tako-Gourma.  Initially founded as a defensive alliance 

against intervention from ECOWAS, the leading military 

juntas of the three countries soon announced the estab-

lishment of a confederation (Le Faso, 2024). This measure 

is part of a broader trend of reorientation towards “genui-

ne independence and self-determination” among many 

states in the Sahel, which is understood here as compri-

sing the countries of Mauritania, Mali, Burkina Faso, Ni-

ger, and Chad. Especially French activities in the region 

are frequently interpreted as neocolonial. Demands for 

the withdrawal of Western troops from Mali, Niger, and 

Burkina Faso should also be understood in this context. 

The turn away from Western powers is further highlighted 

by increasingly deepening ties of the Alliance of Sahel 

States with Russia and their desire to join BRICS (Kohnert, 

2024). As part of an increasing rapprochement between 

Mali, Niger and Burkina Faso and a strategic reorienta-

tion away from traditional Western security partners, the 

establishment of a joint combat force represents a key 

project of the newly founded AES confederation. The an-

nouncement of closer cooperation in the field of security 

occurs within the context of increasing insecurity due to 

terrorists and rebel group activities (ACLED, 2024). Parti-

cularly active groups in this regard are the Islamic State in 

the Greater Sahara (ISGS) as well as the Al-Qaeda affi-

liated Jama’at Nusrat ul-Islam wa al-Muslimin (JNIM), a 

coalition formed in 2017 of several jihadist groups such as 

al-Mourabitoun, Katiba Macina, and Ansar Dine. While 

both control large swaths of Burkinabé territory – JNIM 

approximately 40% and ISGS about 10% (Brown, 2024) 

– the potential of those groups to openly challenge the 

state militaries of AES countries is further exemplified by 

the unprecedented attack that JNIM fighters launched on 

Malian military infrastructure near its capital in September 

(Jezequel, 2024). In this context, the question arises as 

to what extent deeper collaboration among AES count-

ries and a reorientation away from Western partners hold 

the potential to reshape security and stability in a region 

severely affected by terrorism. This question is particular-

ly relevant given that the hotbed of West African terro-

rism is located in the tri-border region of Liptako-Gour-

ma, at the geographical nexus of the three AES countries  

(see Figure 1).

Figure 1: The Liptako-Gourma Region in Mail, Burkina Faso and Niger - PRIF BLOG, Source: ECFR, 2024
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3. Increasing Interoperability  

and Flexibility: Advantages of  

Regional Security Integration

Closer regional cooperation, especially in the face of a 

transnational threat, offers numerous advantages in terms 

of interoperability and (geographical) operational fle-

xibility of national contingents. Thus, one of the obvious 

advantages of an AES cross-border joint force, that is ac-

cording to the Nigerien Minister of Defense Mody ope-

rational since January 2025 (AP News, 2025), lies in the 

pooling of resources and troops (Bassou, 2024), which 

can enhance flexibility and lead to more effective utilisa-

tion of existing resources. Additionally, the establishment 

of a legal framework that permits the pursuit of terrorists 

across borders, as suggested by Coulibaly, appears parti-

cularly beneficial in the context of the transnational nature 

of security threats in the Liptako-Gourma region (Baele 

et al., 2020; Touré, 2024). 

Furthermore, an increase 

in interoperability among 

the three national militaries 

would be advantageous, 

as it would significantly fa-

cilitate the execution of joint 

operations, especially in border areas. Closer collabora-

tion regarding the sharing of intelligence information and 

aerial capabilities, as well as the exchange of liaison of-

ficers, demonstrates the progress already made towards 

greater cohesion and enhanced interoperability (Abba, 

2024). The joint military exercise Tarhanakal, which in-

volved not only the three AES states but also contingents 

from Chad and Togo (ibid.; ActuNiger, 2024), illustrates 

not only the commitment to a joint interoperable force but 

also accounts for the necessity of embedding a counter-

terrorism strategy within a broader regional context, con-

sidering the “inexorable descent” (Toulemonde, 2022) of 

terrorist groups towards the Gulf of Guinea. While Ghana 

remains the only country in the region that has not yet ex-

perienced attacks by JNIM or ISGS, significant potential 

exists for terrorist groups to exploit grievances stemming 

from marginalised ethnic minorities in the northern part of 

the country to establish a presence there (Brown, 2024). 

In this context, the call by Ghana’s newly elected Presi-

dent, John Mahama, to provide greater support to AES 

states in their fight against terrorism must be understood. 

In his appeal, he specifically referenced Benin and Côte 

d’Ivoire (Daily Post Nigeria, 2024), both increasingly tar-

geted by jihadist activities (Boeke, 2021; Vines, 2024b). 

4. Western Withdrawal: Russia and Tur-

key Able and Ready to Fill the Gaps? 

Following the withdrawal of Western partners from the 

three AES states of Mali, Burkina Faso, and Niger, these 

countries are increasingly turning to Russia as a partner 

in the fight against terrorism. Although the withdrawal of 

MINUSMA and Western troops from the AES countries 

has led to a ‘capacity drain’ in the fight against terro-

rism, other external partners stand ready to fill those gaps. 

Notably, Russian Wagner 

troops are supporting the 

Malian military (FAMa) 

(Elischer, 2022; Spearin, 

2024), while troops from 

the Russian Africa Corps 

are mainly present in Burki-

na Faso and Niger for training purposes (Spearin 2024; 

Karr & Gianitsos, 2024). The Africa Corps, which seems 

to be now active in all AES countries (Spearin, 2024; 

Karr & Gianitsos, 2024), does not stand in opposition to 

Wagner. It was formed to replace Wagner and to align its 

independent operations more closely with Russian state 

strategies, particularly in response to the growing uncon-

trollability exemplified most notably by the Prigozhin-led 

uprising in June 2023. Unlike Wagner, it is subordinated 

to Russian state institutions such as the Ministry of Defense 

or the military intelligence agency GRU (Bryjka & Cze-

rep, 2024). Nevertheless, the Africa Corps in many ways 

represents a continuation of Wagner’s tradition (Lech-

ner, 2024) and primarily recruits from its former fighters  

(Wolkov et al., 2023). In addition to personnel support, 

recent arms deliveries to Burkina Faso and Niger count-

ries have been reported (Peltier, 2024), while Russia had 

The Sahel: 
A semi-arid African region south of 

the Sahara, spanning from the Atlantic 

to the Red Sea, facing droughts  

and conflicts.
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already sent fighter jets and helicopters to Mali in 2022 

(Al Jazeera, 2021). The delivery of Turkish Bayraktar dro-

nes to the armies of the AES countries (Le Figaro, 2024; 

Le Monde, 2024; RFI, 2022) could also significantly con-

tribute to effective counter-terrorism efforts – especially 

following the withdrawal of American forces from Niger, 

particularly from Base 201 (Tait, 2024), which served as 

a launchpad for intelligence gathering on terrorist move-

ments and the liquidation of key terrorist leaders (Peltier & 

Schmitt, 2024; Schmitt, 2018). 

5. Authoritarian Conflict Management: A 

Strategy That Does Not (Yet) Pay Out

However, it is highly questionable whether these advan-

ces are sufficient to address the volatile security situati-

on within the territory of the AES countries. The Wagner 

forces notably lack important capabilities compared to 

their French counterparts, such as the ability to operate 

or even move autonomously. Furthermore, the withdrawal 

of western air capabilities from Mali and Niger repre-

sented – at least temporarily – significant vulnerabilities 

(Nasr, 2022), leaving it unclear to what extent these with-

drawals have since been compensated. The reliance on 

Russian support seems to be further detrimental regarding 

the long-term goal of stability concerning the anti-terror 

strategy of Russian forces, which have been described as 

“iron-fist” (Jezequel, 2024) or “brutal and indiscriminate 

counterinsurgency efforts” (Nasr, 2022, p. 21), characte-

rized by the “application of 

violence” (Spearin, 2024, 

p. 3). This is exemplified 

by the fact that the Wagner 

Group was involved in 71% 

of all “Organized Political Violent Events Targeting Civi-

lians” in the first seven months of 2022 in Mali (Serwat 

et al., 2022). Malian forces were frequently complicit 

in severe human rights violations committed by Wagner 

(Spearin, 2024), with the massacre in Moura, resulting in 

between 300 and 600 (civilian) deaths (Faulkner, 2022), 

being the most egregious example. Civilian targeting sig-

nificantly contributes to the fact that affected population 

segments, particularly semi-nomadic herders of the al-

ready marginalized ethnic Fulani group, increasingly turn 

towards terrorist groups. In this context, Amadou Koufa, 

leader of the jihadist group Katiba Macina, also noted 

that civilian targeting of the Fulani “contributes directly to 

the engagement and recruitment of the Fulani in the ranks 

of jihadists” (Koufa cit. in France24, 2024). 

6. ‘Self-Defense’-Militias: Operating 

Along the Lines of Ethnic Tensions

The targeting by state militaries and/or Russian forces is 

further exacerbated by the states’ partial reliance on lo-

cal ‘self-defense’ militias, which have been employed to 

provide intelligence and low-threshold security measures 

to villages threatened and attacked by terrorist groups. 

Several massacres, with each resulting in hundreds of ci-

vilian Fulani victims, can be attributed to such self-defen-

se militias. In 2019, more than 130 Fulani were killed by 

Dan Na Ambassagou, a self-defense militia of the Dogon 

ethnic group, in the Bankass area of the Mopti region in 

southern Mali (France24, 2019), which consequently led 

to the group’s ban (RFI, 2019), although some cells still 

appear to be active (HRW, 2024). In Burkina Faso, ho-

wever, since President Ibrahim Traoré assumed office in 

2022, the use of auxiliary corps has been significantly 

intensified (ICG, 2023), although under his predecessor 

Kaboré, efforts were made in 2016 to integrate local self-

defense militias into state structures (Soré et al., 2021). 

However, regarding the 

Koglweogo, one of the 

most active self-defense 

alliances in Burkina Faso 

and with approximately 

45,000 members by far exceeding the size of the natio-

nal army, those efforts remained unsuccessful (ibid.; Ga-

briel, 2024). While it should be emphasised that different 

“Koglweogo groups emerge from diverse historical and 

socio-political realities” (Soré et al., 2021, p. 130), most 

of their members belong to the Mossi ethnic group (Haa-

vik 2022; da Cunha Dupuy, 2019; Demuynck, 2021). 

While the Mossi predominantly represent a sedentary 

Reliance on Russian support 

seems to be detrimental regarding 

the long-term goal of stability.
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agricultural population, the Fulani are often semi-noma-

dic herders. This distinction, particularly in the context of 

numerous droughts over the past decades, population 

growth (Boukhars & Pilgram, 2023), southward migra-

tion of many Fulani in search of viable grazing land (Tieg-

na, 2021; Ansorg, 2021), and the resulting intensified 

pressure on available land, has contributed to a broader 

‘crisis of pastoralism’ (Boukhars & Pilgram, 2023) and 

resource conflicts. The Koglweogo gained prominen-

ce in 2015-16 for their efficiency in combating (armed) 

criminality, albeit through the extensive use of violence 

and human rights violations (Haavik, 2022). As such, 

they provided at least a partial response to the security 

void created by the low level of state governance in ru-

ral areas. Even if the Koglweogo occasionally operate in 

conjunction with the army and police, their activities are 

guided by their own system of justice, which they inde-

pendently administer and enforce (Piombo et al., 2021). 

This includes detaining individuals, publicly (physically) 

punishing them (Tiegna, 2021), and imposing fines on 

identified suspects. Especially in the regions of northern 

and eastern Burkina Faso where the Koglweogo operate, 

the Fulani constitute a significant minority often depicted 

as ethnically aligned with terrorist organizations, with the 

Koglweogo considerably contributing to such narratives 

(Quidelleur, 2021; Haavik, 2022). Through frequent and 

brutal targeting of Fulani communities (Kim & Kim, 2024; 

Demuynck, 2021), the strategies employed by the Ko-

glweogo further contribute to the ethnicisation of complex 

conflicts over land and resource use, significantly exa-

cerbating the security situation. A striking example in this 

regard is the Yirgou massacre: In January 2019, in the 

Barsalogho department of northern Burkina Faso, after a 

village chief was killed by individuals allegedly speaking 

Fula, local Koglweogo launched a retaliatory attack on 

nearby Fulani settlements, resulting in several hundred 

fatalities (Tiegna, 2021). Consequently, 19,000 people 

were displaced from the region (ibid.; da Cunha Dupuy, 

2019). Despite these events, no punishments were meted 

out to the perpetrators, as Koglweogo not only undermine 

state authority but also challenge its capacity to enforce 

the rule of law, increasingly operating beyond the state’s 

control (Haavik, 2022). Frequent attacks by local vigilan-

te groups, state armies, or external fighters indeed lead 

marginalised groups to turn towards criminal and terrorist 

organizations in order to seek protection and/or reven-

ge (Ansorg, 2021; Boukhars & Pilgram, 2023). This, in 

turn, transforms the narrative that they are terrorists into 

a self-fulfilling prophecy, further fueling the proliferation 

of violence. The “intersection of ethnicity and occupation” 

(ibid., p. 4) facilitates terrorist organizations to exploit 

these social cleavages (ICG, 2017) by positioning and 

portraying themselves as protectors of marginalised com-

munities, for instance, through the reorganisation of land-

use rights in territories under their control (Boukhars & 

Pilgram, 2023). The increasing reliance on local self-de-

fense militias, as well as the brutal approaches of Malian 

and Russian troops, appears to exacerbate rather than 

sustainably resolve the complex “cycle of revenge and 

retaliation exacerbated by ethnic polarization” (ibid., 6).

The Fulani are by no means the only ethnic community ac-

tively courted by terrorist organisations due to their “histo-

ry of repression” (Vines & Wallace, 2022). Other ethnic 

groups, such as parts of the Tuareg or the Songhai, are 

also targeted by jihadist groups seeking to exploit “the 

deep resentment of the communities [...] towards their 

respective central governments” (Kazeem, 2024). This 

is further illustrated by the fact that, despite increasing 

calls for national unity in the name of comprehensively 

understood ‘forces vives de la nation’ [vital forces of the 

nation] to strengthen social and societal cohesion (Grüt-

jen, 2024), rebels from the northern Malian Azawad re-

gion resumed their fighting in the summer of 2023, driven, 

according to the rebels, by continued provocations and 

ceasefire violations from the Malian side contrary to the 

provisions of the 2015 Algiers Agreement (RFI, 2023; Le 

Figaro, 2023).

7. Russian Supply Routes At Stake in Sy-

ria With No Viable Alternatives In Sight

While the question arises as to whether the approach to 

counterterrorism adopted by the military governments 

of the AES countries, characterised by an Authoritarian 
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Conflict Management approach (Spearing, 2024) and 

the use of local self-defense militias as the Koglweogo, 

plays into the hands of terrorist groups, Russian support 

for Sahelian efforts in this regard appears to be expe-

riencing a significant blow in Syria: Following the fall of 

Syria’s decades-long dictator Assad, Russian support 

for AES countries in counterterrorism efforts could face 

increasing constraints, as the future of Russian bases in 

the western Syrian region of Latakia, vital logistic hubs 

for Russia’s power projection into Africa, remains, at the 

time of writing, uncertain. Specifically, the port of Tartus 

and the Khmeimim Air Base have served as critical no-

des for Russian supply routes and logistics toward Afri-

ca. Their loss would therefore have considerable strategic 

implications for Russia’s ability to project power into the 

region. Although Russia has repeatedly demonstrated its 

capability in handling radical Islamist groups such as the  

Houthis or the Taliban and could potentially lend interna-

tional legitimacy to the new state authority of the radical 

Islamist Hay’at Tahrir al-Sham (HTS) (Smagin, 2024), it re-

mains doubtful whether HTS would allow a military force 

to operate from Syrian territory that had supported their 

main opponent, Assad, militarily for nine years – notably 

through bombings targeting HTS positions (ibid.). Further-

more, HTS is likely to view critically that Russia has gran-

ted asylum to Assad (Al Jazeera, 2024). An alternative 

strategic hub and operational base for activities in Africa 

could be the eastern part of Libya, controlled by Russian-

backed General Haftar (Wehrey, 2024). Some reports 

already point to the transfer of various Russian military 

assets to this region (Faucon & Seligman, 2024; Ebra-

him & Lister, 2024). However, Haftar, wary of Turkey’s 

growing involvement in the area, might view an exclusive 

dependency on Russia with skepticism (Wehrey, 2024). 

Figure 2: (Serwat et al. 2022)
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Moreover, the geographical proximity of Libya to NATO 

territory could significantly complicate Russia‘s efforts to 

establish a major military hub there for its operations in 

Africa. Another potential option, Port Sudan, which has 

long been a focus of Russian considerations (Karr, 2024), 

appears less viable due to the ongoing civil war in Sudan. 

The substantial material demands of the Sudanese army – 

likely driving up the cost of hosting a Russian base (Knipp, 

2024) – and the significant geographical distance from 

Russia are additional factors that make the location ap-

pear less favorable as a military hub in comparison. Alt-

hough the future of Russian troops in Syria remains uncle-

ar at the time of writing, and the search for alternatives is 

fraught with numerous contingencies, Assad’s fall in Syria 

highlights the precarious nature of Russia’s supply lines to 

sub-Saharan Africa. In the event of a withdrawal or signi-

ficant weakening of the Russian presence in the Sahel due 

to volatile supply routes, an increased reliance on security 

providers from other countries, such as the already pre-

sent mercenaries of the Turkish Sadat PMC, could present 

an alternative for the ruling juntas of the AES countries. 

However, this eventuality also appears unlikely to offer 

any improvement, given the “horrific human rights record” 

(Kohnert, 2024, p. 6) of Turkish armed groups, which 

could trigger similarly exacerbating dynamics as the acti-

vities of the Wagner Group.

8. Conclusion

Anti-terror strategies embedded in the logic of authoritari-

an conflict management, rather than being complemented 

with political peacebuilding components, will not contri-

bute to sustainably curbing the problem of terrorism in the 

AES states. The formation of an interoperable joint force 

consisting of the armed forces of the three AES countries, 

along with external material support, could indeed lead 

to a mid-term strengthening of counterterrorism efforts, 

particularly in the Liptako-Gourma region. However, it 

should be noted that the sheer ineffectiveness of current 

strategies regarding long-term peacebuilding measures 

suggests that an end to terrorist groups activities and in-

stability is not discernible. Furthermore, given the shaky 

structure of Russia’s logistical hubs to Africa, it remains 

questionable to what extent the current “iron-fist” strategy 

can be materially sustained. An inclusive political process 

is essential as a key component of a counter-terrorism 

strategy to address the political and economic grievan-

ces of currently marginalised ethnic groups like the Fula-

ni or the Tuareg, thereby removing breeding ground for 

NSAGs in the long term. Thus it cannot be assumed that 

a (sustainable) peace will occur in the contexts of terro-

rism in AES countries and especially the Liptako-Gour-

ma region. It became evident all too often that violence 

is an inherent component of the current counter-terrorism 

strategies employed by these states, involving coopera-

tion with brutally operating Russian troops and local self-

defense militias, which frequently act along pre-existing 

ethnic and occupational divisions. The reasons why indivi-

duals join terrorist groups can certainly be traced to weak 

state governance structures (Apau & Banunle, 2019), as 

well as economic hardships and a lack of opportunities, 

particularly among young people (Agbiboa, 2019; Vines, 

2024a). However, human rights abuses, discrimination, 

and (political) exclusion increasingly serve as significant 

driving factors for joining jihadist groups, particularly 

among members of ethnic minorities. The establishment of 

an inclusive dialogue with marginalised (ethnic) commu-

nities and their traditional authorities to improve their living 

conditions is thus essential for effective and long-term pea-

cebuilding and stabilisation of the Sahel region. As long 

as this is not ensured, the potential of the Alliance of Sahel 

States (AES) to reshape security and stability in the Sahel 

remains limited, despite a profound strategic reorientation. 
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like further European cooperation as well as new part-

nerships with reliable countries?” 

2. EU Strategy

As a reaction to the war in Ukraine, the EU launched the 

REPowerEU strategy, in which they showcase how they 

aim to improve the so-called European Energy Secu-

rity. Throughout the document, the term Energy Security 

is being used to justify changes in the European energy 

policy, without giving a clear definition of the term. The 

goal to improve European Energy Security includes but 

is not limited to: “save energy; diversify supplies; quickly 

substitute fossil fuels by accelerating Europe’s clean ener-

gy transition; smartly combine investments and reforms.” 

(European Commission, 2022e, p.1). In the long run the 

EU aims to foster further integration among the European 

member states. By improving European energy security, 

the EU becomes a more independent and authentic ac-

tor in the global arena. By not relying on non-democratic 

and even autocratic countries for energy, the EU streng-

thens its position as a normative power in the world. For 

those outlined goals, countries like Germany play an im-

portant role in following European guidelines and further 

driving European integration, strengthening European 

Energy security, while also being an example for all the 

other Member States.

3. Analytical framework

Measuring whether member states are following Euro-

pean guidelines as well as an increase in Energy Secu-

rity is a difficult thing to do. Nevertheless, to be able to 

measure an increase in Energy Security and to operatio-

nalize the concept of Energy Security, I will use the terms 

of measurement: diversification; stable supply; saving 

gas; reduced dependence on Russia; as well as coope-

ration among Germany and its fellow member states, to 

analyze whether Germany is meeting European goals 

and whether its LNG investments help Europe’s Energy  

1. Introduction

since the Russian invasion of Ukraine. Europe’s heavy re-

liance on Russian energy and especially gas imports has 

made the EU subject to Russian weaponization of energy. 

Especially countries like Germany, the biggest economy 

in the EU, which had tight bilateral bonds with Russia in 

the gas sector were heavily reliant on Russian gas. With 

the Russian invasion of Ukraine and the EU’s following 

sanctions, the issues that came with this kind of reliance 

became ever so more apparent. Buying its energy from 

an illiberal country like Russia now had severe impacts on 

European Energy Security. Since then, increasing Euro-

pean Energy Security and becoming less dependent on 

Russia have been major goals of the EU and countries 

like Germany. Already more than 15 years ago, scho-

lars like Garibaldi (2008, p.4) identified that “The EU is 

chronically incapable of reaching a common position on 

energy security”. More recently, scholars like Mišík and 

Nosko (2023) argued that there is a severe solidarity pro-

blem within the EU highlighting Germany and France as a 

driver of the issue. For example, in 2022 when countries 

were supposed to voluntarily reduce their gas consump-

tion, many member states showed significant opposition. 

Further, instances like Germany’s involvement in the Nord 

Stream pipelines and differing responses to the 2009 gas 

crisis reveal internal divisions and a preference for bilate-

ral agreements over a collective EU strategy. The EU aims 

to solve these issues by creating new energy policies that 

help to diversify the European energy portfolio with more 

reliable trade partners, cooperate more intensively within 

the European Community, and push for sustainable ener-

gy alternatives (European Commission, 2022a). In my 

article, I will be focusing on the shift away from Russian 

gas imports to Liquified Natural Gas (LNG). In the center 

of my analysis will be Germany as it has always play-

ed an important role in the European gas sector and has 

been heavily affected by the Russian war. I will answer 

the question: “To what extend did Germany’s heavy in-

vestment into LNG follow the European policy objectives 

nder the goal of improving Energy Security, the 

EU has changed its approach to energy policy 
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Security to increase. Each quality will be looked at from 

a perspective of change, looking at the pre-war situation 

versus the situation now as well as the outlook for the near 

future. These terms are derived from what the Commis-

sion outlined in the REPowerEU document, as well as from 

my definition of what Energy Security is (European Com-

mission, 2022e). As the term “cooperation” is not listed 

among those, I will explain its importance under section 

Analysis A.

a. Terms of measurement: 

In my analysis, I first look at documents and publications 

by the European Union to go in-depth about how the EU’s 

energy policy has changed (3.a) and what changes the 

EU expects from its member states. To do that, I mainly 

look at publications by the European Commission like the 

document on the REPowerEU, on EU action to address 

the energy crisis, as well as documents on LNG and se-

cure gas supplies. Secondly, I will analyze the changes in 

German gas policy (4.b) after the Ukraine war and how 

these changes align with the European goals. For the third 

and fourth part I will go more in depth on German gas 

policy and put my focus on LNG. The third part will look 

at Germanys LNG import (3.c) and the way the country 

substituted Russian gas with LNG. Fourthly, I will look at 

the investments in LNG (3.d) that Germany has committed 

itself to and how those help to fulfill the European ideals.

4. Analysis

a. Change in European Energy Policy

As a direct response to the Russian war in Ukraine, the 

Commission launched the REPowerEU strategy, defining 

the three main maxims that would lead the change in 

European energy policy: Save energy; Produce clean 

energy; Diversification of energy supply (Commission, 

2022a).  The result of reducing dependency on Russian 

gas was already visible within the first 8 months after the 

beginning of the war, as 80% of Russian pipeline gas had 

been replaced already. Since September 2022, Russian 

Figure 1:  Terms of measurement

1. Diversification with 

like-minded partners

5. Saving Energy 

4. Stable supply

3. Cooperation among 

Member states

2. Reduced dependence 

on Russia

Spreading out the German energy, specifically, gas 

portfolio, to reduce dependencies on unreliable partners and 

build relationships with like-minded partners.

Reducing the reliance on Russian gas imports to be less 

of a subject to Russia’s weaponization of energy.

Enhanced cooperation between Germany and other  

member states regarding Energy Policy, to ensure a stable 

and secure supply of energy within the Union. Especially im-

portant for this thesis are economic partnerships in 

gas policy like LNG investments.      

Ensuring partnerships as well as using mechanisms, 

to secure a stable supply of energy for European countries. 

Building mechanisms and policies that help save- gas 

consumption. Building up gas storages to be prepared for 

future supply cuts.
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gas accounts for only 8% of all pipeline gas imported into 

the EU, compared to 41% of EU imports from Russia in 

August 2021. While Russian pipeline gas imports decrea-

sed drastically, the EU had more than doubled its LNG 

imports by the beginning of 2023, rising from 20% to up 

to 42% (Commission, 2022a).  Additionally, European 

countries started to cooperate between each other in re-

gional groups to assess common supply risks (Common 

Risk Assessments) and to develop joint preventive and 

emergency measures (European Commission, 2021). The 

very regulation EU/2017/1938 facilitating this, does not 

only ensure safe energy by assessing risks to the supply 

collectively, but it also enhances cooperation between 

member states. For example, it introduces EU-wide simu-

lations of gas supply and infrastructure disruption, which 

help to gain a greater understanding of possible risks and 

weaknesses related to the energy sector. The regulation 

also introduces a mechanism of solidarity that can be 

used if an extreme gas crisis occurs. It ensures that even 

under extreme circumstances households will have access 

to gas (European Commission, 2021). Additionally, under 

regulation 2022/1032 member states gas storages must 

be filled to 80% by November 2022 and 90% by No-

vember 2023, ensuring energy safety in cases of gas im-

port shortages. A report published by the Commission in 

2024 shows that this regulation enhanced Europe’s Ener-

gy Security, its supply security, helped stabilize energy 

prices, and therefore helped European competitiveness 

(European Commission, 2024). The not explicitly mentio-

ned, but underlying goal of cooperation among member-

states can be seen in the regulations mentioned above. 

For example, the regulation EU/2017/1938 animated 

member states to exchange information on assessing risks 

cooperatively. Especially after the beginning of the war, 

the Commission proposed regulations COM/2022/360 

and COM/2022/361 introducing plans for the EU to 

save gas collectively to be better prepared for a supply 

cut (European Commission, 2021). Further, shortly after 

the invasion, the EU proposed a common gas purchasing, 

which incorporates buying a share of the European gas 

together. This would help European competitiveness, as 

European countries do not have to compete among each 

other, and the EU has greater leverage when negotia-

ting gas deals. Using its combined purchasing power will 

lower prices, reduce risks to member states, and protect 

smaller European states, using cooperation to prioritize 

the notion of solidarity. To summarize, the EU launched 

new policies and its REPowerEU strategy to outline new 

goals for the EU and its member states to enhance Energy 

Security. Part of these policies was to cut Russian gas im-

ports and find new energy suppliers.

b. Change in Germanys Gas Policy

After the beginning of the war in Ukraine, Germany com-

pletely overhauled its gas policy with Russia, marking 

Russia as a not friendly and secure trading partner. Rus-

sian gas imports were cut completely by the end of Au-

gust 2022, while only a few month earlier more than half 

of imported gas came from Russia (Bundesnetzagentur, 

2024). Still, in 2022, 22% of all-natural gas imported to 

Germany came from Russia (Bundesnetzagentur, 2022). 

In 2023, it had been fully substituted by gas imports from 

mainly Norway and the Netherlands (Bundesnetzagen-

tur, 2023). Not only did Germany substitute the Russian 

gas imports, but it also cut its entire gas import volume by 

almost a third, from 1.437 TwH in 2022 to 968 TwH in 

2023. In addition, the German state opened several LNG 

hubs through which in 2023 almost 70.000 GwH (7% 

of the annual import volume) had been imported (Bun-

desnetzagentur, 2023). The federal government passed 

a law in June of 2022 that aims to help a fast transition 

away from Russian gas imports (Die Bundesregierung, 

2023). The LNG-Beschleunigunggesetz (LNG accelera-

tion law) is an answer to the unlawful war on Ukraine, ai-

ming to accelerate European independency from Russian 

gas imports. Making permits and other procedures less 

bureaucratic and making exceptions for environmental 

regulations possible, the law opened the door for the first 

new LNG infrastructure to be built in the summer of 2022. 

The law also included specific locations for the LNG 

hub to make the construction of LNG terminals easier  

(Die Bundesregierung, 2023b). In 2023, Germany 

imported a total of 968 TWh of natural gas. 43 per-

cent of that total volume was imported from Norway,  
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26 percent from the Netherlands, and 22 percent from 

Belgium. To rely predominantly on imports from other Eu-

ropean countries shows Germany’s commitment to intra-

European cooperation and reduced dependence on third 

countries.  Germany’s one-third cut in imported gas also 

led to significant cuts in its export volume of natural gas, 

with the Czech Republic being the biggest buyer of these 

exports (Bundesnetzagentur, 2024). Even though the gas 

imports were reduced significantly, Germany managed 

to adhere to the gas storage terms. In 2023, Germany 

even managed to overshoot the goals and had its gas 

storages filled with 85% already in June (1st of Octo-

ber 85% were EU guidelines) and managed to fill them 

up further to 95% on September 25th (1st of November 

95% were EU guidelines). Unexpectedly, Germany had 

its storages filled a 100% on November 4th, surpassing 

European expectations.  One can already see the trend 

of diversification (1) away from Russia towards more like-

minded partners like other European countries, which is in 

line with the ideals of the EU. Further, the massive cut in 

gas imports did not affect Germanys capability to adhere 

to the gas storage guidelines by the EU. On the contra-

ry, Germany managed to surpass the European timetable 

and fill its storages up months earlier than required. The 

country was able to do so by saving massive amounts of 

energy (5), both in the private and public sectors (Bun-

desnetzagentur, 2024). To help that along, the govern-

ment passed a so-called Energieffizienzgesetz (energy 

efficiency law) in April of 2023, which aimed to put the 

saving of energy in the industry as well as the private sec-

tor into legislation (Die Bundesregierung, 2023). Lower 

energy consumption (5) does not only make Germany 

less dependent (2) on its energy importers and helped it 

move away quickly from Russian gas, but also has an en-

vironmental aspect to it. Burning less gas means a lower 

CO2 output. Even though it does not directly adhere to 

the goal of the EU to produce clean energy, it does have 

a notion of environmental protection when less energy is 

being used. Germany’s general trend to cut gas imports, 

save energy, and cut gas deals with its fellow member 

states seems to comply with the European goal of diver-

sification and cooperation (3) between member states. 

Importing gas from neighboring European countries like 

Belgium and the Netherlands also ensures a stable sup-

ply (4) of energy for Germany. Further, the cutting of gas 

consumption positively affects the environment, following 

the broader notion of environmental protection outlined 

by the EU in its goal to produce clean energy. 

c. Germanys LNG imports

On second glance, data by Kpler shows that the EU is 

still importing significant amounts of Russian LNG from 

the Yamal, Portovaya, and Vysotsk LNG terminals, and 

Germany is profiting from it (IEEFA, 2023). In 2022, Eu-

ropean countries still imported 18.5 billion cubic meters 

(bcm) of Russian LNG, while in the first nine months of 

2023 close to 14 bcm were imported. The main import-

ing countries are France, Spain, Belgium, and the Net-

herlands with Spain and Belgium having their imports 

increased by 50% in 2023. After these increases in Rus-

sian LNG imports, Russia is Spain’s second-largest LNG 

exporter after the US. Spain also re-exports parts of its 

imported LNG with Germany being the second-largest 

recipient of Spanish LNG exports. As mentioned before, 

among Germany‘s biggest LNG imports are the Net-

herlands with 26% and Belgium with 22%. Although the  

EU Energy Shift

Germany‘s New Gas Policy

LNG Investment Challanges and RisksEnd of Russian Gas New Energy Partnerships

Figure 2:  The shift in the EUs energy policy and germany’s compliance to those new guidelines 
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Netherlands have cut their LNG imports by more than 

50% in 2023, they still import Russian LNG via the Ya-

mal terminal (IEEFA, 2023). Even though it is unclear, to 

what amount the Russian gas imported to Belgium and the 

Netherlands is being re-exported again, it is likely that 

some of the LNG that Germany is importing from these 

countries has Russian origins. Germany’s second-hand 

dependence on Russian gas seems to be well hidden be-

hind the diversification and newly found trade partners 

Belgium and Spain but is ever so evident. Especially in 

light of Germany’s heavy investment in LNG infrastructure, 

addressed in the next section, ongoing dependence on 

Russia is risky, as one might have learned from the past. 

Looking at the websites and publications by the German 

government, the hypocrisy is hard to overlook. “Russia’s 

war of aggression against Ukraine, which violates inter-

national law, has led the federal government to reassess 

the energy and security policy situation in Germany” (Die 

Bundesregierung, 2023, 

Flüssiggas-Anbindungen 

schneller bauen, para. 3), 

claiming that the war in Uk-

raine led to rethinking of the 

German energy and gas 

policy, logically leading to 

a distancing to Russia. While this might have happened 

on an official level, meaning no direct imports from Rus-

sia, Russian gas is still flowing into Germany through this 

backdoor. These findings contradict the previous conclu-

sion about Germany becoming less dependent on Russia 

(2), as Germany seems to still import Russian gas through 

third countries, making Germany second hand depend 

on Russian gas exports. While it still holds true that Ger-

many does not import Russian gas directly anymore and 

therefore has significantly reduced its dependence, other 

European countries that Germany imports gas from have 

not shown the same commitment. Nevertheless, terms 1, 3, 

4, and 5 still hold true to the conclusion under section b.

d. Germany’s investments in LNG infrastructure  

After the start of the war in Ukraine, Germany started to 

heavily invest in LNG. This involves constructing new LNG 

terminals and connecting them to the existing network, 

with a total projected investment requirement of around 

45 billion euros by 2032 (Bundesnetzagentur, 2023). As 

part of this investment plan Germany plans to build close 

to 1000km of new LNG pipelines as well as several com-

pressor stations. Through the commitment to the European 

environmental goals, Germany plans to convert existing 

gas pipelines to hydrogen and construct new ones, co-

vering approximately 6,365 km, indicating a significant 

commitment to hydrogen as a future energy carrier. Con-

trary to this investment in hydrogen infrastructure to sup-

port the green transition; are the loans German banks are 

giving out for US LNG export terminal construction. Over 

the past decade, German banks have provided close to 5 

billion dollars in loans. From January 2022 to April 2023 

alone, support from German banks totalled $2.94 billion. 

Major financiers include Deutsche Bank, Landesbank Ba-

den-Württemberg (LBBW), KfW IPEX-Bank, and Siemens. 

60% of loans have been 

given out since the begin-

ning of the war in Ukraine 

with the loans being almost 

60% carried by Deutsche 

Bank (1.9 billion) and 

Landesbank Baden-Würt-

temberg (LBBW) (1.4 billion). The loans supported the 

construction of seven American LNG export sides, pass-

ively supporting the LNG fracking industry by facilitating 

increased sales. It’s estimated that those seven LNG ex-

port sides with their connection to fracking, produce more 

than 400 million tons of CO2, which is more than 50% of 

Germany’s emitted greenhouse gases in 2022. This poses 

a significant contradiction to the German commitment to 

fulfil European environmental goals, as private German 

banks support the of fracking abroad. Further, the LNG 

contracts that have been cut with the American LNG ex-

port companies are 20 years long, compromising Germa-

ny’s goal to be carbon neutral by 2045 (Gheorghiu, A., 

& Richter, R., 2023). These investments by German banks 

must be looked at from two different angles. On the one 

hand, these investments fulfil almost all my terms of mea-

surement. Heavily investing in American LNG exporters is 

Energy Security: 
The reliable and stable supply of 

energy at affordable prices, 

minimizing dependency on risky or  

hostile suppliers.
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undoubtedly an act of diversification (1) away from Russi-

an gas, especially since the investments have skyrocketed 

since the beginning of the war. Further, the LNG deals cut 

with American LNG exporters for the next 20 years also 

help reduce dependency (2) on Russia quite a lot. Long-

lasting economic bonds with the US as well as the EU/

Germany and the US having a similar set of values sug-

gest that the US is a safe trade partner, and a stable sup-

ply (3) is being ensured. With the upcoming presidential 

elections, this is something that might need to be reevalua-

ted, but that goes beyond the scope of this thesis. On the 

other hand, these investments are an environmental disas-

ter. As shown above, the American LNG fracking projects 

emit more than 50% of Germany’s annual greenhouse 

gases (Gheorghiu & Richter, 2023). Further, the practice 

of fracking is illegal in most European countries, with Ger-

many banning fracking already in 2017 (Peigné, 2022). 

Considering the illegality of fracking in the investor’s own 

country, the investments can be critiqued, as they do not 

align with the European en-

vironmental protection goals. 

The German Association of 

Gas Transmission Network 

Operators (FNB Gas) relea-

sed a draft for the 2022–2032 gas network develop-

ment plan which includes future investments in the LNG 

sector. FNB Gas plans to invest close to 4.5 billion euros 

in the expansion of the gas and LNG network, including 

almost 1000 km of new gas pipelines. Additionally, they 

aim to expand the import infrastructure for LNG from the 

Netherlands and Belgium (FNB Gas, 2024). Even though 

the ‘Netzentwicklungsplan Gas 2022–2032’ still needs 

to be approved by the Bundesnetzagentur, the trend 

of heavy investments in the German LNG infrastructure 

trade with fellow member states by the private sector is 

continuing. The European Commission already approved 

a €40 million German support measure for constructing 

and operating a new land-based LNG terminal in Bruns-

büttel to enhance energy security and diversify supplies, 

aiming to reduce dependence on Russian fossil fuels (Eu-

ropean Commission, 2023). The claim by the Commis-

sion is that this support aligns with the European Green 

Deal, REPowerEU Plan, and broader EU efforts to redu-

ce dependency on Russian energy imports, contributing 

to the EU’s Energy Security and climate goals. The pro-

ject’s beneficiaries are RWE (a German energy operator) 

and Gasunie (a Dutch energy network operator), with 

the terminal to be built and operated by German LNG 

Terminal GmbH, jointly owned by KfW (50%), Gasunie 

(40%), and RWE (10%) (European Commission, 2023). 

This marks a significant step in the direction of the broader 

goal of the EU to enhance cooperation among member 

states. Such a pan-European project makes sense in light 

of economic prosperity and enhances European Energy 

Security by friend-shoring investments. Collective invest-

ments in institutions like LNG hubs help member states be 

less dependent on external parties and countries. Further, 

these investments facilitate intra-European cooperation.  

The Tree Energy Solutions’ (TES) Wilhelmshaven termi-

nal by the German company E.ON cooperated with 

the French company France’s Engie in planning the ter-

minal. Additionally, all of 

the three terminals aim to 

transition to green ener-

gy in the future and align 

with the German net zero 

plans (Global LNG Hub, 2024). Further, the German As-

sociation of Gas Transmission Network Operators (FNB 

Gas) released a draft for the 2022–2032 gas network 

development plan on 31 March 2023, committing to 4.4 

billion euro investment in in gas networks. Significant in-

vestments in connecting to neighbouring countries’ LNG 

hubs are also planned (Centre for Eastern studies, 2023). 

These projects highlight Germany’s efforts to cooperate 

with its fellow member states. German companies are 

switching from their Russian business partners like Gaz-

Prom towards other European companies with their head-

quarters in like-minded countries. This process of friend-

shoring aligns with the European goal of diversification 

and cooperation and enhances European economic uni-

ty by using the advantages of the common market. In 

addition, the terminals are designed to later be used for 

green energy like ammonia storage and e-methane pro-

duction, aligning with the goal of clean energy outlined 

Germany drives further European 

integration and is complying with 

European guidelines.  
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by the EU (Global LNG Hub, 2024).  Looking at the terms 

of measurement, all five of them are being fulfilled by the 

investments of the terminals looked at above.  To sum up: 

Diversification (1): Germanys cooperation with several 

fellow European member states; Reduced dependency 

(2): Germanys investments in infrastructure to be able 

to diversify away from Russian gas, is helping to reduce 

dependency on Russia; Cooperation (3): German com-

panies cut gas deals with other European companies, as 

well as common investments in LNG infrastructure like the 

HEH facilitate intra-European cooperation; Secure sup-

ply (4): by cutting deals with like-minded countries and 

relocating investments to friendly countries, supply securi-

ty is being enhanced; Save Energy (5): By preparing the 

German LNG infrastructure to later be able to be used for 

hydrogen, the saving of fossil energy is being prepared 

for the future. 

5. Conclusion 

Looking back at the research question of this paper: To 

what extend did Germany’s heavy investment into LNG 

follow the European policy objectives like further Euro-

pean cooperation as well as new partnerships with re-

liable countries? as well as my terms of measurement (1) 

Diversification with likeminded partners, (2) Reduced de-

pendence on Russia, (3) Cooperation, (4) Stable supply, 

and (5) saving energy, I will now answer to what extent 

Germany and its investments are in line with the guidelines 

given by the EU. The EU clearly outlined its energy goals 

in the REPowerEU strategy and other, mostly Commission 

documents, analysed above. Germany, having been so 

very dependent on Russian gas, did a complete reversal 

in its energy policy following the Russian invasion of Uk-

raine. As a substitute for the cutting of the gas imports from 

Russia, Germany started to import heavily from Norway, 

the Netherlands, and Belgium, strengthening European 

trade and facilitating European cooperation. Looking 

deeper into the origins of the LNG Germany is importing 

from Belgium and Spain, the still existing bonds to Rus-

sia as a gas exporter become apparent. Russia is still ex-

porting significant amounts of gas and LNG to European 

countries, on which Germany is now directly dependent. 

This means that Germany is also indirectly still very de-

pendent on Russia, which is quite the opposite of what 

they aimed for when stopping all Russian energy imports. 

Looking at the LNG investments, a great pattern of co-

operation between German companies and other Euro-

pean and American companies can be seen. Germany 

is planning major LNG onshore terminals, for which ot-

her European companies have bought stakes in. The EU 

clearly outlined its energy goals in the REPowerEU stra-

tegy and other, mostly Commission documents, analysed 

above. Germany, having been so very dependent on 

Russian gas, did a complete reversal in its energy policy 

following the Russian invasion of Ukraine. As a substitute 

for the cutting of the gas imports from Russia, Germany 

started to import heavily from Norway, the Netherlands, 

and Belgium, strengthening European trade and faci-

litating European cooperation. Furthermore, Germany  

Figure 3: The pros and cons of germany’s LNG investments

Germany‘s LNG Investments

EU LNG CooperationExpanded Gas Pipelines Green Transition Plans

New LNG Terminals US LNG Contracts

Challanges and ContradictionsIncreased Gas Storage

Partnerships with Netherlands and Belgium 20-Year LNG ContractsFuture Hydrogen Use
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managed to meet all European timelines to fill German 
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strategies to protect democratic processes. In particular, it 

will address the research question: How do digital techno-

logies, such as social media platforms and AI, influence 

the spread of misinformation and its impact on electoral 

integrity? By analyzing these challenges, we can begin 

to understand the potential future trajectory of democratic 

governance and the steps necessary to safeguard it from 

emerging cybersecurity threats.

2. The Digital Age and 

Political Engagement

2.1 The Rise of Digital Platforms for 

Political Participation

In the 21st century, the rise of digital platforms has res-

haped political engagement, fostering greater interaction 

between the public and political systems (Van Dijck, 2013; 

Shirky, 2011). Political participation has traditionally been 

defined by voting and attending physical rallies or mee-

tings (Putnam, 2000). However, with the proliferation of 

social media platforms, the internet, and digital communi-

cation tools, citizens now have new ways to interact with 

political content, express opinions, and even mobilize 

around causes (Bessi et al., 2016; Tufekci, 2017). Social 

media, in particular, has served as a primary venue for 

political discourse, where individuals, organizations, and 

even governments can engage directly with one another 

(Chadwick, 2013). The increasing ease of access to infor-

mation on digital platforms has also democratized know-

ledge, allowing individuals to educate themselves on 

political matters without the constraints of geography or 

socio-economic status (Shirky, 2011; Rheingold, 2002). 

For example, Twitter hashtags like #BlackLivesMatter, 

#MeToo, and #ClimateStrike have allowed individuals 

to organize globally and bring attention to critical social 

and political issues (González-Bailón, 2013; Jackson & 

Foucault Welles, 2015). The role of digital platforms in or-

ganizing political action was evident in the Arab Spring, 

where platforms like Facebook, Twitter, and YouTube 

allowed activists to organize protests, document state 

1. Introduction

rooted in citizens’ right to participate in governance and 

hold leaders accountable (Dahl, 1989; Held, 2006). Ho-

wever, as the world continues to digitalise, the methods 

through which citizens engage with their political systems 

have drastically transformed, bringing with them both 

unprecedented opportunities and critical risks (Bennett, 

2012; Papageorgiou, 2016). Democracy is no longer 

confined to the physical space of voting booths and town 

halls; it has expanded to social media platforms, online 

petitions, and real-time discussions, allowing citizens to 

participate in more dynamic ways (Shirky, 2011; Castells, 

2012). These advancements have provided greater ac-

cessibility to political processes, particularly for margina-

lized communities, thereby empowering voices that were 

once silenced (Graham, 2014; McKenna & Pole, 2018).

However, the digital era also opens new avenues for ma-

nipulation, posing unique threats to democratic systems. 

As political engagement has migrated online, so too have 

the threats to its integrity. Cyberattacks, misinformation, 

and the weaponization of technology by state actors are 

increasingly destabilizing democratic processes around 

the globe (Norris, 2018; Tufekci, 2018). In the context 

of elections, for instance, cyberattacks on voting infras-

tructure or the spread of fake news can compromise the 

fairness and transparency of elections, ultimately eroding 

public trust in democratic institutions (Gagliardone, 2020; 

Howard & Parks, 2012). The 2016 U.S. presidential elec-

tion, for example, illustrated how foreign interference can 

sway public opinion and undermine electoral integrity, 

prompting a reevaluation of how to safeguard elections 

in the digital age (Mueller, 2019; Margetts et al., 2018). 

As technology continues to evolve, the security of demo-

cratic systems and processes must be prioritized to ensure 

they remain resilient against increasingly sophisticated 

cyber threats (Binns et al., 2020; Geers, 2019). This es-

say seeks to explore the intersection between democracy 

and cybersecurity, examining the risks posed by digital 

technologies to democratic governance and evaluating 

emocracy, a concept that has endured for cen-

turies, has been a beacon of political ideals, 
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violence, and share their struggles with the internatio-

nal community, ultimately resulting in significant political 

upheaval in the Middle East (Howard & Hussain, 2013; 

Howard et al., 2011). These digital tools allow individuals 

to bypass traditional gatekeepers, such as government-

controlled media outlets, and gain more direct access to 

the political process (Benkler, 2017). In turn, digital enga-

gement fosters a sense of collective action, enabling or-

dinary citizens to shape political narratives and demand 

change (Tufekci, 2014). Moreover, the rise of digital po-

litical engagement has contributed to the proliferation of 

online petitions, crowdfunding for political campaigns, 

and even e-petitions to government officials (Schneider 

et al., 2013; Zuckerman, 2014). This access to new forms 

of participation not only encourages greater involvement 

in the political sphere but also facilitates political dialo-

gue in real-time (Tufekci, 2017). For example, platforms 

such as Change.org and GoFundMe have become cri-

tical spaces where citizens can rally support for political 

causes and mobilize resources for political movements 

(Bennett & Segerberg, 2013). Such innovations in digital 

participation have fundamentally altered the way citizens 

interact with political issues, increasing the reach of cam-

paigns and enabling individuals to actively contribute to 

political discourse (Chadwick, 2013). However, while the 

growth of digital engagement brings greater inclusivity, it 

also comes with a complex set of challenges, particularly 

in how political participation is regulated and protected 

from digital manipulation (Bradshaw & Howard, 2018). 

The ease of access to these platforms, while democratizing, 

has raised concerns regarding the vulnerability of digital 

political processes to manipulation, including bot-driven 

campaigns, data privacy issues, and coordinated misin-

formation efforts (Morris, 2017; Howard et al., 2018). For 

instance, crowdfunding platforms and online petitions are 

susceptible to being hijacked by malicious actors seeking 

to manipulate public opinion, whether by flooding peti-

tions with fraudulent signatures or diverting donations to 

unauthorized causes (Binns et al., 2020). These challen-

ges necessitate stronger regulatory frameworks to protect 

the integrity of digital political engagement (Gagliardone, 

2020; Zuckerman, 2014). 

2.2 The Risks of Online Political Engagement

The digital age has undoubtedly expanded the possibi-

lities for political participation, but it has also introduced 

new vulnerabilities, particularly regarding the integrity of 

the political process. As political discourse increasing-

ly shifts to online platforms, the risks of misinformation 

and disinformation campaigns become more prevalent. 

Misinformation refers to the unintentional spread of fal-

se information, whereas disinformation is deliberate, 

with the intent to mislead or manipulate public opinion 

(Bennett & Livingston, 2018; Lazer et al., 2018). Both  

Figure 1:  Cybersecurity Challenges in Modern Democracy
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phenomena have become significant threats to democra-

tic engagement, particularly in the context of elections, as 

false or misleading information can sway public opinion 

and impact voter behavior (Friggeri et al., 2014; Vosoughi 

et al., 2018). Social media platforms, despite their demo-

cratizing potential, have become a breeding ground for 

the rapid dissemination of false information (Pennycook 

& Rand, 2018). During the Brexit referendum in 2016, for 

instance, the campaign to leave the European Union was 

characterized by false claims and misleading narrati-

ves that were propagated across social media channels 

(Cummings, 2016; Walker & Broersma, 2019). Similarly, 

in the 2016 U.S. presidential election, a coordinated dis-

information campaign by Russian actors exploited social 

media platforms to sow division and influence the electo-

ral outcome (Bastos et al., 2018). In this case, fake news 

stories were shared widely, manipulating public percep-

tions of candidates, policies, 

and issues. These fabrica-

ted stories were often am-

plified by automated bots, 

which exacerbated the 

spread of misinformation 

(Ferrara et al., 2016). The implications of such disinforma-

tion are far-reaching, eroding public trust in democratic 

processes and distorting the political landscape (Allcott & 

Gentzkow, 2017). The risks associated with online politi-

cal engagement are compounded by the phenomenon of 

“echo chambers,” where individuals are exposed primar-

ily to information that aligns with their pre-existing beliefs, 

often leading to increased polarization (Pariser, 2011). In 

these environments, disinformation thrives, as users are 

less likely to critically evaluate information that reinforces 

their views (Friggeri et al., 2014). This online fragmenta-

tion of political discourse is particularly harmful to demo-

cracy, as it makes it more difficult to find common ground 

or engage in productive debate (Tucker et al., 2018). As 

digital platforms continue to play an outsized role in po-

litical participation, the spread of misinformation poses a 

significant threat to the integrity of democratic processes 

and public trust in the media and government institutions 

(Levinson, 2017; Sunstein, 2017).

2.3 Cybersecurity Risks in Political Engagement

As political engagement increasingly moves into the digi-

tal realm, the cybersecurity risks to democratic institutions 

become ever more pressing. In particular, the threat of 

cyberattacks targeting election systems has risen to the 

forefront of cybersecurity concerns. These attacks range 

from simple data breaches to more sophisticated interfe-

rence campaigns aimed at disrupting electoral processes 

or influencing public opinion (Gartzke, 2019). For in-

stance, the 2017 French presidential election witnessed 

cyberattacks on Emmanuel Macron’s campaign, with ha-

ckers targeting the candidate’s email accounts to release 

sensitive information in an effort to undermine his candi-

dacy (Hughes, 2017; Greenberg, 2017). The 2016 U.S. 

presidential election, however, remains one of the most 

high-profile examples of cyber interference in democra-

tic processes. Russian operatives not only hacked into the 

Democratic National Com-

mittee’s email servers but 

also engaged in a cam-

paign of disinformation 

aimed at influencing voter 

sentiment (Mueller, 2019). 

Social media platforms were flooded with divisive and 

misleading content designed to manipulate voters and 

stoke political polarization (Bradshaw & Howard, 2018). 

This attack demonstrated the vulnerability of democratic 

systems to cyber threats and highlighted the challenges 

of securing election infrastructure against increasingly so-

phisticated and persistent adversaries (Cavelty, 2017).

Moreover, as elections around the world become increa-

singly reliant on digital technologies—such as electronic 

voting machines and online voting systems—the poten-

tial for cyberattacks grows. Malicious actors can target 

vulnerabilities in these systems to manipulate results or 

undermine voter confidence (Adelstein, 2020). In 2020, 

for instance, while no significant evidence of voter fraud 

or interference emerged, concerns about the security 

of electronic voting systems were raised in the United 

States, especially in light of the persistent threat of cybe-

rattacks (Pomerleau, 2020). These risks make it impera-

tive that governments invest in secure, transparent, and  

Cybersecurity in Democracy
The use of digital technologies to 

enhance political participation, 

governance, and democratic processes.
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resilient electoral systems that are resistant to manipulation  

(Mueller et al., 2020). To address these vulnerabilities, 

countries must implement strong cybersecurity measures 

to safeguard their democratic processes, ensuring that 

election-related systems and communication channels 

are protected from interference (Anderson et al., 2020). 

With increasing digitalization comes the need for enhan-

ced vigilance and preparedness in securing electoral sys-

tems, not just against external threats but also against the 

rise of cybercrime, insider threats, and other cybersecurity 

risks (Friedberg, 2018).

3. The Role of Artificial Intelligence in Cy-

bersecurity and Democracy

3.1 AI in Detecting Cyber Threats

The integration of Artificial Intelligence (AI) into cyberse-

curity practices offers significant potential for detecting 

and mitigating emerging threats. AI technologies are 

capable of analyzing vast 

amounts of data at unpa-

ralleled speeds, allowing 

for the detection of patterns, 

anomalies, and suspicious 

behavior that would be otherwise undetectable through 

traditional methods (Shrestha et al., 2019). For example, 

machine learning algorithms can be employed to identi-

fy phishing attacks, suspicious network traffic, and mal-

ware in real-time, helping prevent or mitigate damage 

caused by cyberattacks (Binns et al., 2020; Hsu & Hsu, 

2021). The use of AI in detecting cybersecurity threats 

also extends to election security. AI-powered tools can 

be used to monitor online political discourse for signs of 

disinformation campaigns or coordinated social media 

manipulation (Lazer et al., 2018). For instance, machine 

learning algorithms can identify fake news, deepfake vi-

deos, and the presence of bot-driven accounts, which are 

commonly used to spread misleading narratives during 

election periods (Shao et al., 2018). AI tools can also mo-

nitor changes in voting patterns and detect anomalies that 

may indicate attempts to manipulate election results (Tu-

fekci, 2018). Additionally, AI is increasingly being used to  

protect critical infrastructure, including election systems, 

from potential attacks (Hathaway et al., 2020). Govern-

ments can implement AI-powered threat detection sys-

tems that can identify and respond to intrusions or vul-

nerabilities in real time, preventing malicious actors from 

compromising the electoral process (Zhao & Li, 2021). 

AI’s ability to continuously learn and adapt to new threats 

is a key advantage in the ongoing fight to secure demo-

cratic processes from cyber threats (Dastin, 2019).

3.2 The Dark Side of AI: Weaponizing Techno-

logy

While AI offers tremendous benefits in cybersecurity, it 

also introduces new risks, particularly when weaponi-

zed for malicious purposes. AI-driven technologies such 

as deepfakes, bots, and algorithmic manipulation have 

the potential to disrupt democracy in unprecedented 

ways (Chesney & Citron, 2018). Deepfake technology, 

which uses AI to generate hyper-realistic but fake video 

and audio content, can be 

used to create fabricated 

narratives that manipulate 

public opinion and desta-

bilize political campaigns 

(Brundage et al., 2018; West, 2019). Deepfakes, which 

are increasingly difficult to detect, can portray political 

figures making false statements or engaging in compromi-

sing behavior, leading to widespread misinformation and 

confusion among the electorate (Franks, 2020). Further-

more, AI-powered bots and automated algorithms can 

amplify disinformation campaigns, creating an illusion of 

widespread support or opposition for particular political 

causes (Binns et al., 2020). These bots can flood social 

media platforms with misleading content, shaping public 

discourse by drowning out opposing voices or pushing 

specific political agendas (Howard et al., 2018). The 

use of bots in the 2016 U.S. election demonstrated how 

easily they can influence political outcomes, amplify ex-

tremist views, and undermine the integrity of democratic 

processes (Helbing, 2019; Zeng, 2019). As AI becomes 

more sophisticated, the potential for its misuse to under-

mine democratic processes only increases (Brynjolfsson 

Protecting democracy today requires 

strong defences against cyber threats 

and disinformation.
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& McAfee, 2017). The challenge moving forward will be 

to strike a balance between harnessing AI’s capabilities 

for cybersecurity and ensuring that it is not exploited to 

manipulate elections or erode public trust in democratic 

institutions (Sullivan & Bailey, 2021).

4. Protecting Democracy in the

Digital Age

4.1 Comprehensive Cybersecurity Strategies

To protect democracy in the digital age, comprehensi-

ve cybersecurity strategies must be developed and im-

plemented at both the national and international levels. 

These strategies should focus on protecting critical infras-

tructure, including voting systems, communication net-

works, and election-related databases (Kshetri, 2017). 

Furthermore, governments must prioritize investments in 

advanced technologies and cybersecurity practices that 

are designed to detect, prevent, and respond to cybe-

rattacks that threaten the integrity of democratic proces-

ses (Gagliardone, 2020; Zetter, 2019). The inclusion of 

blockchain technology in electoral processes, for exam-

ple, offers a promising avenue for securing votes and pre-

venting fraud. Blockchain’s decentralized and tamper-

proof structure makes it an ideal candidate for building 

transparent, secure voting systems that are resistant to 

hacking (Ferrara et al., 2016; Tapscott & Tapscott, 2017).  

In addition to technological solutions, cybersecurity stra-

tegies must include robust protocols for identifying and 

mitigating disinformation campaigns. Social media plat-

forms can work alongside governments to identify coor-

dinated attempts to spread false narratives or manipulate 

public opinion (Tufekci, 2018). However, these partners-

hips must be carefully regulated to ensure that efforts 

to combat disinformation do not infringe on freedom of 

speech or undermine democratic values (Gillespie, 2018). 

Governments must also invest in educating citizens about 

the importance of cybersecurity in maintaining democra-

tic integrity. This includes providing digital literacy educa-

tion that empowers individuals to recognize misinforma-

tion, protect their personal information, and engage with 

political discourse in a responsible and informed manner 

(Mossberger et al., 2012).

4.2 Promoting Digital Literacy

In order to effectively safeguard democracy from digi-

tal threats, it is crucial to promote digital literacy across 

all sectors of society. Digital literacy is the ability to use 

digital tools effectively while understanding the risks as-

sociated with online engagement (Dahlberg, 2018). By 

teaching citizens how to recognize misinformation, eva-

luate sources critically, and navigate digital platforms 

safely, we can create a more resilient electorate (Norris, 

2001; Rheingold, 2012). Digital literacy education should 

Figure 2: Safeguarding Democracy from Cyber Threats
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Marshall Islands, Palau, Nauru, and Tuvalu. The analysis 

will centre on the roles played by the United States, China, 

and Australia, as these three actors have been the most 

engaged in the Pacific in recent decades, shaping the re-

gion’s diplomatic and economic landscape.

2. Interests and Methods of Global  

Powers in the Pacific

Most global powers have limited direct economic in-

terests in Pacific nations due to their lack of significant 

natural resources and small internal markets. Establis-

hing large-scale industrial or manufacturing facilities in 

remote islands, where populations often number in the 

thousands, is economically unfeasible. However, despite 

their small size, these nations hold full UN membership, 

granting them voting rights on resolutions and influence 

in global affairs. Their strategic location along key ma-

ritime trade routes between the United States, Hawaii, 

and Southeast Asia further elevates their geopolitical im-

portance. Diplomatic engagement with Pacific nations is 

often characterised by “chequebook diplomacy”, a term 

used to describe foreign policy strategies where eco-

nomic aid or investments are exchanged for diplomatic 

support. Essentially, financial incentives are leveraged 

to secure political alliances and favourable policy de-

cisions. Despite their small populations, Pacific nations 

remain focal points of foreign diplomatic interest due to 

their strategic positioning and political significance. The 

objectives of global powers in the Pacific vary. The Uni-

ted States seeks to maintain its military dominance and 

strategic foothold in the region. China aims to expand 

its sphere of influence, challenging traditional Western 

hegemony. Meanwhile, Australia and New Zealand, 

as the most influential regional actors, strive to preserve 

their strong ties with neighbouring island nations, ensu-

ring stability and alignment with their broader strategic 

interests. There are numerous instances of chequebook di-

plomacy in the Pacific, ranging from relatively low-profile 

financial contributions to large-scale aid packages worth  

1. Introduction

lation of its island nations. These countries, despite their 

sovereignty, remain heavily dependent on external sup-

port across various sectors, including defence, infrastruc-

ture, and agriculture. Limited natural resources and small, 

dispersed populations further constrain their economic 

development, necessitating reliance on international aid 

and unconventional economic activities. Examples inclu-

de Nauru’s operation of migrant processing centres for 

Australia and Vanuatu’s practice of selling citizenship for 

$130,000. Although these nations maintain higher levels 

of human development than the world’s poorest states, 

their long-term growth prospects remain hindered by 

geographical and economic limitations. Stretching bet-

ween Japan, California, and Australia, the Pacific Ocean 

contains only a handful of islands capable of sustaining 

human settlements. Many of these have been inhabited 

for only a few centuries, and their integration into glo-

bal economic and political networks has been relatively 

recent. While colonial powers such as the United States, 

France, the United Kingdom, and New Zealand still main-

tain territories in the Pacific, 11 island nations have gained 

sovereignty, primarily in the southwestern region of the 

ocean. However, despite their political independence, 

these countries remain vulnerable to external influence. 

What drives global powers’ diplomatic engagement with 

Pacific nations? The United States seeks to uphold its stra-

tegic dominance in the Pacific, ensuring the stability of 

its alliances and countering geopolitical rivals. Similarly, 

regional actors like Australia and New Zealand aim to 

maintain strong diplomatic and security ties with their Pa-

cific neighbours. Meanwhile, China has become increa-

singly assertive in its efforts to secure influence in the region, 

particularly by strengthening its position in key economic 

sectors such as fisheries and maritime trade routes. This 

paper examines the strategic interests that major global 

and regional powers pursue in their relations with Pacific 

island nations—specifically focusing on Fiji, the Solomon 

Islands, Vanuatu, Samoa, Kiribati, Micronesia, Tonga, the 

Pacific region is marked by its vast 

geographic expanse and the iso-
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hundreds of millions of dollars. In 2016, Kuwait provided  

approximately $620,000  to Vanuatu and several other 

Pacific nations to secure support for its bid for a UN Se-

curity Council seat the following year. In 2012, Slovenia 

contributed  $44,000  to improve water quality in the 

Marshall Islands, Micronesia, and Palau in exchange for 

diplomatic backing for its own Security Council bid—an 

effort that ultimately failed. While such financial incentives 

are not exclusive to the Pacific, the scale of foreign aid 

received by these nations is remarkable. In 2022, Micro-

nesia received $122 million in aid from the United States, 

amounting to roughly 25% of its GDP. In 2020, Vanuatu 

secured $200 million in Official Development Assistance 

(ODA) and Other Official Flows (OOF) grants, equiva-

lent to approximately 20% of its GDP. The Pacific remains 

the most aid-dependent region in the world, with seven 

out of the top ten highest per capita recipients of net ODA 

being Pacific nations. The lowest-ranked among the 11 

countries studied in this paper still placed  16th global-

ly in terms of net ODA received per capita. The primary 

sources of foreign aid in the Pacific, in order of contri-

bution, are Australia, Japan, New Zealand, China, and 

the United States. Additionally, both China and Japan 

have provided substantial loans to Pacific nations over 

the past 15 years, further shaping the region’s economic  

landscape. The motivations and mechanisms behind this 

financial assistance vary from country to country, ref-

lecting the diverse strategic priorities of external powers 

operating in the Pacific.

2.1 Australia 

Australia is committed to ensuring that its regional neig-

hbours remain aligned with its strategic interests, prioriti-

sing stability and security. A peaceful Pacific is essential 

for Canberra, particularly given its geographic proximity 

to Indonesia, Papua New Guinea, the Solomon Islands, 

and Vanuatu—all of which lie within 1,500 kilometres of 

its coastline. While this may seem like a significant dis-

tance, history has demonstrated the region’s strategic 

importance. During World War II, Japanese forces oc-

cupied parts of Papua New Guinea and the Solomon Is-

lands, launching bombing raids on Darwin with the goal 

of pressuring and isolating Australia. This historical pre-

cedent underscores the necessity for Canberra to main-

tain influence over its northern and eastern neighbours. 

Beyond defence concerns, Australia also has significant 

economic interests in the region. A considerable portion 

of its exports passes through Pacific waters, making it  

Figure 1:  Source : Lowy Institute, Note : Most of „other“ is from the World Bank, the Asian Development Bank, the EU and New Zealand
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vital that shipping lanes remain secure and under the 

control of friendly states. To achieve this, Australia has 

established formal and informal security agreements with 

several Pacific nations, including Nauru, Kiribati, and Tu-

valu, assuming varying degrees of responsibility for their 

defence. Additionally, many Pacific nations rely on Aus-

tralian-supplied weaponry, further embedding Canber-

ra’s role as the region’s primary security provider. Simi-

larly, New Zealand plays a comparable role in ensuring 

the defence of Samoa. Australia has historically been the 

most significant donor to Pacific nations, providing both 

financial aid and various non-monetary contributions. Its 

strong regional ties and geographic proximity make it the 

largest benefactor, but in recent years, Canberra has had 

to intensify its diplomatic efforts to counter China’s gro-

wing influence. Over the past 15 years, Beijing has ag-

gressively expanded its presence in the Pacific, prompting 

Australia to adopt a more assertive approach to prevent 

China from dominating the region. To reinforce its posi-

tion, Australia has financed 

several major infrastructure 

projects, including the ins-

tallation of undersea tele-

communications cables for multiple Pacific nations. This 

initiative serves both economic and security objectives by 

limiting Chinese involvement in regional telecommunica-

tions networks. In 2019, Canberra established the Infras-

tructure Financing Facility for the Pacific (AIFFP), a fund 

designed to compete with Chinese infrastructure loans. 

The AIFFP provides approximately 1.9 billion euros in 

loans and an additional 600 million euros in direct grants, 

ensuring that Pacific nations have alternatives to Chinese 

financing. One of Australia’s most high-profile commit-

ments in the Pacific is the Australia-Tuvalu Falepili Union. 

This treaty guarantees Tuvalu’s statehood and sovereignty 

despite the existential threat posed by climate change-in-

duced sea level rise. Additionally, Australia has pledged 

to welcome a significant number of Tuvaluan citizens an-

nually as climate refugees. The agreement gained sub-

stantial media attention for being one of the first formal 

recognitions of climate-induced displacement. While 

the treaty is significant in its own right, it also serves as a  

strategic move by Canberra to signal to other Pacific nati-

ons that Australia is prepared to support and protect them 

in the face of climate-related challenges, strengthening 

diplomatic ties and countering China’s influence in the re-

gion. Climate change poses an existential threat to Pacific 

nations, many of which lie only a few meters above sea 

level. As sea levels continue to rise, the very survival of 

these islands is at stake, with devastating consequences 

expected in the coming decades. The intensifying effects 

of climate change make Pacific nations particularly vulne-

rable, yet they are often underprepared to deal with the 

crisis. In response, governments in Kiribati, Tuvalu, and 

the Marshall Islands have already begun relocating po-

pulations from smaller islands that face immediate threats 

from rising waters. In March 2023, Vanuatu was struck 

by a powerful tropical cyclone, causing damages estima-

ted at more than 400 million euros—approximately 30% 

of the country’s GDP—primarily affecting infrastructure. 

Earlier that same year, another cyclone hit the island na-

tion, leading to damages 

amounting to about 40% of 

its GDP and devastating up 

to 90% of crops in certain 

provinces. These extreme weather events highlight the ur-

gent need for climate resilience strategies. However, Pa-

cific nations lack the financial and infrastructural capacity 

to handle these disasters alone and must seek internatio-

nal assistance. Australia, through its friendship treaty with 

Tuvalu, has positioned itself as a key ally in addressing 

climate-related challenges. The agreement demonstra-

tes Canberra’s commitment to the region’s stability and 

future, reinforcing its diplomatic standing. By offering sup-

port and protection, Australia ensures that Pacific nations 

look to it for assistance rather than turning to China. This 

strategic positioning not only enhances Australia’s influ-

ence in the Pacific but also safeguards its broader security 

interests. If Canberra fails to maintain its reputation as a 

generous and reliable partner, there is a risk that Pacific 

nations could shift their alliances toward China, potential-

ly undermining Australia’s long-term strategic objectives.

Australia remains the dominant power in the Pacific, le-

veraging its deep financial resources and historical ties 

Checkbook Diplomacy: 
Using financial aid or loans to secure  

diplomatic support and influence.
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with island nations. Its extensive military presence and 

strategic alliances serve to establish a defensive perime-

ter around its territorial waters. Canberra’s primary objec-

tive is to ensure regional stability and maintain the align-

ment of Pacific states with its broader strategic interests. 

By securing its influence, Australia seeks to protect vital 

shipping lanes and telecommunications networks that 

connect it to global markets. Ensuring that regional neig-

hbours remain stable and aligned with Australian security 

policies is a key component of its long-term defence and 

economic strategy.

2.2 The United States of America

The United States maintains a significant presence in the 

Pacific, primarily through the Compact of Free Asso-

ciation (COFA), an agreement signed in 1982 with the 

Marshall Islands, Palau, and Micronesia. Under COFA, 

these nations receive financial assistance and enjoy easy 

access to the U.S., while Washington gains exclusive 

military rights and assu-

mes responsibility for their 

defence. The agreement 

ensures that the U.S. is the 

only country permitted to 

establish military bases in 

Palau, Micronesia, and the Marshall Islands, effectively 

granting it control over vast maritime territories. At present, 

the U.S. military footprint in COFA states remains minimal, 

as there are no immediate security threats in the region. 

However, escalating tensions in the South China Sea over 

the past decade could prompt Washington to strengthen 

its presence for strategic and power-projection purposes. 

While COFA represents a considerable financial commit-

ment—exceeding $200 million in 2022 alone—the be-

nefits far outweigh the costs. By securing influence over 

several million square kilometres of ocean and maintai-

ning unrestricted access to critical locations, the U.S. soli-

difies its strategic dominance in the Pacific. The deep eco-

nomic and financial ties between the COFA nations and 

the U.S. further reinforce this alliance. All three countries 

use the U.S. dollar as their official currency, and their eco-

nomies are heavily reliant on American aid. The prospect 

of severing ties with Washington is highly improbable, as 

doing so would result in the loss of substantial financial 

support and long-term economic repercussions. This en-

sures that the U.S. can sustain its military presence in the 

region without fear of losing its strategic foothold.

Access to these nations provides Washington with a di-

rect link between its military bases in South Asia, Hawaii, 

and the U.S. mainland. Such logistical connections could 

prove crucial for American military supply chains in the 

event of a conflict in the region. Additionally, the agree-

ment ensures that the countries surrounding U.S. overseas 

territories remain strategically aligned with Washington, 

reducing the risk of foreign powers gaining influence near 

America’s most remote territories. From the perspective of 

the three Pacific nations under the Compact of Free Asso-

ciation (COFA), the agreement offers substantial benefits. 

They receive significant foreign aid with minimal obligati-

ons while also securing their defence under U.S. protec-

tion. Furthermore, Washington’s financial assistance and 

continued interest in the 

region contribute to politi-

cal and economic stability, 

reinforcing their long-term 

security. As a result, COFA 

remains a mutually advan-

tageous arrangement, allowing both parties to maintain 

strategic and economic stability while strengthening re-

gional alliances. The United States remains committed 

to countering China’s expanding influence in the Pacific. 

Beijing’s assertive foreign policy in the region took Wa-

shington by surprise, prompting an increased American 

presence. In response, the U.S. has strengthened diplom-

atic ties by opening new embassies, dispatching Vice 

President Kamala Harris to engage with Pacific leaders, 

and hosting high-level summits at the White House. These 

efforts serve two key objectives: preventing China from 

gaining new allies and preserving America’s strategic ad-

vantages in the region.

2.3 China 

Pacific nations play a key role in the ongoing diplom-

atic battle over the recognition of the Republic of China  

Beijing’s assertive foreign policy in 

the region took Washington by 

surprise, prompting an increased  

American presence.
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(Taiwan). Currently, only 12 countries recognize Taiwan 

as a sovereign state, three of which—Palau, the Marshall 

Islands, and Tuvalu—are in the Pacific. Nauru withdrew 

its recognition of Taiwan in early 2024, while both the 

Solomon Islands and Kiribati switched allegiance to the 

People’s Republic of China (PRC) in 2019. The broader 

international community largely adheres to the principle 

that only one of the two Chinas can be officially recogni-

zed, and over the past five decades, most countries have 

shifted their recognition to the PRC. For Taiwan, securing 

diplomatic recognition from UN member states is critical 

to its legitimacy. It actively seeks to maintain and expand 

its list of supporting countries, while the PRC works to di-

plomatically isolate it. This struggle for recognition is a ref-

lection of China’s efforts to extend its global influence and 

Taiwan’s fight to preserve its limited international standing.

Countries that still recognize Taiwan tend to be smal-

ler states, often with little to gain or lose from alig-

ning with Beijing. These nations can also be swayed 

through diplomatic and financial incentives, leading to 

a dynamic often described as a bidding war between  

Taipei and Beijing. Reports suggest that China provided  

approximately 75 million euros in aid to Nauru as part 

of the deal that led to its recognition shift. Similarly, until 

the Solomon Islands withdrew its recognition in 2019, Tai-

wan provided more than $10 million annually in aid—an 

amount that ultimately proved insufficient to retain their 

support. The stakes are high, and allegations of bribery 

attempts by both China and Taiwan to influence officials 

in the Solomon Islands further underscore the significan-

ce of this diplomatic contest. The question of diplomatic 

recognition in the Pacific often comes down to which side 

can offer the largest financial incentive. Both the Peo-

ple’s Republic of China (PRC) and the Republic of China 

(Taiwan) engage in a bidding war, with the highest of-

fer securing a diplomatic victory and the recipient nation 

benefiting from financial aid. This dynamic is particularly 

pronounced in the Pacific, where many nations are highly 

dependent on foreign assistance. The 75 million euros re-

portedly provided to Nauru by Beijing represent nearly 

half of the country’s GDP, highlighting the scale of these 

financial incentives. Larger nations with significant trade  
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Figure 2:  Map of Oceania, Taken and modified from: https://commons.wikimedia.org/wiki/File:Oceania_ISO_3166-1.svg
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relationships with China are generally reluctant to enga-

ge in this bidding process, as the economic benefits of 

maintaining ties with Beijing far outweigh any direct aid 

that Taiwan might offer. However, for smaller nations with 

limited economic ties to China, diplomatic recognition 

can be leveraged for financial gain. Over the past few 

decades, the PRC has successfully outbid Taiwan, secu-

ring recognition from all but three Pacific nations—Tuvalu, 

Palau, and the Marshall Islands. As the 21st century un-

folds, China is actively expanding its economic, cultural, 

political, and military influence across the globe. While 

the Pacific is not among the most economically signifi-

cant regions—lacking major internal markets for Chinese 

goods, unlike Africa—Beijing has pursued greater influ-

ence there for reasons similar to those of Western powers. 

The region represents an extension of China’s strategic 

sphere, with critical shipping lanes running through or 

near it, making its stability and alignment with Chinese 

interests a priority. More importantly, China seeks to ex-

pand its zone of influence and break out of what it per-

ceives as U.S.-led encirclement by regional adversaries 

such as the Philippines, Japan, South Korea, and Taiwan. 

The Pacific islands lie beyond the contested South China 

Sea, making them strategically relevant to China’s broa-

der geopolitical ambitions. The United States has sur-

rounded China with military bases in these neighbouring 

countries and routinely patrols nearby waters. From Bei-

jing’s perspective, strengthening ties with Pacific nations is 

a necessary countermeasure to enhance its own security. 

Initially, China’s push into the Pacific focused on securing 

diplomatic recognition in the One China policy dispute, 

a strategy that has largely succeeded, with most Pacific 

nations now recognising the People’s Republic of China 

(PRC) over Taiwan. However, China’s most significant 

diplomatic breakthrough came in 2023 with the signing 

of the China-Solomon Islands security pact. The agree-

ment has the potential to establish China’s second over-

seas military base, following its first in Djibouti. This deal 

was widely covered in international media, as it marked 

China’s first major security agreement in the Pacific. If 

fully implemented, the pact could allow for the deploy-

ment of Chinese troops just a few hundred kilometres from  

Australia’s northern coast, separated only by the Coral 

Sea. This development served as a wake-up call for both 

the United States and Australia, highlighting that their do-

minance in the region is no longer unchallenged. Despite 

China’s growing presence in the Pacific, most countries in 

the region remain primarily aligned with the West. The shift 

in diplomatic recognition from Taiwan to China among 

some Pacific nations can largely be attributed to global 

trends, as nearly all countries now recognise the People’s 

Republic of China (PRC). Additionally, China’s status as a 

significant trading power makes it an economic partner 

that Pacific nations cannot afford to alienate. Given their 

vulnerability, these countries are wary of being caught 

in trade disputes, knowing that their economies are too 

small for China to consider their losses significant. China’s 

presence in the Pacific is firmly established, but its influen-

ce is not absolute. In recent years, Beijing has scaled back 

its spending in the region, concentrating its resources on 

countries already aligned with its interests, particularly 

the Solomon Islands and Kiribati. Expansion into more 

diplomatically neutral or Western-leaning states has slo-

wed. Overall, Chinese aid to the Pacific has declined sig-

nificantly, dropping to roughly a third of its peak level of 

$325 million in 2016. Despite its efforts, China’s influence 

in the region remains relatively limited. Most Pacific nati-

ons either maintain strong ties with the West or pursue a 

policy of “friends to all, enemies to none,” seeking deeper 

engagement with any willing partner while avoiding firm 

commitments to one side. Their primary focus is not taking 

sides in geopolitical rivalries but securing much-needed 

support for economic development and climate change 

mitigation. The growing competition between global po-

wers benefits them, as China’s emergence has heightened 

international attention on the region, increasing the over-

all flow of aid and investment. 

3. Conclusion

For global and regional powers, relations with Pacific 

nations are primarily driven by geopolitical considerati-

ons, with economics playing a secondary role. The Uni-

ted States and Australia seek to maintain and reinforce 
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their dominance in the South Pacific, a position they have 

held since World War II. They have long been the regi-

on’s dominant military, diplomatic, and economic forces. 

However, over the past two decades, China has aggres-

sively sought to expand its influence, challenging this 

long-standing balance of power. For both the U.S. and 

Australia, retaining control over the South Pacific is a key 

element of their broader global strategy. Their historical 

advantage in the region, once largely uncontested, has 

now been disrupted by China’s growing presence. This 

has forced them to refocus on a region that was once 

considered secure under their influence. Beijing’s en-

gagement has injected new competition into the Pacific, 

compelling Western powers to respond with increased 

diplomatic and financial commitments. Pacific nations, 

in turn, have leveraged this competition to their advan-

tage. They have long faced pressing challenges, from  

climate change to economic underdevelopment, due 

to their geographic isolation and limited resources. The 

influx of foreign aid—whether from the West or China—

has provided them with much-needed financial support. 

However, their growing role in global power dynamics 

raises an important question: are they trading their sover-

eignty for financial assistance? Despite their small size, 

these island nations remain fully sovereign UN members 

with nearly the same voting rights as larger nations like 

Germany or Japan. Their strategic value in global diplom-

acy ensures that the bidding war for their allegiance is un-

likely to slow in the coming years. With China continuing 

to grow in economic and military power, and deep-sea 

mining set to become a reality, securing the vast Exclusive 

Economic Zones (EEZs) of Pacific nations will become an 

increasingly critical issue in global politics.
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Raumstation in die Umlaufbahn geschossen, seit 2021 

bereits die dritte Station aufgebaut. 2019 startete China 

erstmals mehr Weltraumraketen als jede andere Nation, 

inzwischen ist man nach den USA fest etablierte Nummer 

2. Erst im November 2024 mahnte die US Space Force 

an, dass China erst kürzlich mehr als 970 Satelliten im 

Weltraum stationiert hätte, die Angriffe auf US-Flugzeug-

träger unterstützen sollten. Russland wurde gleichzeitig 

vorgeworfen, ein nukleares Waffensystem zu bauen, das 

in großem Stil Satelliten zerstören könne. Gleichzeitig 

treiben die USA selbst Programme voran, in deren Rah-

men bis 2026 mehr als 1000 Satelliten verschiedenste 

militärische Unterstützungsaufgaben übernehmen sollen.

Europa plant derzeit zwar mit, viel mehr aber auch nicht. 

Satellitenkonstellationen für militärische Anwendun-

gen werden untersucht, aber mehr als 2 Weltraumstarts 

schaffte man im Jahr 2024 nicht. Zum Vergleich (Stand 

3.12.2024): Japan startete 6 Raketen ins All, Russland 

15, China 59, die USA 142. Selbst Indien lag mit 3 Starts 

um 50% über den Leistungen Europas. Auch dort bemüht 

man sich verstärkt um eine Rolle im Weltraum, deutlich 

ausgedrückt durch einen erfolgreichen Test einer Anti-

Satellitenwaffe in 2019. Neu ist das alles jedoch nicht. 

Raumfahrt ist seit ihren frühesten Anfängen engstens mit 

Rüstung und militärischer Nutzung verwoben, wie ein de-

taillierter Blick darauf verrät. Ein Streifzug durch die Ent-

wicklungsgeschichte der Raumfahrt verdeutlicht das.

Der Umweg über die Waffe

Obwohl sich die wahren Beweggründe der Raumfahrt-

pioniere, die in der ersten Hälfte des 20. Jahrhunderts 

die Tür zum Himmel aufstießen, gerne den Träumereien 

eines Jules Verne oder anderer Visionäre zurückverfolgen 

lassen, so war doch stets das Militär die treibende Kraft, 

die das nach Abraham Maslow definierte menschliche 

gantischer Sternenkreuzer zieht über den Beobachter 

hinweg, während er aus allen Rohren mit seinen Laserka-

nonen auf ein anderes Raumschiff feuert. Untermalt wird 

alles mit Explosionsgeräuschen und düsterer Orchester-

musik. Solche Bilder sind häufig die ersten unbewussten 

Assoziationen, die sich einstellen, sobald man das Wett-

rüsten im Weltall anspricht. Jahrzehnte der Berieselung 

aus Hollywood und unzählige Darstellungen in Büchern, 

Comics oder Videospielen haben dazu beigetragen, dass 

sich die breite Bevölkerung unter Waffen im Weltraum zu-

erst bemannte Raumschiffe mit Lasern vorstellt, das ganze 

also der fernen Zukunft zuordnet. Jedoch ist das Thema 

weitaus aktueller, als viele vermuten würden. Die Bewaff-

nung des Weltraums ist mit dem Aufstreben Chinas als 

Supermacht und der Polarisierung der Welt – rapide be-

schleunigt durch den Einmarsch Russlands in die Ukraine 

– in den letzten Jahren wieder zu einem brisanten Thema 

geworden. Weltweit werden verschiedenste neue Projek-

te angeschoben, anhand derer sich heute ein Wettrüsten 

im Weltall festmachen lässt. Auch die globale Debatte 

darüber, wie aus sicherheitspolitischer und juristischer 

Sicht damit umgegangen werden sollte, hat wieder an 

Fahrt aufgenommen. So wurde erst im Mai 2024 bei der 

Generalversammlung der Vereinten Nationen diskutiert, 

wie damit umzugehen sei, dass Russland kurz zuvor ei-

nen Antrag von Japan und den USA im Sicherheitsrat blo-

ckiert hatte, der vorsah, dass alle Staaten, vor allem jene 

mit Zugang zum Weltraum, aktiv zur friedlichen Nutzung 

des Weltraums und einer Verhinderung eines Rüstungs-

wettlaufs im All beitragen sollten. Russland hatte juristi-

sche Bedenken angemahnt und den Antrag abgelehnt; 

China enthielt sich. Die wahren Hintergründe sind unklar. 

Klar ist aber, dass China seit Jahren intensiv seine Präsenz 

im All ausbaut. Schon 2011 wurde die erste chinesische 

glitzernder Sternenhimmel wölbt sich 

über einen fremden Planeten. Ein gi-

Disclaimer: 
Please take note, that this article has also been published in the Rotary Club Magazine  

in January 2025, which is why it‘s written in German.
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Grundbedürfnis nach Sicherheit als Triebfeder nutzte, um 

die gewaltigen finanziellen Ausgaben zu rechtfertigen, 

die die Entwicklung der Raumfahrt überhaupt erst mög-

lich machten: Der Weg führte über Waffen in den Welt-

raum. Die bekanntesten, die sich in diesen faustischen 

Pakt begaben, um ihre Visionen der Raumfahrt mit dem 

Umweg über das Militär zu ermöglichen, waren Wernher 

von Braun und sein Team. Heute wird häufig übersehen, 

dass die Wahl dieses Weges noch vor der Machtergrei-

fung durch die NSDAP geschah: Bereits 1932 verpflich-

tete das Heereswaffenamt unter Walter Dornberger meh-

rere Raketenenthusiasten, die zuvor im Berliner „Verein 

für Raumschifffahrt“ erste Erfahrungen im Raketenbau 

gesammelt hatten. Unter technischer Leitung von Brauns 

wurden damals von der Reichswehr Arbeiten zu einer 

Reihe von Raketen aufgenommen, die einmal Sprengla-

dungen über mehrere hundert Kilometer transportieren 

sollten. So war die Umgehung der Versailler Verträge ge-

plant, die zum Ende des ersten Weltkriegs Deutschland 

die Beschaffung weitreichender Artillerie verboten hatten, 

Raketen aber nicht erwähnten. Von Braun und seine Mit-

streiter sahen darin zunächst die einzige Möglichkeit, um 

ausreichend Geld für ihre Pläne zur Entwicklung der Tech-

nologien zu erhalten, die später einmal das Tor zum Welt-

raum aufstoßen sollten. Nach der Machtübernahme der 

Nazis 1933 wurde das Programm mit Hochdruck weiter-

betrieben. Man umgarnte die politisch-militärische Füh-

rung, um das Programm mehrfach vor dem Aus zu retten, 

und 1942 erfolgte schließlich der erste Flug eines Aggre-

gat 4, das unter seinem Propagandanamen Vergeltungs-

waffe 2 (V2) traurige Berühmtheit erlangen sollte. Der Ur-

ahn aller heutiger Raumtransportsysteme war erschaffen, 

ermöglicht durch den Umweg über die Rakete als Waffe. 

Zum Kriegsende entwickelten die Siegermächte USA und 

Sowjetunion die erbeuteten Technologien weiter, erstmal 

aber wieder nur als Waffen. Der Kalte Krieg war bereits 

voll entflammt. In den USA wurde zunächst nur halbherzig 

versucht, sich das Know-How der deutschen Ingenieure 

einzuverleiben; Stalin aber sah das Potenzial der Atom-

rakete als ultimative Waffe, mit der man – im Gegensatz 

zu Flugzeugen oder anderen Rüstungsgütern, bei denen 

die Amerikaner einen uneinholbaren technologischen 

Vorsprung besaßen – mit den USA nicht nur gleichziehen 

konnte, sondern den Amerikanern überlegen wäre.

Die Sowjetunion trieb daher mit gewaltigem Aufwand die 

Entwicklung leistungsstarker Raketen zur Waffennutzung 

voran, angefangen mit einem Nachbau der deutschen V2 

unter dem Namen R-1. Nach einem Jahrzehnt gipfelten 

die Anstrengungen in der R-7, der ersten Interkontinen-

talrakete der Welt, die mit einem atomaren Sprengkopf 

bis zur amerikanischen Ostküste reichen sollte. Und die-

se Waffe sollte nun endlich das Zeitalter der Raumfahrt 

einläuten. Denn zu ihrem fünften Testflug, am 4. Oktober 

1957, konnte sich der Chefingenieur Sergei Koroljow mit 

seinem Vorschlag durchsetzen, ein leichtes Objekt mit der 

Rakete zu starten, welches – bei erfolgreichem Flug – als 

künstlicher Satellit Sputnik 1 die Erde umkreisen würde. 

Das Unterfangen gelang, und dass das Politbüro die 

Tragweite dieses Ereignisses völlig verkannte, zeigt sich 

am besten dadurch, dass dieser Erfolg dem sowjetischen 

Leitmedium Prawda zunächst nur eine Randnotiz wert war. 

Erst das gewaltige Medienecho aus dem Westen sorgte 

schließlich dafür, dass auch die Sowjets den Erfolg des 

Sputniks für ihre Zwecke ausschlachteten. Das Potenzial 

des Weltraums als Propagandavehikel war erkannt, und 

der Wettlauf ins All endlich in vollem Gange.

Mit Waffenraketen ins All

Die Amerikaner setzten nun alles daran, mit den Sowjets 

gleichzuziehen, während diese versuchten, ihren Vor-

sprung zu halten. Im Hintergrund wurden weiter neue 

Generationen von Atomraketen sowie erste Spionagesa-

telliten entwickelt, für alle Welt sichtbar war jedoch das 

„Race into Space“: Dem ersten Flug eines Menschen ins 

All – Gagarin 1961 auf einer sowjetischen Atomrake-

te des Typs R-7 – folgten die Flüge der US-amerikani-

schen Astronauten Shepard auf der Mittelstreckenrakete 

Redstone 1961 und Glenn auf der Interkontinentalrakete 

Atlas 1962. Dieser Wettlauf sollte bald in der erfolgrei-

chen Mondlandung der USA 1969 gipfeln, durchgeführt 

von der neunten Raketengeneration, die Wernher von 

Brauns Team federführend entwickelte: Der Saturn 5, die 

zwar noch wesentliche technische Parallelen zur alten V2  
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aufwies, aber ausnahmsweise nicht mehr als Waffen-

träger entwickelt worden war. Doch auch das Apollo-

Mondprogramm konnte seine enge Verbundenheit mit 

der Rüstung nicht abschütteln. So war beispielsweise von 

den zwölf Astronauten, die bis 1971 den Mond betraten, 

nur ein einziger Zivilist; alle anderen waren Soldaten, die 

für die NASA temporär freigestellt wurden. In der Sow-

jetunion wurden dagegen ausschließlich umfunktionier-

te Waffenraketen für die Raumfahrt genutzt. Die Proton, 

Arbeitspferd der unbemannten russischen Raumfahrt bis 

in die Gegenwart hinein, flog erstmals 1965, damals ent-

wickelt als schwere Interkontinentalrakete UR-500. Die 

Sojus, die heute noch Astronauten zur Internationalen 

Raumstation fliegt, ist eine mäßig modernisierte Version 

der Atomrakete R-7. Und selbst zur erfolglosen russi-

schen Mondrakete N1 gibt es Berichte, nach denen sie 

ursprünglich als superschwere Interkontinentalrakete ent-

worfen worden sei. 

Weitgehend unbemerkt 

vom Westen hatte wäh-

renddessen die Sowjet-

union mit großem Aufwand 

Technologie und Expertise 

zu den Waffenraketen an 

den Nachbarn China transferiert, der sich nun auch der 

Entwicklung immer leistungsstärkerer Großraketen ver-

schrieb – primär zur Waffennutzung, wie zum Beispiel mit 

der Interkontinentalrakete DF-5, die aber nebenher auch 

in modifizierter Version als Langer Marsch Chinas erste 

Satelliten ins All brachte. Bis heute fliegen Chinas Taiko-

nauten mit dieser Technik in die Erdumlaufbahn.

Rüstung als treibende Kraft

Nach der Mondlandung wurden in Amerika die Wei-

chen in Richtung wiederverwendbarer Raumtransporter 

gestellt. Dieser baute weitgehend auf den Entwicklungen 

auf, die zunächst während des Zweiten Weltkriegs rudi-

mentär unter Eugen Sänger zu seinem Projekt Silbervogel 

durchgeführt wurden, einem wiederverwendbaren Raum-

transporter, der als „Fernbomber“ von Deutschland aus 

die USA angreifen und nach einer Erdumrundung wieder 

in Deutschland landen sollte. Dieser Ansatz wurde nach 

dem Krieg in den USA in diversen Projekten weitergeführt, 

beispielsweise in Boeings X-20 Dyna-Soar, bei dem eine 

Interkontinentalrakete des Typs Titan eine geflügelte be-

mannte Kapsel auf eine Bahn schießen sollte, die man 

heute als „hypersonisch“ bezeichnen würde. Die X-20 

sollte dabei zur militärischen Aufklärung sowie zur ge-

zielten Bombardierung genutzt werden. Das Projekt war 

weit fortgeschritten, wurde jedoch 1963 abgebrochen. 

Die Erkenntnisse daraus bildeten aber die Basis für die 

nachfolgende Entwicklung des Space Shuttle, welches 

mit einer rieseigen Ladebucht versehen wurde, um die 

neuesten Spionagesatelliten der USA in die Umlaufbahn 

transportieren zu können – die US Air Force bestand auf 

diesen Dimensionen, wodurch das Projekt deutlich teurer 

als zunächst erhofft wurde. Möglich war das, da die Air 

Force selbst eine Flotte von mehreren Raumfähren be-

stellt hatte und damit neben NASA Kunde war. Gestartet 

werden sollten diese vom 

kalifornischen Vandenberg, 

wo heute noch die dafür 

gebaute Startrampe steht. 

Es sind noch viele weitere 

Rüstungsprojekte aus Zei-

ten des Kalten Krieges bekannt, die nie verwirklicht wur-

den. Schon 1948 wurde in den USA über bemannte Mili-

tärbasen auf dem Mond nachgedacht, ernsthafte Projekte 

hierzu entstanden aber erst nach dem Sputnik-Schock. 

Ab 1958 untersuchte die US Air Force Möglichkeiten, ab 

1967 eine bemannte Atomraketenbasis auf dem Mond zu 

unterhalten, um den USA im Fall eines sowjetischen Über-

raschungsangriffs eine Fähigkeit zum Vergeltungsschlag 

zu garantieren. Auch Möglichkeiten zum Bau von Spio-

nageeinrichtungen auf dem Mond zur Beobachtung der 

Erde wurden untersucht. In einem konkreten Fall schlug 

beispielsweise Boeing vor, ab 1963 die Mondoberfläche 

mit Astronauten nach geeigneten Bauplätzen zu untersu-

chen, und bis 1973 schon 116 Menschen auf den Mond 

gebracht zu haben. Andere Konzepte wurden ebenfalls 

verworfen, wie etwa Project Thor aus den 1950er Jah-

ren, das in den 1980ern im Rahmen von Brilliant Pebbles 

nochmals aufgewärmt wurde. Hierzu wollten die USA 

Space exploration was never inde-

pendent from the military—rather, 

military funding made civilian 

spaceflight possible in the first place.
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hunderte massive Metallstäbe aus Wolfram in der Größe 

von Telefonmasten in niedrigen Erdumlaufbahnen statio-

nieren. Im Bedarfsfall sollten diese zu einem kontrollierten 

Wiedereintritt gebracht werden und als Wuchtstab mit 

mehrfacher Schallgeschwindigkeit beim Aufschlag Ziele 

auf der Erdoberfläche ausradieren.

In Wirklichkeit fürs Militär

Andere Projekte wurden jedoch vom und fürs Militär ver-

wirklicht, ohne dass dies heute weithin bekannt ist. Die 

ersten bemannten Raumstationen wurden beispielswei-

se in der Sowjetunion unter dem Namen Saljut gebaut 

und geflogen, ursprünglich aber ab 1965 als Almaz zur 

rein militärischen Nutzung entworfen. Zunächst wurden 

ab 1971 neun dieser Stationen gestartet. Zwei davon er-

reichten die Umlaufbahn nicht, die anderen wurden aber 

unter den Namen Salyut 1 bis 7 bis Mitte der 1980er 

Jahre teils zivil, teils militärisch genutzt. Die Kernmodule 

der legendären Raumstation Mir sowie der Internationa-

len Raumstation waren beziehungsweise sind moderni-

sierte Varianten dieser Weltraumlabore. Auch im Bereich 

der Satellitentechnik lassen sich zahlreiche Beispiele für 

militärische Hintergründe scheinbar ziviler Programme 

finden. Bekanntestes Beispiel hierfür ist wahrscheinlich 

das US-amerikanische Satellitennavigationssystem GPS, 

das ab 1973 vom Pentagon als Navstar für das Militär 

entwickelt wurde und bis heute von der US Space Force, 

einem Ableger der US Air Force, betrieben wird. Mit dem 

Abschuss eines koreanischen Verkehrsflugzeugs im Jahr 

1983, das sich in sowjetischen Luftraum verirrt hatte, und 

bei dem 269 Menschen ihr Leben verloren, stellten die 

USA die Nutzung von GPS auch für zivile Anwendungen 

frei. Von den heute existierenden vier großen Satelliten-

navigationssystemen ist nur das europäische Galileo in 

erster Linie zivil durch die EU finanziert, die anderen Sys-

teme (US-GPS, Glonass aus Russland und Beidou aus 

China) unterstehen mehr oder weniger direkt dem Militär. 

Die Liste an Raumfahrtprojekten mit militärischem Hinter-

grund ließe sich noch beliebig verlängern, beispielswei-

se mit der bemannbaren russischen Kampfstation Polyus, 

die 1987 bei einem Fehlstart verloren ging, oder mit der 

nahen Verwandtschaft zwischen dem Weltraumteleskop 

Hubble und den US-amerikanischen Spionagesatelliten 

des Typs Keyhole. Die Raumfahrt war nie unabhängig 

vom Militär. Vielmehr haben die Geldtöpfe des Militärs 

die uns bekannte zivile Raumfahrt überhaupt erst ermög-

licht, und auch den wahren Grund für den gewaltigen 

Aufwand geliefert: Nämlich das Bedürfnis nach Sicherheit. 

Inwiefern sich dies durch den großen Erfolg des US-ame-

rikanischen Unternehmens SpaceX ändern könnte, muss 

sich erst noch zeigen. Die Falcon-Raketen, die inzwischen 

wöchentlich fliegen, wurden in ihrer frühen Phase durch 

hochpreisige Starts von US-amerikanischen Militärsatelli-

ten mitsubventioniert, und das (auch militärisch genutzte) 

Satellitennetzwerk Starlink hat inzwischen einen militäri-

schen Ableger namens Starshield bekommen. Eine völli-

ge Loslösung von der militärischen Seite sieht anders aus. 

Und während Europa im Weltraum auf absehbare Zeit 

nur noch eine untergeordnete Rolle spielt, und Russland 

derzeit andere Schwerpunkte setzt, muss man über die 

treibenden Faktoren der chinesischen Weltraumaktivitä-

ten keine Worte verlieren. Es ist, wie es immer schon war: 

Der Krieg ist nun mal der Vater aller Dinge.
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Korea are particularly active in cyberspace and possess 

advanced cyber capabilities (CISA, 2021).

Non-state actors encompass criminal organizations, ha-

cker groups, and individuals (Chaudhury, 2021). These 

actors typically pursue financial gains through ransom-

ware attacks or ideological motives, as seen in hacktivism.

Frequently, non-state actors are contracted by state ent-

ities for specific objectives, receiving financial compensa-

tion or state approval for their (criminal) activities in return 

(Maurer, 2016, p. 383f.). Cybercrime groups are often 

highly organized and structured similarly to corporate 

entities. They maintain a hierarchical structure, with leader-

ship overseeing operations while specialized members 

execute tasks such as malware development, phishing, or 

data exfiltration. Payments are sometimes issued monthly, 

akin to conventional employment contracts. These groups 

employ sophisticated technologies and infrastructures 

to support their illicit activities, generating substantial 

revenue through ransomware attacks, the sale of stolen 

data, and fraud. To safeguard their identities and evade 

law enforcement, they utilize encryption techniques, an-

onymization services, and cryptocurrencies (Sancho & 

Fuentes, 2023). This level of organization makes cyber-

crime groups a significant threat to businesses and go-

vernments worldwide. One particularly notable example 

is the ransomware group „LockBit,“ which carried out 

numerous attacks on businesses worldwide in 2022 and 

2023. Operating as a Ransomware-as-a-Service (RaaS), 

LockBit recruits affiliates to conduct ransomware attacks 

using its proprietary tools and infrastructure. These attacks 

result in the encryption of data on compromised systems, 

with victims being extorted for ransom payments to re-

gain access to their files (CISA, 2023). A case in point is 

the 2022 attack on the DAX-listed company Continental, 

which suffered significant financial losses and required 

several weeks to restore its systems. LockBit affiliates have 

targeted companies globally, spanning industries such as 

financial services, food and agriculture, education, ener-

gy, government and emergency services, healthcare, ma-

nufacturing, and transportation (BlackFog, 2025).

ted by data theft, digital industrial espionage, or sabota-

ge (Bitkom, 2024). Concurrently, the warnings issued by 

the Federal Office for the Protection of the Constitution 

and the Federal Intelligence Service regarding cyber ac-

tivities from states such as Russia, China, and Iran have 

intensified annually (BfV, 2025; PC-SPEZIALIST, 2024). 

The 2024 Situation Report by the Federal Office for In-

formation Security (BSI) describes the situation as alar-

ming, with Germany being a primary target (BSI, 2024).  

Given the increasing risk of major digital disruptions, as 

well as (digital) sabotage and espionage, it is imperative 

that Germany responds to developments in cyberspace 

and enhances its cyber capabilities.

Escalating Threats in Cyberspace

The cyber threat landscape has deteriorated significantly 

in recent years. Cyberspace has evolved into a complex 

and dynamic environment where various actors pursue 

different objectives. While cyberattacks were previously 

often opportunistic, they have now become more targe-

ted and technologically sophisticated. The use of artificial 

intelligence (AI) and machine learning has significantly 

increased the effectiveness and sophistication of these at-

tacks (BSI, 2024).

The Convergence of State and  

Non-State Actors

Cyber actors can broadly be categorized into state and 

non-state groups, though distinguishing between them 

has become increasingly challenging. Non-state actors 

frequently operate on behalf of state actors, executing 

their strategic objectives. State actors include national 

governments, as well as their military and intelligence 

agencies. These entities leverage cyberspace for espio-

nage, sabotage, and the pursuit of geopolitical interests. 

The United States, Israel, China, Russia, Iran, and North 

the past 12 months, approximately 81 per-

cent of German companies have been affec-
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Critical Infrastructure as a Target

Globally, cyberattacks frequently aim to disrupt critical 

infrastructure, inflict economic damage, or foster poli-

tical instability. A prominent example is the Russian cy-

berattack on Ukraine’s power grid in 2015 (Süddeutsche, 

2016). The extensive Russian military aggression against 

Ukraine has demonstrated the integral role of cyberat-

tacks in modern warfare, with Russian state-sponsored 

hackers repeatedly attempting to destabilize Ukrainian 

infrastructure through DDoS attacks. Notably, in the early 

stages of the war, these attacks targeted Ukraine‘s critical 

infrastructure alongside conventional military operations.

The Geopoliticization of Cyberspace

Digital demobilization poses a substantial challenge, as 

cyberspace has become a battleground for geopolitical 

conflicts. Real-world political events manifest in cyber-

space, where their impli-

cations and consequences 

are increasingly severe. 

Cyber operations are now 

integral to modern military 

strategies and hybrid war-

fare.Simultaneously, non-state groups and hacktivists  

exploit cyberattacks to advance ideological and  

political agendas.

Strengthening Germany’s  

Cyber Capabilities

To effectively respond to developments in cyberspace, 

Germany must enhance its cyber capabilities. The coun-

try’s current cybersecurity architecture is insufficiently 

aligned with existing threats and proves inefficient. Red-

undant structures at federal and state levels, along with 

unclear jurisdictional responsibilities among various in-

stitutions, exacerbate the issue. Small and medium-sized 

enterprises (SMEs) and operators of critical infrastructures 

(KRITIS) face particular challenges in this regard, especi-

ally concerning the upcoming implementation of the Euro-

pean NIS2 Directive (European Parliament, 2022) and 

the Cyber Resilience Act (European Parliament, 2024).

A Central Role for the BSI

The Federal Office for Information Security (BSI) should 

assume a more central and independent role, particular-

ly in advisory and certification functions. To meet future 

challenges, the BSI must receive additional personnel 

and financial resources. Simultaneously, the interests of 

federal states and municipalities must be equitably consi-

dered when restructuring cybersecurity frameworks.

Cybersecurity as a  

Collective Responsibility

Cybersecurity is a shared responsibility among all sta-

keholders. Beyond government agencies, the private IT 

security sector must be more actively involved. Germany 

possesses a robust base of 

SMEs specializing in IT se-

curity services, which could 

significantly contribute to 

strengthening cybersecu-

rity while alleviating the 

burden on public institutions such as the BSI. Establishing 

a resilient public-private partnership is crucial, supported 

by targeted incentives such as tax benefits for companies 

investing in cybersecurity or funding programs for innova-

tive security solutions.

Optimizing Cyber Defense

Germany’s current cyber defense mechanisms are inade-

quate for addressing the existing threat landscape. The 

Federal Criminal Police Office (BKA) should be desig-

nated as the central authority for cyber threat prevention 

due to its well-developed and scalable structures. Further-

more, the National Cyber Defense Center (C-AZ) should 

be upgraded and placed under the jurisdiction of the Fe-

deral Chancellery, with stronger involvement from federal 

states. A nationwide real-time cyber threat intelligence 

Germany‘s current cybersecurity 

architecture is insufficiently 

aligned with existing threats and  

proves inefficient.



EPIS MAGAZINE ISSUE VI 77

system, maintained at the C-AZ and accessible to all rele-

vant stakeholders, is essential.

Enhancing Digital Forensic Capabilities

Germany’s prosecution authorities must also be adequa-

tely equipped for the digital transformation. Cybercrime 

is escalating, with cybercriminal groups becoming increa-

singly sophisticated. Legal frameworks should be revised 

to enable secure confiscation of digital attack infrastructu-

res such as servers and IT networks. Additionally, a reform 

of cybercrime laws is necessary. Notably, ethical security 

researchers should no longer face prosecution for identi-

fying and mitigating security vulnerabilities. Establishing 

an official register for security researchers would provide 

them with greater legal clarity. For non-researchers, vo-

luntarily reporting vulnerabilities to the BSI, the Federal 

Commissioner for Data Protection and Freedom of Infor-

mation, the Federal Ministry of Justice, or Central Cyber-

crime Contact Points (ZAC) could yield mitigating legal 

benefits.

Strengthening Cybersecurity  

Education and Training

These reforms alone will not render Germany fully cy-

ber-capable. Future crises cannot be entirely prevented. 

Therefore, alongside a more robust cybersecurity educa-

tion and training framework for the general population, 

regular cybersecurity exercises should be conducted to 

enhance preparedness and resilience.

Strengthening Digital Sovereignty

Germany must also place greater emphasis on strengthe-

ning its digital sovereignty. This includes not only diversify-

ing risks and reducing dependencies but also promoting 

sustainable and secure digitalization based on the prin-

ciple of „Security by Design.“ According to a survey by 

Bitkom, four-fifths of German companies view their digital 

dependence on the USA and China as problematic. The 

dependency is particularly high in the areas of semicon-

ductors and end devices: 83 percent of companies consi-

der Germany to be highly dependent on third parties. This 

dependence poses a significant risk, as many companies 

see no way to counteract political pressure on their fo-

reign business partners (Bitkom, 2025). National and Eu-

ropean innovations should be promoted more intensively, 

and investments should be strengthened. Start-ups must 

be supported in product development in the German mar-

ket and encouraged to compete in international markets 

such as the USA or Israel. For the federal administration, 

state institutions, municipalities, and critical infrastructures, 

this means relying on uniform digital solutions „Made in 

Germany.“ A first step could be the development of a na-

tional cloud infrastructure and a German cloud solution.

 

Germany Must Act Quickly

To address developments in cyberspace, the increasing-

ly professionalized state and non-state actors, and the 

growing damage potential, several adjustments must 

be made. Germany is currently not sufficiently prepared. 

Successfully tackling these challenges requires close co-

operation between the government, society, and the eco-

nomy. The key issues and necessary measures are clear: 

adapting the cybersecurity architecture, strengthening the 

Federal Office for Information Security (BSI), building an 

effective cyber defense, improving education, and pro-

moting digital sovereignty. Only in this way can hostile 

actors in cyberspace be stopped and Germany become 

cyber-capable.”
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Clausewitz and the future of war

Following Clausewitz‘s analysis of the nature of war, war 

will continue to be a continuation of politics by other me-

ans. It will also continue to be an act of violence in order 

to force the opponent to fulfill one‘s own will. Uncertainty, 

chance and friction, as well as psychological and moral 

factors, will continue to play a decisive role in the future 

and thus make war impossible to be calculated mathema-

tically. Last but not least, war will continue to be more a 

matter for the defender than the aggressor. After all, it is 

only with the defense that the battle begins and with it the 

war. The “peace-loving” aggressor, Clausewitz refers in 

this context to Napoleon Bonaparte‘s self-portrayal, ge-

nerally wants to conquer, dictate or unilaterally use force, 

but not necessarily fight. It is therefore particularly up to 

the defender to prepare for war.

Abstract

nyone who understands the DNA of war can 

look a little way into its future. Hybrid warfare 

will shape this future to a considerable extent. Its strate-

gists are expanding the battlefield horizontally, operating 

in gray areas and using unorthodox combinations of me-

ans and methods. Nonetheless, military combat will not 

lose any of its importance. However, in future it will have 

to be increasingly placed in the overarching context of 

hybrid warfare.

Keywords: Hybrid warfare, Clausewitz, On War, 

Russian-Ukrainian war

The DNA of war

Much is written about the future of war. The half-life of 

such considerations is generally limited. However, one 

work stands out in terms of its significance across time, 

even though it does not explicitly deal with the future of 

war. It is called “On War” and was written by the Prussi-

an general and philosopher of war Carl von Clausewitz 

(1780-1831). The background was the social upheavals 

of the French Revolution and the revolutionary changes 

in warfare that accompanied it. The Napoleonic wars of 

conquest were the result. They also provided the empirical 

background for “On War”. But what is the significance of 

this work for the future of war? It lies in Clausewitz‘s inte-

rest in understanding the unchanging nature of war. He 

sought to fathom this in “On War”, detached from the ma-

nifold and ever-changing empirical manifestations of war. 

In other words, “On War” is about decoding the DNA of 

war. In doing so, Clausewitz identifies principles, connec-

tions and interactions that transcend time and develops a 

method of thinking that corresponds to the nature of war. 

On this basis, it is possible to look a little way into the 

future of war in order to understand its contours and re-

cognize basic constants and protect one’s own judgment 

from major deviations.

Figure 1: Carl von Clausewitz 1780-1831

„War serves the purpose of the defense more than that 

of the aggressor. It is only aggression that calls forth de-

fense, and war along with it. The aggressor is always  
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peace-loving (Bonaparte); he would prefer to take over 

our country unopposed. To prevent his doing so one must 

be willing to make war and be prepared for it.“ (Clause-

witz, On War, VI, 5, p. 444).

The greater strength of the defense

After all, the war of the future will also be characterized 

by two main forms: attack and defense. Clausewitz has a 

special message to convey in this regard. It is his theorem 

of the fundamentally greater strength of the defense at 

both the tactical and strategic levels. This strength results, 

among other things, from the support of the theater of war 

(terrain, fortresses, bases), the people (population, use 

of conscription) and great 

moral forces (motivation, 

willingness to make sacrifi-

ces, ability to suffer), which 

a legitimate war of popular 

defense against an exter-

nal invasion is particularly capable of arousing. Without 

this inner strength, Ukraine‘s successful defense against 

the Russian attack would have been almost inconceiva-

ble. It is the single most important factor in explaining the 

war in and over Ukraine since 2014 and increasingly so 

since February 2022.

 

Battle for Ukraine

One of the reasons why Ukraine was not able to deri-

ve far greater benefit from the strength of its defense was 

its lack of preparation, particularly for the military esca-

lation since February 2022. For example, the crossings 

from Crimea to the Ukrainian mainland were not sustai-

nably defended, there were no larger bodies of troops 

in defensive positions between Kiev and the Belarusian 

border, and a (potentially deterrent) partial mobilization 

was not carried out. Despite the transparency of the Rus-

sian deployment and the relevant warnings, Ukraine‘s 

political leadership failed to recognize the danger. In 

the summer of 2023, Ukraine had to learn the hard way 

how difficult or even impossible it can be to overcome a  

well-prepared military defense. Despite Western wea-

pons assistance, its long-prepared counter-offensive 

became bogged down after a few kilometers in the mi-

nefields and in the fire of the well-organized Russian de-

fense. This confirmed the principle that the better prepa-

red a defense is, the stronger it is.

State of weapons technology

In addition, the greater internal strength of the defense 

described by Clausewitz is massively reinforced by the 

current state of weapons technology. The battlefield has 

become transparent thanks to drone-supported continu-

ous observation from the air. Real-time data transmission 

enables responsive preci-

sion fire from artillery, dro-

nes, attack helicopters and 

air forces. Fire dominates 

movement on the ground 

to an unprecedented de-

gree, allowing defense to dominate offense. Paradoxical-

ly, the war in Ukraine today is more like at the Western 

Front of the First World War than at the Eastern Front of 

the Second. This raises a fundamental question in rela-

tion to war: how can a well-prepared military defense  

be overcome? 

Hybrid overcoming of military defense 

The strategists of hybrid warfare have found very different 

answers to this. If it is not possible to defeat the enemy‘s 

armed forces militarily, as is currently the case in the war 

between Russia and Ukraine, the war can be extended 

horizontally and along the time axis. In this case, strate-

gies of denial of victory, personnel and material attrition 

and devastation as well as psychological and moral 

exhaustion are pursued. Not only the armed forces but 

also the economy, industry, society, science and techno-

logy come into play. Soft dimensions such as psycholo-

gy, morale, legitimacy and the political will to endure a 

war despite sacrifices and burdens are equally important. 

Morality, willingness to make sacrifices and the ability of 

Hybrid warfare blurs the lines bet-

ween war and peace, leveraging 

military and non-military means to 

achieve strategic goals.
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society to suffer are important, as are the economic, fi-

nancial and resource-related resilience of a state. Final-

ly, the resourcefulness with which new technologies can 

be quickly harnessed for warfare can also be of great 

importance. Even without its own navy, Ukraine has suc-

ceeded in challenging the Russian fleet for control of the 

western part of the Black Sea. The decisive factor in this 

was Ukrainian military intelligence in conjunction with the 

innovative use of new technologies. This made it possible 

to quickly develop far-reaching means of action (inclu-

ding naval drones) to combat the Russian fleet, inflict sub-

stantial losses on it and thus keep it at a distance.

Hybrid delimitation of the battlefield

In hybrid warfare, the battlefield is expanded horizon-

tally. The war is waged simultaneously on different do-

mains, which can be regarded as “partial battlefields”. 

The military “shooting war” is one of these sub-domains. 

The information and propaganda war, the economic and 

resource war, the struggle in the diplomatic arena and the 

fight for legitimacy and international support are also part 

of the war as a whole. The same applies to the battle of 

the secret services and the cultural struggle within society. 

As a rule, it is not possible to predict ex ante on which field 

such a hybrid war will be decided. In the event of a milita-

ry stalemate, the opponent can also be forced to comply 

with its own will via other fields of action (domains), e.g. 

politically, diplomatically, economically, socially or tech-

nologically.

 

Society as a target

Hybrid actors take the path of least resistance whenever 

possible and prefer to operate in the gray areas of inter-

faces. As societies are more vulnerable than their armed 

forces, the former can already be effectively attacked 

using non-military hybrid methods. The instrumentaliza-

tion of irregular migration flows to destabilize and disin-

tegrate the society of a target country (“weaponized mi-

gration”) is currently the sharpest weapon in this context. 

Ideological radicalization of an Islamist nature, clan-cri-

minal disintegration as well as the targeted infiltration of 

an aggressor‘s “fifth column” in the form of agents, agi-

tators, saboteurs and terrorists can go hand in hand with 

this. EU Europe has been exposed to such hybrid attacks 

on a massive scale since 2015. Some of these attacks 

(including in the direction of Poland, Lithuania and Fin-

land) are part of the Ukraine-Russia war and are directed 

against supporters of Ukraine. However, even without 

its own EU external border, Germany is the main target 

country for this method of attack. The lack of awareness 

of this danger, the pull effect of the easy accessibility of 

its social systems and the lack of political will to protect 

its own population from this danger make Germany an 

“Eldorado” for such hybrid attacks. It should be borne in 

mind that those who fail to protect their society from non-

military attack vectors also jeopardize their military de-

fense capabilities. Germany‘s declared aim of making its 

armed forces “fit for war” and preparing its own country 

and society for “total defense” is thus thwarted.

Figure 2: Non-hierarchical / dynamic / flexible Structure Multiple 
and shifting Centers of Gravity
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Implications / conclusions

•  Anyone who wants to understand the future of war 

must come to terms with its nature. Clausewitz offers 

an excellent approach to this with “On War”.

•  War will continue to be more a matter for the defender 

than the aggressor. It is therefore crucial for peace-lo-

ving nations to prepare for war.

•  In the future, war will continue to be characterized by 

the fundamentally greater strength of the defense. This 

is currently being massively reinforced by the state of 

weapons technology. But only those who prepare the 

defense can also use these strengths.

•  Hybrid warfare is accompanied by three central chal-

lenges that must be considered with regard to resilien-

ce building, defense and counteraction:

•  Firstly, the horizontal dissolution of the boundar-

ies of the battlefield in conjunction with the use of 

non-military centers of gravity for decision-making 

(including politics, diplomacy, economics, society, 

culture, technology, the military, information and 

legitimacy).

•  Secondly, deliberately operating in the grey 

areas of interfaces between traditional categories  

of order and areas of responsibility (e.g. war - 

peace, friend - foe, internal - external security, 

civil - military areas of responsibility, state - non-

state actor categories) in order to create ambigui-

ty and paralyze decision-making processes.

•  Thirdly, the creative and unorthodox combination 

of means, methods, tactics and strategies that in a 

more traditional understanding would tend to be 

separated from each other (regular and irregular, 

symmetrical and asymmetrical, overt and covert, 

legal and illegal, hard and soft).

•  In times of hybrid warfare, the boundaries between 

war and peace, friend and foe and between internal 

and external security are becoming blurred. In ad-

dition to a strong military defense, the protection of 

one‘s own society against non-military attack vectors 

(including “weaponized migration”, ideological radi-

calization, criminal disintegration, enemy infiltration) 

is therefore of central importance.

•  Hybrid warfare is the more holistic and diverse form 

of warfare. With its unorthodox approaches, it also 

offers the possibility of circumventing or undermi-

ning a strong military defense. In many cases, it 

will be the simpler, cheaper and more intelligent  

alternative. The future of war to a large degree will  

therefore be hybrid.
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Marika Linntam has been Estonia‘s Ambassador to Ger-

many since September 27, 2023. She studied law at the 

University of Tartu, European law at the University of Trier, 

and earned a master’s degree from the University of Ren-

nes 1. Joining the Ministry of Foreign Affairs in 2001, she 

held key positions, including leading the European Law 

Division and representing Estonia at the European Court 

of Justice. From 2018 to 2023, she served as Director  

General of the European Affairs Department.

About the IntervieweeAbout the Interview
Marika Linntam, Estonian Ambassador to Germany, di-

scusses her career, Estonia’s digital leadership, and se-

curity policies. Estonia pioneered digitalization, offering 

nearly all government services online. Cyber security is 

crucial, especially after Russian cyber-attacks in 2007. 

Estonia strongly supports Ukraine and sees NATO as 

essential for security. Relations with Germany are strong, 

based on shared values and cooperation. Linntam en-

courages young people, especially women, to pursue 

diplomacy with passion.

https://www.linkedin.com/in/marika-linntam-9a1a735/
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Marika Linntam: 

The biggest milestones often revolve around major pos-

tings. For example, my time in Brussels allowed me to work 

closely on high-level EU affairs and engage with critical 

topics that even heads of state were discussing. Being re-

sponsible for relations with other European countries at 

the Ministry of Foreign Affairs was a tremendous honor. 

Of course, becoming Estonia’s ambassador to Germany 

is an important milestone.

Carolin Hochstrat: 

How do you handle the responsibility that comes with 

being a diplomat?

Marika Linntam: 

I genuinely enjoy my work, so I embrace the responsibi-

lity that comes with it. Managing international relations, 

especially for Estonia, is a key role in ensuring the coun-

try’s place in the world. It’s a privilege to contribute to that.

Carolin Hochstrat: 

What has your experience been like as a woman in the 

diplomatic and international field?

Marika Linntam: 

Personally, I haven’t found gender to be a decisive fac-

tor in my career. The Estonian foreign service maintains 

a good gender balance, and in my various postings, I 

haven’t noticed significant differences in how male and 

female diplomats are treated.

Carolin Hochstrat: 

Would you like to tell us a little about yourself?

Marika Linntam: 

I have been the Estonian Ambassador to Germany for a 

little over a year now, a role I take on with great honor 

and responsibility, as Germany is one of Estonia’s main 

partners and allies. Germany’s role in Europe is incre-

dibly important. I have worked in the Estonian foreign 

service since 2001. My academic background is in law, 

particularly European law. I studied it in Germany at the 

University of Trier in some courses and completed a lon-

ger master’s program in France. My career has consist-

ently been focused on Europe. Over the years, I’ve held 

various positions, including postings to Brussels, where I 

was involved during Estonia’s presidency of the European 

Union. Before that, I served as Estonia’s state agent at the 

European Court of Justice. Since 2014, security issues 

have been a significant part of any European diplomat’s 

work, and certainly for Estonian diplomats. Before coming 

to Germany, I spent five years as the Director General for 

Europe at the Estonian Ministry of Foreign Affairs, overse-

eing bilateral relations with European countries and key 

EU policies.

Carolin Hochstrat: 

That’s a remarkable path to becoming an ambassador! 

What would you say have been the biggest milestones 

and challenges in your career?

About the Interviewer

Carolin Hochstrat is pursuing a double degree in Germany and France. Alongside 

her studies, she brings a strong journalistic background, having worked for WELT 

TV-Axel Springer, and currently manages public relations in the Bundestag. She is 

actively engaged in political organizations and think tanks, including DGAP and 

GSP, contributing to discussions on foreign policy and security. Her multidiscipli-

nary expertise bridges media, politics, and international relations.

https://www.linkedin.com/in/carolin-isabel-hochstrat-457505292/
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Carolin Hochstrat:

 How would you describe Estonia in three words?

Marika Linntam: 

Innovative, digitalised, and beautiful—especially its land-

scape. Estonia is an amazing destination for tourism be-

cause of its stunning nature. We have a long coastline, 

around 2,000 islands (many of which are inhabited and 

fascinating to explore), as well as marshlands, forests, 

and lakes. The people are friendly, though some might 

say that people in the north take a bit longer to open up. 

Overall, we are very welcoming.

Carolin Hochstrat: Estonia is often seen as a pioneer in 

digitalisation. Could you tell me more about that and your 

e-government system?

Marika Linntam: 

After regaining independence in 1991, Estonia faced 

economic challenges and needed deep reforms. Our 

leaders had the foresight to focus on digitalisation early. 

In the 1990s, we introduced the “Tiger Leap” program, 

which brought computer classes to all schools and integ-

rated IT education into the curriculum. Today, nearly all 

government services are 

available online, with the 

exception of getting mar-

ried. Citizens can securely 

access services using their 

ID cards, which also ena-

ble digital signatures. This 

digital transformation has 

been a significant advantage for Estonia, fostering inno-

vation and a strong startup culture. We now have the hig-

hest number of unicorns per capita in Europe. Estonia also 

actively shares its digital expertise with other countries.

Carolin Hochstrat: 

You’ve touched on cyber security. Could you explain Es-

tonia’s approach, especially in light of its history with cy-

ber-attacks?

Marika Linntam: 

Cyber security is the flipside of digitalisation. In 2007, 

Estonia experienced severe cyber-attacks from Russia, 

which served as a wake-up call. We’ve since built a ro-

bust cyber security system. Tallinn hosts NATO’s Center of 

Excellence for Cyber Security, and Estonia actively pro-

motes responsible state behavior in cyberspace, empha-

sising international law and security.

Carolin Hochstrat: 

How would you describe Estonia’s relationship with Rus-

sia, particularly in the context of the war in Ukraine?

Marika Linntam: 

Estonia values good relations with its neighbors, but this 

also depends on the other side. Our membership in the 

European Union and NATO has been crucial for our se-

curity. Russia’s actions—annexing Crimea in 2014 and its 

full-scale invasion of Ukraine in 2022—are grave con-

cerns for us. Such actions threaten European and global 

security. Estonia strongly supports Ukraine, as we believe 

allowing Russia to benefit from aggression would under-

mine the rules-based international order.

Carolin Hochstrat: 

How significant is NATO 

for Estonia?

Marika Linntam: 

NATO is vital for our se-

curity. Estonia contribu-

tes significantly, with defense spending at 3.4% of GDP.  

We also encourage other NATO countries, especially in 

Europe, to strengthen their contributions.

Carolin Hochstrat: 

What about strengthening Europe’s defense capabilities 

within the EU?

We encourage other NATO countries, 

especially in Europe, to strengthen 

their contributions.
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Marika Linntam: 

NATO is the cornerstone of our collective security, but the 

EU also has a role, particularly in areas like hybrid threats 

and supporting the defense industry. Strengthening these 

areas complements NATO’s efforts. 

Carolin Hochstrat: 

How would you describe Estonia’s role within the Euro-

pean Union?

Marika Linntam: 

Estonia is a constructive and engaged member. We focus 

on areas where we can lead, such as digitalisation and 

cyber security, and work collaboratively to ensure EU po-

licies benefit all member states.

Carolin Hochstrat: 

As Estonia’s ambassador to Germany, how would you 

describe the relationship between the two countries?

Marika Linntam: 

Estonia and Germany share close ties, rooted in histo-

rical connections like the Hanseatic League and streng-

thened by common values. Germany plays a key role 

in Europe, and we highly value our cooperation across  

various areas.

Carolin Hochstrat: 

What advice would you give to young people, particular-

ly women, aspiring to a diplomatic career?

Marika Linntam: 

Follow your own path. Diplomacy offers many areas of 

focus, so it’s important to find the one you’re passionate 

about. Commitment and inspiration are essential in this 

field, as it requires genuine interest and dedication.

Carolin Hochstrat: 

Thank you so much for this insightful conversation and for 

your time.

Marika Linntam: 

Thank you for having me.
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national debt or an inability to allocate funds for other 

projects.

3. Socio-Political Consequences

The consequences of the ratchet effect of the MIC are the 

undermining of democracy and social issues. MIC can 

undermine liberal democratic values because of lobby-

ing efforts of defence firms for an increased military bud-

get. This lobbying means that politicians represent the in-

terests of these companies rather than the concerns of the 

citizens who voted them into office. Social concerns like 

arms control and environmental protection also arise from 

the MIC, as having more guns does not necessarily make 

the world safer. Moreover, the defence industry creates a 

significant amount of pollution.

4. The Military-Industrial 

Complex Today

Though global defence spending as a percentage of GDP 

has steadily decreased over time, many states have seen 

a rise in their own defence spending in recent years. Sin-

ce the outbreak of the war in Ukraine, Russia’s defence 

spending as a per cent of GDP rose from 3.6 per cent in 

2021 to 6.3 per cent in 2025 (Al Jazeera, 2024). Among 

security concerns, advancements in technology drive in-

creased defence spending. New military technologies, 

such as those that utilise artificial intelligence, have at-

tracted greater defence budgets. Finally, MIC concerns 

have been raised from President Trump’s calls for NATO 

allies to spend at least 5 per cent of their GDP on de-

fence. (Kayali et al., 2025). Although humanitarian and 

environmental efforts may challenge the MIC, it will be a 

hard-fought battle.

1. Military Industrial Complex

and rising military budgets have given rise to concerns 

over what Eisenhower called the “military-industrial com-

plex”. The military-industrial complex (MIC) was first 

mentioned almost 70 years ago by President Eisenhower 

in his farewell speech, “In the councils of government, we 

must guard against the acquisition of unwarranted influen-

ce, whether sought or unsought, by the military-industrial 

complex. The potential for the disastrous rise of misplaced 

power exists and will persist” (Eisenhower, 1961, para. 

15). Eisenhower warned against the MIC, which descri-

bes a strong relationship between a state’s government 

and its defence industry, wherein defence companies 

benefit from government contracts, and officials benefit 

politically from increased defence spending. The fears of 

the MIC to which Eisenhower alluded are inflated military 

spending, erosion of democratic institutions, and environ-

mental and humanitarian concerns.

2. Ratchet Effect

The MIC can create an economic ratchet effect, whereby 

once a state’s military budget has increased, it can be dif-

ficult to lower it in the future. Governments invest in the de-

fence sector by procuring military equipment.For count-

ries like the United States, the defence sector represents 

a relatively large portion of the economy. U.S. military 

spending as a percentage of GDP was 3.4 per cent in 

2023 (World Bank Group, n.d.), and the defence sector 

represents 1.6 per cent of American employment (Aero-

space Industries Association, 2021). 

As such, it can be difficult to reduce defence spending 

without facing political opposition. An inability to lower 

the defence budget can cause problems like increasing 

ussians in Ukraine, Israelis in Gaza, and Ameri-

can threats to leave NATO. Increasing tensions 
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