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1. Introduction

This article examines the assumptions underpinning offensive cyber strategies to evaluate
whether these operations enhance national security or contribute to instability in
international relations. It will analyse the following research question: How has the United
States’ approach to offensive cyber operations evolved after Trump’s first administration? By
addressing this question, the article will explore the unique characteristics of cyberspace and
the theory of persistance engagement, using the case of the American “defend forward”

strategy.

Cyberspace is an “ecosystem” comprising digital technologies where different actors engage
in other behaviours and activities (Berg & Kuipers, 2022, p. 2). At first, cyberspace was
interpreted as a libertarian space, a utopian realm of freedom and decentralisation from
government control (Barlow, 1996). However, in recent decades, it has become a militarised
domain where States pursue their national interest. Notably, great powers are using it to
consolidate or rebalance their power; states have recognised the significance of this new
domain as a new area for state competition and strategic gains. This transformation has led
to the concept of cyberspace as a new realm that transcends the physical domain,

fundamentally altering the dynamics of global power and security dynamics.



Examining the Defend Forward strategy is particularly relevant in today’s geopolitical
landscape, especially given the likelihood of a new Trump administration, which has already
signalled a more aggressive and decisive approach to domestic and foreign policy. If further
consolidated, the U.S. offence-first approach to cyberspace could increase global tensions,
cyber arms races, and escalation risks. Offensive cyber strategies are proactive, preemptive,
or retaliatory actions to disrupt, degrade, or destroy adversary cyber capabilities, networks,
or infrastructure. While adopting these strategies is justified by their alleged efficacy in
deterring threats and safeguarding national interests, they pose significant risks of

unintended consequences and geopolitical instability.

Understanding the U.S. shift toward offensive cyber operations is crucial for evaluating its
broader implications for international security and global stability. In a rapidly evolving
international landscape, where cyber norms and governance remain underdeveloped,
decisions made in cyberspace have direct consequences for the physical world. As
cyberspace increasingly becomes an arena of perpetual conflict, this article underscores the
need to critically assess whether persistent engagement enhances security or exacerbates

global instability.

2. Cyber persistence in the weaponised domain

2.1.Cyberspace as a weaponised domain

The evolution of cyberspace has resulted in its transformation from a mere communication
network into a critical battleground for geopolitical competition. States and non-state actors
increasingly exploit its interconnected nature to conduct various cyber operations, from
espionage and disruption to full-scale cyber warfare. This section commences with a concise
overview of the cyberspace environment, emphasising the pivotal characteristics that have
influenced the evolution of diverse state cyber strategies. It then delves into the pivotal role
of interconnectedness in the digital domain, showing its vulnerabilities and strategic
opportunities and how cyberspace has become a weaponised domain incentivising the

adoption of offensive strategies by the state.



Cyber capabilities are increasingly integrated into national and foreign strategies. Nowadays,
cyberspace results in a global theatre where actors operate without physical constraints
(Atrews, 2020; Betz & Stevens, 2011; Kello, 2013). This shift has redefined spatial and
temporal limitations in operation and conflict, allowing a “multiple actors” assemblage (Betz
& Stevens, 2011) to influence governance dynamics and establish great powers (Choucri &

Clark, 2019).

In this context, states are competitive with diverse actors, including relatively resource-poor
entities, non-state actors, and individuals who leverage cyberspace (Kello, 2013). To ensure
the security of their critical infrastructure, information systems and data, states must
address the threat of cyber-attacks. Such threats may originate from various sources,
including foreign governments, criminal organisations and rogue individuals (Choucri &
Clark, 2019). Concurrently, cyberspace enables advanced states to sustain their dominance
through their capacity to innovate and integrate cyber capabilities into comprehensive
military strategies (Gray, 2013), thereby exacerbating disparities in power and influence
(Calderaro & Craig, 2020). In this context, cyber power can be regarded as a mere
manifestation of power rather than a distinct form, thereby sustaining the continuity of
power dynamics and hierarchies. The intricacy of weaponising cyber tools, as illustrated by
the Stuxnet case, frequently reinforces the influence of more powerful states rather than

creating asymmetric advantages for states that are less so (Atrews, 2020; Lindsay, 2013).

The distinctive attributes of the cyber domain, encompassing land, sea, air, and space, have
been identified as the principal catalysts for these advancements (Betz & Stevens, 2011;
Kello, 2013): Cyberspace transcends conventional military operations (Choucri & Clark, 2019;
Kello, 2013), facilitating simultaneous global operations for political and social influence
without spatial and temporal limitations (Betz & Stevens, 2011; Kello, 2013), as
demonstrated by the sophisticated cyber-influence campaigns that Russia has perpetrated
to target public opinion across multiple nations, including the U.S. (Microsoft, 2022). The
borderless nature of cyberspace challenges traditional notions of sovereignty, as attested by
the lack of clarity and attribution in international law (Kello, 2013), by introducing “grey

zones” that are exploited by different states, especially those with authoritarian or



non-liberal governance systems (Schmitt, 2017a) and hindering the effectiveness of
retaliation and accountability. These complexities blur the lines between war and peace
(Kello, 2013), incentivising offensive actions through low operational costs and high
deniability ). In light of these developments, states are adopting this offensive strategy, with
the U.S. serving as a prime example, as outlined in the 'defend forward' theory (Taillat,
2019), fuelled by anonymity and ubiquity (Arquilla & Ronfeldt). The following section will
delve into the core principles of one of the leading theories of offensive cyber strategies,

examining its advantages in modern conflict dynamics.

2.2.Cyber Persistence theory

This section explores the theory of cyber persistence, a foundational concept that forms the
basis for analysing the Defend Forward strategy. This theory has reshaped traditional notions
of offensive strategy by building on an understanding of cyberspace as a weaponised
domain. It introduces two concepts representing how states exploit operations based on the
persistence theory: the cyber fait accomplishes and the direct cyber engagement. These
concept enables us to understand the approach of the U.S. from a theoretical foundation

perspective.

In contrast to conventional military operations, which rely on episodic engagements, cyber
persistence posits that states must engage in persistent and continuous offensive cyber
operations to maintain a strategic advantage in cyberspace (Devanny, 2022; Smeets, 2020).
It conceptualises it as a dynamic and contested environment, necessitating continuous
engagement to shape security conditions and deter adversaries (Healey, 2019a). Rather than
relying solely on blunt instruments of deterrence, the strategy involves tailored, graduated
responses to keep adversaries off balance without unnecessary escalation (Fischerkeller et
al., 2022). While advocating for a sustained and measured offensive posture that aligns with
broader national security objectives while remaining subject to interagency oversight and
legal constraints (Healey, 2019a), this method reflects a clear departure from traditional
reactive models, suggesting cyberspace should be understood as the environment of

explosion rather than coercion.



Cyber persistence theory contends that the inherent characteristics of the cyber strategic
environment do not naturally encourage coercive escalation but rather encourage fast,
decisive actions to reshape the environment in one's favour. This idea is strictly related to
two concepts proposed by Fischerkeller et al. (2022): cyber “faits accomplish” and “direct
cyber engagements” (Fischerkeller et al., 2022). The “faits accomplish” refers to the
achievement of rapid, unilateral advantages incentivised by the structure of the cyber
strategic environment (Altman, 2017). This concept in cyberspace can be understood as
achieving an advantage within the cyber domain through direct engagement or
manipulation, which is quickly consolidated before the adversary can recognise or respond
to the change in conditions (Fischerkeller et al.,, 2022). In contrast, “direct cyber
engagements” convey the target targeted, exploitative cyber operations that fall short of
triggering an armed attack. Instead of causing physical damage or kinetic effects, these
actions target and manipulate critical cyber infrastructure (command and control systems or
vital components of an adversary's strategic operations) recognised as essential by states to
to their security and operational effectiveness (Fischerkeller et al., 2022). Unlike cyber faits
accomplis, direct cyber engagements occur within active competition. Both sides seek
control over crucial cyberspace terrain, and each actor’s actions can influence the other's
strategy. The aim is to reshape the cyber environment in one's favour, disrupting or
neutralising an adversary's ability to project power or execute operations while still adhering

to a threshold that avoids a kinetic conflict.

Following the persistence theory, these types of engagements are distinct from traditional
armed attacks because they leverage cyber tools and tactics for strategic gain rather than

direct physical harm in a way that avoids full-scale escalation.

3. Case Study: American offensive cyber approach
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3.1.Trump's administration

After establishing the foundational understanding of the cyber domain and the theory of
persistent engagement, this section examines the strategic transformation of American
cyber policy following 2018. It explores how the U.S. moved from a primarily
deterrence-based approach toward a more proactive strategy focused on continuous,

real-time cyber operations.

The first year of the Trump administration largely maintained the cybersecurity policies of
his predecessor, Obama, continuing a broad approach to deterrence (Shively, 2021). Initially,
Trump framed cybersecurity primarily as a domestic risk management issue, as attested by
the release of Executive Order 13800 in 2017 (CISA, n.d.). The objective was to secure critical
infrastructure, assess vulnerabilities through technical updates and personnel training, and
improve cyber resilience (Shively, 2021). Despite ongoing cyber threats, the shift has been
delayed, and 2018 saw a significant departure from previous strategies, with the “defend
Forward” doctrine (Devanny, 2022; Fidler, 2020; Rosenzweig et al., 2017) marking the new
offensive-first approach of the U.S.(Boussios, 2021). The goal of this strategy is well
expressed in the words of Paul Nakasone, head of the U.S. Cyber Command and the National
Security Agency: “Before, during and after, we have taken action and imposed costs with

many elements of our government” (Barnes, 2021). This

Trump's strategy took a pre-empting approach to “preserving peace through strength” (The
White House, 2018, p. 20), . It emphasised the need to operate persistently in cyberspace to
counter adversaries before they could carry out harmful actions against U.S. interests
(Devanny, 2022), aligning with the main principle of persistent engagement theory. The 2018
Dod-based American action thought 1) proactive intelligence collection to monitor and
penetrate adversary networks and 2) integrating cyber operations with traditional military

forces (Summary, 2018).



Several measures accompanied this strategy. From an operational perspective, Trump
promoted a collaborative approach between the federal government and the private sector
for managing critical infrastructure alongside the repeal of Presidential Policy Directive-20
(PPD-20). Most notably, he granted U.S. Cyber Command (CYBERCOM) and other agencies
greater autonomy to conduct offensive cyber operations without the extensive bureaucratic
approvals previously required under the Obama administration (Shively, 2022). Ultimately,
the Trump administration's approach integrated cyber operations into a broader strategy of
maximum pressure on its adversaries, Russia, Iran, China, and North Korea (The White
House, 2018), , including sanctions, diplomatic isolation and cyberattacks to force
adversaries to change their behaviour (Shively, 2021). Cyber capabilities were not the
administration's central priority but rather an integration into a broader national security
framework, prioritising the traditional and geopolitical threats and employing military

(traditional) responses (Shively, 2021).

As we previously discussed, the logic of persistence engagement suggests consistently
engaging with adversaries and exploiting vulnerabilities for immediate strategic gains, and
Russia was the first target. Trump administration seized the opportunity to demonstrate its
capabilities and willingness to act decisively in cyberspace with the launch of an operation
against the St Petersburg-based Internet Research Agency (IRA), a 'troll farm' responsible for
disinformation campaigns during the 2016 presidential election (Sanger & Perlroth, 2019;
Shively, 2021) in October 2018. In June 2019, to further demonstrate its aggressive and
proactive stance in cyberspace, the U.S. launched a cyberattack on Iranian military and
intelligence targets while the CYBERCOM gradually increased its authority to conduct digital
attacks (Farrell et al., 2019; Shively, 2022).

These cases reflect the concept of faits accomplis, where initial gains alter the adversary’s
ability to act. CYBERCOM took the initiative to exploit the vulnerabilities of the IRA and gain
strategic gains. This operation not only conferred an immediate advantage by neutralising
potential interference but also forced the Russian cyber apparatus to divert time, talent, and

resources to assess and counter American exploitation (Fischerkeller et al., 2022).



3.2.Biden administration

In 2020, the Trump administration transitioned to the Biden administration. As is widely
known, the election process was not without contention, surrounded by the unique
circumstances of the ongoing pandemic and Trump’s attempts to overturn the results.
Despite this, cybersecurity remained a top national security priority, necessitating
immediate and strategic policy interventions. This section examines how Biden’s policy
remained rooted in persistent engagement, ensuring that cyber operations remained

continuous, proactive, and adaptive.

The handling of the SolarWinds cyberattack immediately marked Biden's inauguration. This
sophisticated and impactful supply chain breach infiltrated the Orion software platform by
inserting malicious code into its updates, enabling the creation of a backdoor called
“Sunburst”, which was distributed to approximately 18,000 organisations worldwide (Tidy,
2020). This allowed attackers to access sensitive data and systems across various sectors and
affected several organisations (Heckman, 2021), including U.S. government departments
such as the Treasury and Commerce (Tidy, 2020). The incident exploited the vulnerabilities in
the software supply chain, serving as a critical catalyst for recalibrating the federal
cybersecurity posture and underscoring the necessity of continuous cyber operations,
reinforcing the need for persistent engagement to counter adversarial cyber activities before

they could escalate.

The Biden administration’s response included the realisation of Executive Order 14028:
“Improving the Nation's Cybersecurity”, (Shively, 2022) to enhance federal cyber capabilities,
improve defences against supply chain attacks and enhance public-private collaboration
(Buresh, 2021; Clarke & Klein, 2022; Heckman, 2021; Shively, 2022). At the same time,
allocating valuable investments to the Cybersecurity and Infrastructure Security Agency
(CISA) and other federal entities under the Infrastructure Investment and Jobs Act (Clarke &
Klein, 2022). Biden administration also strengthened federal oversight by expanding the
Cybersecurity and Infrastructure Security Agency (CISA) and launching the Joint Cyber

Defense Collaborative (JCDC) to enhance real-time threat intelligence sharing between



government agencies and private sector entities (Clarke & Klein, 2022), reflecting a
collaborative model that balanced government involvement with industry expertise (Buresh,
2021). Recognising the need for a robust governance framework and the importance of
continuous cyber operations, Biden also prioritised expanding cybersecurity leadership roles
by integrating thousands of specialists into critical roles, ensuring a coordinated and
persistent response to emerging threats (Clarke & Klein, 2022; Shively, 2022) and providing

clarity and direction to the government’s cyber initiatives.

In contrast to the Trump administration's decentralised, deterrence-centric cyber posture,
the Biden administration pursued a centralised and multilateral strategy. It facilitated federal
oversight and resource allocation to secure critical infrastructure (Clarke & Klein, 2022;
Heckman, 2021; Shively, 2022) and expanded cybersecurity requirements in energy,
healthcare, and water systems (Clarke & Klein, 2022). In addition, Biden resumed
collaboration with U.S. allies to address international cyber threats, particularly those from

Russia and China (Clarke & Klein, 2022).

Despite the shift from Trump’s unilateral approach, on March 2, 2023, the Biden
administration formally released its National Cybersecurity Strategy (The White House,
2023), which retained elements of Trump’s “Defend Forward” doctrine. Biden’s cyber
strategy moved away from the deterrence-focused conceptual framework that had defined
U.S. cybersecurity strategies since President George W. Bush’s plan (2008) while recognising
cyber warfare as no longer a separate domain but an integral part of modern military
strategy (Karazanishvili, 2023). The strategy did not use terms such as deterrence, dissuasion

or deter, signalling a shift in the US approach.

Instead, it directed the Department of Defense to continue the “Defend Forward” strategic
approach, which is aligned with one of the strategy's core pillars “ disrupting and degrading
threat actors”, (The White House, 2023) and integrating elements of Trump's Defend
Forward doctrine as a proactive focus on enhancing resilience by fostering public-private
partnerships (The White House, 2023). One notable example is the “hunt forward” missions

conducted by U.S. Cyber Command (USCYBERCOM). These missions involve deploying cyber
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teams to foreign countries to identify and neutralise malware and other cyber threats before
they impact U.S. networks (Matishak, 2022). U.S. officials have described increased cyber
incursions into Russia’s critical infrastructure, particularly its power grid, as part of a broader
strategy to deter malicious cyber activities (Shively, 2022), and CISA has continually pursued
actions against Chinese state-sponsored cyber operations, particularly those related to
intellectual property theft. The U.S. has taken legal action and imposed sanctions against

Chinese hackers involved in cyber-enabled economic espionage (Shively, 2022).

Despite retaining Trump’s doctrine, Biden combined substantial refinements to enhance
cyber resilience and multilateral cooperation (Boussios, 2021; Current, 2024). He forged
international cooperation to contain malicious actors (The White House, 2023, p. 29-30),
shape market forces to advance security and resilience (The White House, 2023, p. 19-22)
and invest in a resilient future (The White House, 2023, p. 23-24). In addressing the
structural realities of the virtual domain, the strategy emphasised the importance of

pre-emptive action to mitigate threats as a strategic defence and resilience (Current, 2024).

4. Discussion

Since 2018, following Trump’s first administration, the shift in the United States' approach to
offensive cyber operations has reflected continuity and refinement in the persistent
engagement strategy, primarily through the Defend Forward doctrine. This section assesses
the evolution of U.S. offensive cyber operations, evaluating their strategic effectiveness,

risks, and broader implications.

In the U.S., cybersecurity has a well-established history, with the first national cyber strategy
implemented in 2003 under the Bush administration, which aimed to protect critical
infrastructure, government operations, and the private sector (The National Strategy to
Secure Cyberspace, 2003). The focus on cyberspace intensified under the Obama
administration, particularly during his second term when cybersecurity was recognised as a
critical national security and economic concern (Shively, 2021, 2022). Obama emphasised

the importance of international cooperation and the need for cyber norms, framing
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deterrence as a strategy to ensure that “the risks associated with attacking or exploiting our

networks far outweigh the potential benefits” (Council on Foreign Relations, 2017).

The evolution of U.S. offensive cyber operations after Trump’s first administration
demonstrates continuity and adaptation within persistent engagement. Trump’s presidency
introduced Defend Forward, removing bureaucratic constraints and expanding CYBERCOM'’s
authority to conduct pre-emptive cyber operations. Biden’s administration built upon this
foundation, embedding offensive cyber actions within a broader framework emphasising
resilience, multilateral cooperation, and federal oversight. While the fundamental principle
of persistent engagement—continuously contesting adversaries in cyberspace—remained
unchanged, Biden’s strategy emphasised interagency coordination, closer collaboration with

the private sector, and stronger international alliances to counter cyber threats.

The effectiveness of persistent engagement is evident in U.S. cyber operations targeting
Russian and Chinese adversaries. Under Biden, CYBERCOM launched offensive operations
against Russian disinformation networks, disrupting the Internet Research Agency’s activities
during 2021-2022. In response to Russia’s invasion of Ukraine, the U.S. engaged in cyber
operations aimed at undermining Russian military infrastructure. Similarly, U.S. cyber efforts
against Chinese threats included the 2023 disruption of a large-scale botnet used for
espionage and cyber intrusions into U.S. critical infrastructure. Additionally, operations in
2024 targeted Chinese cyber actors attempting to steal military and trade secrets,
reinforcing cyber resilience measures to counter ongoing espionage efforts. These
operations illustrate how persistent engagement seeks to impose costs on adversaries and

degrade their cyber capabilities before they can inflict harm on U.S. interests.

Despite its strategic advantages, persistent engagement carries inherent risks, particularly
concerning cyber escalation. While Obama was known for carefully weighing risks before
taking action, as noted by General Joseph Dunford, Chairman of the Joint Chiefs of Staff
(Farrell et al., 2019), the Trump administration adopted a less risk-averse approach,
demonstrating less concern for potential unintended consequences. This shift in posture

may have contributed to a broader proliferation of offensive cyber operations. Critics argue
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that persistent engagement could escalate cyber conflicts, leading to unintended strategic
consequences (Healey, 2019; Smeets, 2020). Rather than deter adversaries, the doctrine
may establish a continuous cycle of offensive operations, inadvertently creating greater
instability (Healey, 2019; Smeets, 2020), turning cyberspace into a perpetual cycle of
offensive operations that may inadvertently lead to greater instability rather than

deterrence (Healey, 2019; Rosenzweig et al., 2017).

Beyond operational effectiveness in disrupting adversaries, the U.S. strategy lacks sufficient
mechanisms to promote responsible cyber behaviour among other cyber powers. Unlike
traditional deterrence strategies, which focus on imposing costs after an attack, persistent
engagement assumes that adversaries will divert resources toward cyber defence. However,
this assumption lacks empirical validation. Historical evidence suggests that adversaries do
not necessarily de-escalate in response to persistent engagement but adapt and intensify
their cyber capabilities (Healey, 2019). This dynamic may encourage adversaries to develop
more covert and resilient cyber techniques (Jun, 2022; Rosenzweig et al., 2017). increasing
the likelihood of a cyber arms race rather than fostering stability (Smeets, 2020). The lack of
clarity surrounding intent and decision-making in cyber operations could also lead to
accidental escalation, where a limited cyber engagement is misperceived as a more serious
threat, prompting a disproportionate response. Additionally, ambiguities in cyber
engagement rules and potential misalignment in operational procedures may
unintentionally escalate conflicts beyond their original scope. The challenge lies in navigating
these risks while maintaining the flexibility to act decisively in cyberspace (Jun, 2022;

Rosenzweig et al., 2017).

A failure to communicate intent or an unclear decision-making process could lead to
accidental escalation, where a limited cyber engagement is misperceived as a much more
serious threat, prompting a disproportionate response. Similarly, ambiguity in cyber
engagement rules and the potential for misalignment in operational procedures could
unintentionally lead to a broader conflict than initially intended. The issue lies in navigating
these risks while maintaining the flexibility to act quickly and decisively in cyberspace

(Fischerkeller et al., 2022).
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The shift from a deterrence-based approach to an active defence strategy defines the Biden
administration’s cybersecurity policy. Unlike previous administrations that framed cyber
operations around retaliation, Biden’s approach prioritises disrupting adversary networks
before they strike, strengthening national cyber defences, and fostering international cyber
alliances. This represents a shift toward a structured, institutionalised form of persistent
engagement, aligning cyber operations with broader national security objectives. However,
balancing offensive cyber dominance with strategic stability remains a challenge. While
persistent engagement ensures continuous pressure on adversaries, its long-term
effectiveness will depend on the U.S!s ability to prevent escalation, establish international
cyber norms, and invest in sustainable cyber resilience. Ultimately, the evolution of U.S.
cyber strategy after Trump underscores the growing recognition that cybersecurity requires

proactive, continuous engagement rather than reactive deterrence.

5. Conclusion

This article addressed the research question: How has the United States’ approach to
offensive cyber operations evolved after Trump’s first administration? The analysis
demonstrated a shift from deterrence to persistent engagement, mainly through the Defend
Forward doctrine. Trump’s administration initiated this shift by removing bureaucratic
barriers and granting greater autonomy to U.S. Cyber Command (CYBERCOM) for
preemptive operations. Biden’s administration institutionalised and expanded these efforts,
integrating international cooperation, federal oversight, and resilience-building measures

into offensive cyber strategy.

Persistent engagement has made U.S. cyber operations more proactive and continuous,
targeting Russian disinformation networks, military cyber capabilities, and Chinese cyber
intrusions. However, its long-term effectiveness remains uncertain, as adversaries may adapt
rather than de-escalate. Additionally, the lack of international norms governing cyber

operations raises risks of unintended escalation and diplomatic tensions.

From a policy perspective, persistent engagement must be carefully managed to balance

offensive dominance with strategic stability. The U.S. should complement offensive
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operations with stronger cyber resilience measures, public-private partnerships, and
diplomatic initiatives to establish more explicit rules of engagement and promote a cyber

domain characterised by shared responsibility and security.
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