Proliferation of Satellite Mega-Constellations: Strategic Security and
Defence Implications for the European Union

1. Introduction

Since the early 2010s, the space industry has undergone a significant transformation. The
traditional dominance of government agencies in the sector has been challenged by the
emergence of private U.S. companies such as SpaceX and Blue Origin, focused on developing
innovative, low-cost space technology. This trend towards commercialisation has spread outside
the United States, as countries such as China and India are increasingly investing in private
space enterprises to develop their space capabilities (Pelton & Madry, 2020). Most notably, the
privatisation of the space sector has fostered a reduction in space launch costs through
technological advancements such as reusable rockets, cheaper manufacturing processes, and
satellite miniaturisation (Young & Thadani, 2022).

Today’s expanded access to space is enabling the deployment of large networks of
thousands of satellites in low earth orbit (LEO). Referred to as LEO constellations, such satellite
systems are designed to provide high-speed internet across the globe (Hallex & Cottom, 2020).
Perhaps the most well-known example is SpaceX’s Starlink, an LEO constellation famous for its
unprecedented commercial success. Although SpaceX is the only operator to offer broadband
satellite internet to the consumer market as of 2024, numerous governments and private
companies are racing to establish their own alternative service. In this context, the number of
proposals for LEO constellations has grown considerably in the past few years, the most
prominent of which include OneWeb, project Kuiper, LEO Lightspeed, and China’s Guowang.

Beyond mass-market connectivity, LEO satellite constellations demonstrate a significant
potential for security and defence applications and could confer strategic advantages to their
operators (Young & Thadani, 2022). Their proliferation therefore introduces new security and
defence implications globally. Given the recent nature of these developments, academic
literature about LEO constellations largely focuses on digital development, international
security, and US national security implications. However, proliferated LEO constellations are also
particularly relevant to the EU. In the current context of space militarisation and power
competition between China, the US, and Russia, the bloc is facing pressure to develop
autonomous security and defence capabilities in space, improve its launch capabilities, and
protect its space assets from external threats (Council of the European Union, n.d). Within this
scope, the following question is addressed: What are the implications of the proliferation of LEO
satellite constellations for EU strategic autonomy in security and defence?

This article begins with a background chapter before examining several constellations in
development and their applications. The focus is first set on SpaceX’s Starlink and US military
LEO constellation programs. It then shifts to major LEO projects in China. Finally, these cases are



analysed in relation to the EU's space capabilities, highlighting the overall implications for EU
strategic autonomy in security and defence.

2. Background
2.1 Basics of Satellites

Before discussing the strategic relevance of LEO constellations, this section explains the basic
technicalities of satellites. Since the launch of Sputnik 1 in 1957, various actors have deployed
artificial satellites in orbit around Earth to perform specific missions. These missions typically
fall into one of three categories, which are communications, observation, or navigation.
Communications missions provide radio, television, phone, or internet services. Earth
observation missions collect measurements and images of the Earth’s surface. Meanwhile,
navigation missions enable users on the ground to determine their location. Because a single
satellite can only cover a limited area of the Earth, satellites often operate in groups known as
constellations. These configurations make it possible to undertake missions with global
coverage from a given orbit (CBO, 2023; Voelsen, 2021).

Satellites are usually launched into one of three main orbits: Low Earth orbit (LEO), at an
altitude of 160 to 2000 km, Medium-Earth Orbit (MEO), from 2000 km to 35,786 km, and
Geostationary Earth Orbit (GEO), at 35,786 km. LEO and MEQO satellites are in constant motion
relative to the surface. In particular, LEO satellites circle the earth multiple times per day, staying
in view of a given location for about 10 minutes. In contrast, GEO satellites remain permanently
fixed above the same ground location by matching the earth’s 24-hours rotation period (Figure
1) (CBO, 2023). Due to their larger field of view and their ability to deliver continuous coverage,
GEO satellites are ideal for observation or broadcasting over large areas. Typically, a GEO
constellation of only 4 satellites is needed to provide global coverage, ensuring lower launch
and operating costs. For this reason, GEO satellites have been predominant in communications
for the past 50 years. However, their high altitude means that signals take longer to travel from
the earth and back, resulting in a longer latency. MEO satellites, as they stand, are prevalent in
navigation missions as they can provide stronger signals across different earth latitudes (CBO,
2023; Young & Thadani, 2022). Lastly, LEO satellites are now being explored for several
applications, as we will see shortly.
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Figure 1: Orbits and LEO Constellations (own work)
2.2 Satellites as Critical Infrastructure and Key Defence Assets

Over the years, satellite services have become essential for numerous societal functions such as
aviation, maritime traffic, weather forecasting, agriculture, government communications, search
and rescue, and broadcasting. The indispensable role that they exert in maintaining the
functionality of other systems and societal functions places satellites in the category of critical
infrastructures (Cls). As such, they are increasingly included in special national protection
frameworks to safeguard national security (Froehlich, 2021; Schrogl, 2020).

It is important to distinguish between national security, which largely describes the
ability of a state to protect its citizens from various threats, and defence, a specific aspect of
national security focused on protecting the nation from external military threats (Osisanya,
n.d.). Satellites have also long fulfilled defence applications, including providing secure military
communications, navigation, targeting guidance, and perhaps most famously, reconnaissance.
Reconnaissance satellites may monitor enemy military activities, intercept foreign
communications, and detect ballistic missiles (Pelton & Madry, 2020).

2.3 Proliferation of LEO Mega-Constellations in the Age of Commercial Space

Breaking with the traditional dominance of GEO satellite systems in satellite communications, a
growing number of companies are now developing LEO satellite constellations to provide global
broadband internet services. As of 2023, around 33 percent of the global population remained



offline, largely due to the lack of internet access in rural areas and least-developed countries
(ITU, 2023). This digital divide is attributed to the limited coverage of ground-based internet
infrastructure and GEO internet satellites. Despite handling the majority of global internet
traffic, ground-based infrastructure is challenging and expensive to build in remote areas.
Conversely, GEO satellites can transmit internet signals directly from orbit but are limited by low
speed, high latency, and high service prices (Young & Thadani, 2022).

Capitalising on mass-market appeal and economies of scale, LEO constellation operators
intend to make significant profits by offering affordable, high-quality internet in underserved
areas. Thanks to their low orbital altitude, LEO constellations can provide global coverage with
download speeds reaching up to 250 megabits per second (Mbps), and as low as 25
milliseconds of latency — compared to 600 milliseconds for GEO satellites- (Starlink, n.d; Young
& Thadani, 2022). However, because individual LEO satellites cover a smaller area, achieving
similar coverage in LEO requires a significantly larger number of satellites (Figure 1). For
instance, the Starlink constellation comprised more than 6000 satellites in September 2024
(Pultarova et al., 2024;). Due to their sheer scale, LEO constellations are often referred to as
“mega-constellations” (Hallex & Cottom, 2020). Satellites are linked to one another using lasers,
while user terminals on the ground continuously connect with the nearest passing satellite
(Satariano et al., 2023).

The deployment of such large constellations today has been made possible by a
combination of recent developments in the commercial space sector. From the 2000s, the
emergence of a new US private aerospace industry known as NewSpace has set focus on
developing low-cost space technology and improving access to space. Led by companies such as
SpaceX and Blue Origin, NewSpace has brought about an increased number of launch providers
and more efficient launch vehicles like the reusable Falcon 9 rocket, driving down the costs of
space launch. (Pelton & Madry, 2020; Young & Thadani, 2022). A similar development of the
commercial space sector is occurring outside the US, as nations like China are increasingly
investing in private space enterprises to develop their own space industries. Reflecting these
trends, the number of proposals for mega-constellations has grown considerably in the past few
years (Figure 2).

Beyond providing commercial internet service, LEO constellations hold significant
potential for security and defence applications. Their Broadband capabilities enable the
provision of timely military communications in any location worldwide and the relay of large
amounts of intelligence data. If outfitted with specific satellite payloads, LEO constellations
could also perform enhanced global remote sensing and missile detection tasks. Above all, their
large numbers of easily replaceable satellites increase resilience against attacks. (Young &
Thadani, 2022; Pelton & Madry, 2020). In light of the strategic advantages that LEO
constellations could confer to nations and private entities that deploy them, their proliferation
introduces new security implications globally.
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Figure 2: Current LEO Constellations in Development (own work, layout inspired by Voelsen
(2021))

2.4 The Relevance of the Space Domain and LEO Constellations for EU Strategic Autonomy

Exemplified by the proliferation of LEO mega-constellations, rapid developments in the space
domain have prompted reactions from the European Union in recent years, positioning EU
space policy as an important element for achieving strategic autonomy. The concept of EU
strategic autonomy widely describes the ability of the union to act autonomously and protect its
interests in diverse sectors such as trade, foreign policy, technology, defence, and security
without being restrained by dependencies on foreign actors (Helwig & Sinkkonen, 2022; Zhang
et al., 2022).

Today, space has become increasingly relevant to EU strategic autonomy within the
fields of security and defence for several reasons. Since space infrastructures like satellites are
essential enablers for numerous societal functions and military activities, developing
homegrown space assets is critical to ensure autonomous security and defence capabilities. For
instance, the existing Galileo MEO constellation provides an independent navigation system for
civil and military applications, reducing member states’ reliance on the US’s GPS, Russia’s
GLONASS, or China’s Beidou systems (Cellerino, 2023; Radhakrishnan et al., 2016). Besides, the
current geopolitical context of power competition between China, the US, and Russia — which
each possess anti-satellite (ASAT) weapons — is fueling a race to develop advanced military
capabilities in space. Lastly, the EU still lacks effective launch capabilities and risks being
increasingly dependent on external actors for its access to space (Harrison, 2024; Kisters et al.,
2024; UN, 2023). Overall, these developments are pressuring the union to develop its security
and defence capabilities in space, improve its launch capabilities, and protect its space assets
from external threats.



To this end, the European Commission and the High Representative introduced the
first-ever EU space strategy for security and defence in March 2023. Among others, the joint
communication calls for the development of new EU launchers to ensure autonomous access to
space. It also mentions the commission’s intent to exploit upcoming LEO constellations for
military capabilities. Crucially, it sets as an objective the deployment of IRIS?, a sovereign
multi-orbit constellation (Council of the European Union, n.d.; European Commission, 2023).
These measures suggest that the bloc is carefully considering the global proliferation of
mega-constellations as it lays down its plan for achieving strategic autonomy.

Against this backdrop, this article unravels the various implications that the said
proliferation holds for EU strategic autonomy in security and defence. The subsequent sections
discuss different LEO constellation initiatives and assess how they may impact the EU’s ability to
act autonomously and protect its interests in the two fields. The decision to focus on
constellations from the US and China stems from the fact that both countries are currently at
the forefront of LEO mega-constellations development (Figure 2). Moreover, the current debate
on EU strategic autonomy is driven by the growing rivalry between the two geopolitical powers,
which exposes the EU to security challenges and limits its ability to implement its foreign policy
(Helwig & Sinkkonen, 202).

3. Discussion
3.1 Starlink and US Military Constellations

SpaceX'’s Starlink is the first commercially successful LEO mega-constellation. By May 2024, it
provided high-speed internet to more than three million customers in 99 countries worldwide
(Alvarez, 2024). Users connect to the constellation through a small terminal that can be set up
in minutes and managed via an app.

Far ahead of any competitor on the market, Starlink’s unique capabilities have proven
groundbreaking in critical civilian and military applications throughout the Russo-Ukrainian war.
SpaceX dispatched thousands of Starlink terminals to Ukraine shortly after the start of the
invasion to restore connectivity where Russian troops had disabled telecommunication
infrastructure (phone lines, cell towers, ground stations, fibre optic lines, and broadcasting
antennas) (Bergengruen, 2022; Jayanti, 2023). Thanks to its independence from ground
infrastructure, Starlink’s service has remained unaffected by Russian attacks. Moreover, its
low-cost and user-friendly hardware has allowed for easy adoption and deployment while its
high number of satellites and terminals has rendered jamming particularly challenging. Lastly,
such advantages have been further compounded by high-speed, low-latency connection,
portable and compact terminals, and remote connectivity capabilities (Jayanti, 2023; Kaushik &
Selvamurthy, 2023).



This combination of features fostered a swift adoption of the satellite service in
hospitals, aid organisations, schools, and businesses (Jayanti, 2023). Above all, Starlink was
adopted by the Ukrainian military, enabling real-time communication between command
centres and frontline units operating in areas lacking telecommunications. Ukrainian units have
also commonly used Starlink’s broadband to deploy a large number of drones over vast swathes
of territory, performing reconnaissance missions and dropping explosives on enemy positions
(Wiedemar, 2023; Davis, 2022). Besides the growing use of autonomous systems, the conflict
has seen an increase in the processing of battlefield intelligence. Large amounts of data —
including satellite images and GPS coordinates of Russian troops — have been shared by earth
observation companies through Starlink’s broadband connection and fed into military software
providing intelligent battlefield management. For instance, the software GIS Arta coordinates
Ukrainian artillery strikes based on field information. Kyiv also relies on Palantir’s
Metaconstellation, an Al software that detects military targets and predicts their movements
from satellite images (Giles, 2023; Wiedemar, 2023).

Russia’s continued targeting of communication infrastructure has reportedly made
Starlink the only internet service left in Ukraine. With some 42,000 terminals in use in the
region, it has become vital for Ukrainian military operations and civilian life (Abels, 2024;
Reuters, 2024). This dependency has raised concerns about Ukraine’s sovereignty over its
military capabilities, considering that Starlink is controlled by SpaceX, a private company owned
by US billionaire Elon Musk. Notably, SpaceX has continuously disabled Starlink service in
Russian-occupied areas and outside Ukrainian borders using geofencing. In February 2023, it
imposed further restrictions on usage for offensive military purposes such as drone control
(Abels, 2024; Giles, 2023). These restrictions have hampered Ukrainian efforts to retake
territory and contributed to the freezing of the conflict. Although the aerospace company has
justified its service restrictions as a response to Starlink’s unanticipated weaponisation violating
its terms of service, its motives as a private actor remain opaque. Indeed, the company may
have been aiming to avoid becoming a party to the conflict following Russian threats of ASAT
retaliation against private space infrastructure supporting Ukraine (Abels, 2024; Boley & Byers,
2024; Giles, 2023; Wiedemar, 2023).

Dependence on Starlink as a critical communication infrastructure is not limited to
Ukraine. The constellation has become essential in Brazil’s Amazon region, where it operates
70,000 terminals in more than 90% of municipalities. There, isolated communities, schools,
hospitals, and even illegal mining compounds rely on its extensive broadband coverage for their
communications. Moreover, the Brazilian Ministry of Defence has recognised Starlink as key to
Brazil’s defence operations. The service is indeed used by the military for command and control,
particularly in communicating with remote bases and border platoons (Alvarez, 2023; Phillips &
Milmo, 2024). Such a situation is problematic for Brazil's national security given the
considerable leverage granted to a private company.



To mitigate reliance on private infrastructure such as Starlink for defence, the US Space
Force’s Space Development Agency (SDA) is deploying its own LEO military constellation while
maintaining collaboration with the commercial sector. Known as the Proliferated Warfighter
Space Architecture (PWSA), the satellite network is set to consist of different layers, including a
tracking layer for remote sensing and missile warning, and a transport layer providing
high-speed communications and battlefield management. The transport layer will be capable of
connecting to private constellations for third-party services while maintaining control over
operations (Abels, 2024; Young & Thadani, 2022). Furthermore, the US National Reconnaissance
Office (NRO) contracted SpaceX in 2021 to develop Starshield, a military LEO constellation
designed specifically for global remote sensing and defence communications (Roulette & Taylor,
2024; SpaceX, n.d.). Establishing efficient satellite services in LEO thus appears to be a priority
for the US as it seeks to become a dominant military power in space.

Figure 3: Ukrainian Soldier Setting Up a Starlink Terminal (Attribution: Mil.gov.ua)

3.2 China’s Answer to Starlink

While Starlink’s recent success has occupied the spotlight, interest in LEO constellations extends
beyond the United States. China, in particular, has been pursuing its own LEO constellation
projects to provide global broadband internet access. In March 2020, the Chinese government
announced plans to launch a constellation named Guowang. Managed by the state-owned
China Satellite Network Group (SatNet), it will consist of 12,992 satellites in LEO (Suess, 2023;
Young & Thadani, 2022). Guowang is one of three main Chinese mega-constellation projects as



of September 2024, alongside Qianfan (“Thousand Sails”, previously G60) and Honghu-3.
Qianfan, Led by Shanghai Spacecom Satellite Technology and supported by Shanghai’s municipal
government, launched the first 18 of its 14,000 planned satellites in August 2024. Honghu-3, led
by Hongging Technology, aims to deploy 10,000 satellites at term (Jones, 2024; Page, 2024).
These initiatives receive significant support from the Chinese Communist Party and benefit from
the rapid development of China's commercial space sector, which is expected to deliver the
necessary growth in launch capacity to deploy thousands of satellites into space.

China may have several motives for financing LEO constellation projects, one of them
being the commercial opportunity these offer. Despite its success, Starlink is awaiting
government approval to operate in dozens of countries across Africa, Central Asia, and South
Asia, and is unavailable in Syria, Russia, China, Iran, Afghanistan, Belarus, and North Korea
(Starlink, n.d.). SpaceX'’s satellite service has faced criticism from authoritarian regimes for
bypassing the traditional ground-based infrastructure that they control to censor information
(Satariano et al., 2023). As such, several governments hesitate to authorise its operation within
their borders, preferring to maintain tight control over internet access. These circumstances
present an opportunity for Chinese constellations to introduce competing services on the
international market. Indeed, China is known for conducting business with authoritarian
regimes, but also with emerging markets as part of its Belt and Road Initiative (BRI) (Hallex &
Cottom, 2020). BRI programs such as the Digital Silk Road (DSR) assist member states in
developing their communications infrastructure. Under the BRI’s Space Information Corridor,
Beijing has signed over 117 space cooperation agreements with more than 37 governments to
share its space infrastructure and provide communication services. (Young & Thadani, 2022).
Today, a substantial part of the digital infrastructure in several BRI countries is Chinese-built.
This is particularly true in Africa, where Huawei has built an estimated 70% of the continent’s
4G infrastructure (Suess, 2023). For compatibility reasons, these countries may find it easier and
more cost-efficient to integrate Chinese LEO Broadband services into their existing network.
Concurrently, further BRI agreements could help Chinese LEO broadband providers secure
markets in Africa, Asia, and Latin America, potentially pushing out Western providers (Suess,
2023).

Beyond securing China’s position in the satellite internet market, this strategy could
serve its soft power interests. Beijing has previously provided several DSR countries with digital
surveillance technologies to enhance their online censorship capabilities. In addition, the use of
Chinese-built digital infrastructure comes with regulatory compliance requirements, often
causing recipient countries to adopt Chinese data governance practices and restrict their social
media landscape (Young & Thadani, 2022). The emergence of Chinese LEO constellations as
internet suppliers could amplify the dependency of BRI countries on Chinese ICT technologies,
exacerbating these trends. A Chinese state-backed satellite internet service with centralised
infrastructure would enable client governments to more easily monitor information within their



country’s borders and filter politically sensitive content. It could also further spread China’s
authoritarian internet governance model, as countries seeking access to satellite broadband
connectivity might be pressured into aligning with regulatory requirements and censoring
content critical of China (Page, 2024; Young & Thadani, 2022). Eventually, a successful
proliferation of Chinese LEO broadband constellations could grant China greater control over
global information flows and improved intelligence capabilities.

As China seeks to assert its power in the space sector, its military has noted the strategic
significance of LEO constellations (Young & Thadani, 2022). Considering the Chinese
government’s tendency to integrate civilian and military resources, constellation projects such
as Guowang or Qianfan constitute likely candidates for providing military capabilities like global
high-speed communication and surveillance (Hallex & Cottom, 2020). At the same time, the
superpower has sought to prevent Taiwan from acquiring LEO broadband internet. In 2023,
Taipei began pursuing such services to safeguard its information infrastructure and ensure
connectivity in case of Chinese invasion. This came after Chinese vessels were accused of
damaging two undersea cables supplying internet to the Matsu islands, isolating their residents.
Subsequent talks with SpaceX to access Starlink were ended by concerns that Elon Musk might
face economic pressure from Beijing to shut down the service on request, and Taiwan
eventually turned to British operator Eutelsat OneWeb (Khalaf, 2022; Satariano et al., 2023).
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Figure 4: Launch of a Chinese Long March 6A rocket - The Same Launcher Model Was Used to
Send the First 18 Qianfan Satellites in Orbit on August 6, 2024 (Attribution: ecns.cn)



3.3 Strategic Implications for the European Union

As illustrated by the discussed cases, the emergence of proliferated LEO constellations
introduces new sets of opportunities and risks that may impact the ability of the EU to act
autonomously and protect its interests in security and defence. Unlike the United States and
China, the EU currently lacks the necessary launch capabilities offered by cost-effective,
heavy-lift, and reusable launchers to deploy large constellations in LEO. For context, in 2023, the
US achieved the world’s highest launch rate at 109 launches, 90% of which were conducted by
SpaceX. China followed with 67 launches, while the EU recorded only 3 (Kuhr, 2024). Looking
ahead, the bloc risks being increasingly reliant on foreign launch providers if it does not improve
its independent access to space.

If the EU fails to deploy a sovereign LEO constellation, it risks becoming reliant on
non-EU constellations for critical security and defence applications. As observed with Starlink in
Ukraine and Brazil, dependence on private infrastructure can undermine sovereignty and
national security. Satellite operators obtain significant political leverage, which could limit the
EU’s ability to enact its policies. Moreover, decisions made by corporate executives like Musk
can arbitrarily affect the availability of internet services, threatening the reliability of the
communication infrastructure. A private operator could also influence EU common security and
defence policy by moderating or shutting down its satellite services in conflict zones depending
on the threat posed to its assets. Similarly, relying on future US state-owned LEO constellations
such as PWSA and Starshield would perpetuate a situation of dependence on the superpower
for military capabilities. Decisions upon service provision would likely be taken by Washington,
and the EU may be pressured to align with US foreign policy goals. Currently, this deadlock is
well illustrated by Ukraine’s extreme reliance on Starlink and by the lack of alternative European
LEO internet services to independently counter regional security threats such as Russia’s
invasion of Ukraine. The invasion also pointed out the growing military importance of space
systems and LEO constellations, particularly for Al-enabled battlefield management. This trend
is turning space into a warfighting domain as satellites are becoming more relevant targets for
retaliation (Davis, 2022). Given its reliance on a small number of satellites highly vulnerable to
ASAT weapons, EU space infrastructure is exposed to heightened threats it is not equipped to
face.

The proliferation of Chinese LEO constellations brings yet another negative prospect for
EU strategic autonomy. If China integrates its future constellations with the BRI and DSR, it could
exert greater influence over international communication networks, fostering the spread of its
authoritarian internet governance model. China’s increased involvement in the field of
communications has already sparked security concerns in the EU. A lengthy debate on the
integration of Chinese-built equipment in European 5G infrastructure started in 2018 following
US allegations that the Chinese government could obtain backdoor access to Huawei and ZTE
networks. Eventually, several EU countries restricted or banned telecom equipment from the



two vendors (Cerulus, 2020; Reuters, 2023). Currently, Czechia, Hungary, Poland, and Estonia
participate in the DSR and have received Chinese investments in digital infrastructure (Council
on Foreign Relations, n.d.). As the EU faces high demand for broader, affordable broadband
coverage, alternative offers to Starlink could expose the bloc to a similar dilemma as with 5G
infrastructure, possibly compromising its connectivity network.

Brussels seems well aware of the challenges presented by foreign-proliferated LEO
constellations. In November 2022, it initiated a program to deploy the Infrastructure for
Resilience, Interconnectivity and Security by Satellite (IRIS?), a sovereign communication
constellation. The constellation is planned to have 170 satellites following a multi-orbit
architecture (GEO, MEQ, and LEO) operable with other systems. Developed via a public-private
partnership, the program will involve Airbus, SES, Eutelsat, Hispasat, and Thales Alenia. The
consortium is expected to contribute €3 billion of an estimated €6 Billion total cost, splitting
investments and benefits between the EU, member states, and private companies (ESPI, 2022;
European Commission, n.d.; SES, 2023). Embracing a dual-use approach, IRIS? will in turn deliver
high-speed, low-latency secure internet to both governmental and commercial users. On the
one hand, it will support border surveillance, crisis management, military missions, and
connectivity in key infrastructures such as EU embassies. On the other hand, it will provide
internet to EU citizens and private businesses for mass-market applications. With a full
constellation planned for 2027, IRIS? constitutes a limited yet strategic response to current LEO
constellation projects (European Commission, n.d.; EUSPA, 2024).

Although the completion of IRIS?® remains uncertain, developing a sovereign LEO
constellation and leveraging commercial LEO services offers opportunities to strengthen the
EU’s strategic autonomy. As seen in Ukraine, an important benefit of Starlink-like systems is their
ability to maintain connectivity when ground infrastructure is damaged. Presently, 95% of global
internet traffic between regional networks goes through a network of high-performance
undersea cables. This backbone transmits everything from financial transactions to encrypted
government communications (Runde et al., 2024). Despite their strategic importance, subsea
cables lie highly exposed to accidental damage and sabotage on the ocean floor. Russia has
shown a willingness to exploit this vulnerability to disrupt Western communications and Russian
vessels have previously been suspected of sabotage in the Baltic Sea (Page, 2023). This is
especially concerning for the EU, which relies on Atlantic undersea cables to access a significant
portion of its data stored in US data centres (Wall & Morcos, 2021). In this context, a
constellation such as IRIS? could complement cable-based internet, providing a contingency to
the EU in case of damage to its ground infrastructure (Hallex & Cottom, 2020).

Most importantly, the EU has long sought to build up its military capabilities through
initiatives for defence cooperation and industry innovation. The invasion of Ukraine has raised
awareness about European defence and has seen Many member states increasing their defence
budget and investing in new technologies (EDA, 2024). Within this scope, the deployment of



homegrown LEO constellations is particularly relevant. The powerful impact of Starlink in
Ukraine demonstrates that such systems can work as force amplifiers, increasing the resilience
of critical infrastructure and the effectiveness of military operations. In turn, they further
demonstrate a potential to strengthen the EU’s strategic autonomy.

4. Conclusion

Today, the majority of low earth orbit constellation projects remain in the early stages of
development. But while the United States and SpaceX enjoy a significant head start with
Starlink, the emergence of other constellations is set to empower upcoming operators, be it
governments or private companies. Indeed, such space systems promise not only to redefine
the connectivity landscape by providing worldwide broadband internet service but also hold
significant potential for security and defence applications. Their development is therefore of
significant relevance for the European Union, which faces a pressing need to improve its
autonomous defence capabilities, develop its space launch sector, and protect its space assets
from external threats. The proliferation of Low Earth Orbit (LEO) constellations thus introduces
new opportunities and risks that may impact the bloc’s capacity to act autonomously and
protect its interests in security and defence.

Above all, if the EU fails to deploy a sovereign constellation, it risks becoming reliant on
non-EU systems for critical security and defence applications. Relying on a private constellation
like Starlink, whose service is subject to moderation, or a foreign state-owned one such as the
US-planned Proliferated Warfighter Space Architecture (PWSA), would threaten the reliability of
communications and the ability of the EU to enact independent policies and operations.
Another negative prospect for EU strategic autonomy comes with the proliferation of Chinese
LEO constellations. Through integration with the Belt and Road Initiative and Digital Silk Road
programs, these systems could give China greater control over international data flows. Possible
integration of CCP-backed LEO broadband services into the connectivity network of EU
countries introduces risks of sabotage and spying, possibly compromising these networks.

On the other hand, LEO services offer opportunities to strengthen the EU’s strategic
autonomy. LEO constellations can complement cable-based internet by providing a contingency
in case of damage to ground communications and have greater resilience against attacks due to
their large numbers of satellites. This capability is strategically relevant to the EU as the bloc
relies on undersea internet cables exposed to damage and sabotage. Lastly, an LEO constellation
could amplify EU military capabilities by enabling high-speed military communications and data
transfer, and global remote sensing. These capabilities are important in the current context of
autonomous and Al-enabled warfare. Against this backdrop, it remains to be seen whether the
EU will succeed in developing its space industry and launching IRIS?, and whether the latter will
deliver sufficient capabilities.



Because of the tremendous increase of satellites launched in orbit, proliferated LEO
constellations are also sparking increasing concerns about risks of collisions, space debris, and
interference with astronomical observations. Although such issues fall outside the scope of this
article, it is important to consider the spillover impacts on space security that LEO constellations
may cause and the need for new international regulations to ensure the long-term sustainability
of space activities.
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